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3. Compliance Management!

Prof. S.C. Bleker-van Eyk

3.1 THL COMPLIANCE FUNCTION

During the 1990s, the importance of compliance increased. The amount of both
aavenal and international legislation grew rapidly. At the beginning of this century,
41.er some important ethical breaches within corporate enterprises, the legislature
followed by creating a deluge of laws and regulations, mostly aimed at governance risk
and compliance. After 9/11, corporate enterprises were confronted with increased and
complex regulations on sanctions and export controls. After Enron and WorldCom,
the Sarbanes-Oxley Act was introduced. In 1977, the Foreign Corrupt Practices Act
(FCPA) came into force. However, the prosecution of foreign multinationals has only
truly been enforced since the beginning of this century, mostly due to the entry into
force of the Anti-Bribery Convention of the OECD. In addition, the United Kingdom
Bribery Act became effective in 2011.?

In this chapter, the requirements of the compliance framework will be discussed,
as well as the skills necessary to become an accomplished compliance officer. Both
national and international examples will be given of required or recommended
compliance frameworks, from the United Nations Global Compact to the ISO 19600
guideline.

3.2 INSTITUTIONALIZATION OF COMPLIANCE

Since the mid-1990s, compliance has gradually carved out a place for itself in financial
institutions, growing from a Friday afternoon role for managers on the verge of
retirement to full-fledged departments, some of them with a staff of several hundred.
Compliance was slower to establish itself in non-financial companies, at least under
that name. It started with the companies that were heavily regulated, for example the

1. Parts of this chapter was previously published in Dutch in Bleker-van Eyk 2013, pp. 402-411.
2. Both the FCPA and the UKBA will be discussed in more detail in Part IV infra.
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pharmaceutical industiry and the aircraft industry, which had been subject to strict
airworthiness rules since the 1950s. Only in the course of this current century have
non-financial companies gradually become aware of the importance of creating a
compliance role, mainly because of the increase in regulations and enforcement in the
medical industry, the military industry and other industries increasingly faced with
enforcement of all sorts of rules (e.g. on exports and imports, food safety and other
types of safety). The extraterritorial application of the American export rules is still the
driving force behind the creation of many compliance roles in the industrial world.?

In recent years, we have seen increasing attention to compliance in the
non-financial sector, owing to growing awareness of the extraterritorial application
of anti-corruption legislation. Since 1997, the OECD Anti-Bribery Convention has
enabled the US to enforce its legislation more effectively in other countries, as the
States Parties - not only the OECD Member States - meet the requirement of dual
criminality once they have ratified it. However, true awareness in boardrooms of
the extraterritorial application of foreign legislation only seems to have developed
after the passing of the UKBA.* Undoubtedly, Great Britain is not so far away that
directors can sleep at night. Most of them slept fine with the American Foreign Corrupt
Practices Act, which presented - and still presents - a far greater danger. Competition
cases have also created a good deal of turmoil in recent years, though they are rarely
regarded as compliance matters, and are usually still dealt with by legal departments.
The question is whether this is correct. Competition cases fall under national and
international legislation and can entail substantial risks. The purpose of compliance
is to promote the observance of national and international laws and regulations, as
well as internal rules and standards, to protect the integrity of the organization and
its directors and staff. The aim is to control the risks of non-compliance with laws,
regulations and standards and to prevent the damage that could result.” In short,
compliance in effect ensures desirable, agreed upon conduct, as laws and regulations
can either be breached by action or omission. This does not by definition apply to
all laws and regulations, but it does, particularly, to laws and regulations related tc
achieving the company’s key objectives. One could say that compliance deriyez iis
raison d’étre from a company’s license to operate. Compliance risks are risks that
can pull the proverbial rug from under the company, or at least cause major material
and reputational damage.

3.3 THE COMPLIANCE LANDSCAPE

When setting up a compliance function it is important to take into account the
necessary requirements from the point of view of both governance and requirements

3. Cf the United States: Directorate of Defense and Trade Controls (DDTC) http://www.
pmddtc.state.gov/compliance/index.html; Bureau of Industry and Security (BIS) http://
www.bis.doc.gov/complianceandenforcement/emcp.htm; QFAC http://www.treasury.gov/
about/organizational-structure/offices/Pages/Office-of-Foreign-Assets-Control.aspx.

4, Bleker 2012.

5. Sylvie C. Bleker-van Eyk’s definition as used in the Postdoctoral Course in Compliance &
Integrity Management at the VU.
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set by the appropriate supervisory authorities that supervise the actions of a particular
company.

The landscape of compliance is directly related to the scope of compliance. The
scope of compliance cannot encompass ‘the observance of external (international and
national) laws and regulations’ as such. This would lead to a tsunami of rules and
regulations that would be better dealt with by other departments within the company
that are directly linked to the behavior targeted by that particular field of legislation.
The scope of compliance should be linked to the key objectives of the organization
and hence to the laws and regulations that can affect the organizations’ license to
operate. Numerous supervisory authorities exist, including a wide area of laws and
regulations that are not directly linked to key objectives and where compliance is
better left to other departments. For instance, legislation with regard to food safety in
canteens should fall outside of the scope of compliance. This might be taken care of by
other departments, for example the facility department. However, if the organization
is a consultancy company advising large organizations on how to set up canteens
within their organization, from a point of view of possible reputational damage it
would be wise 1o make food safety regulations an essential part of compliance.

Note ibat compliance can also require cooperation with other organizational
departménts such as legal or human resources. Within the institutionalization of
compiiance, cooperation with other departments may best be served through an
int¢raspartmental body coordinating the efforts and preventing overlap, or worse,
conilicting internal procedures.

3.3.1 Compliance Charter

Corporate governance is defined as an internal system encompassing policies,
processes and people, which serves the needs of shareholders and other stakeholders
by directing and controlling management activities with good business savvy,
objectivity, accountability and integrity. Sound corporate governance is reliant on
external marketplace commitment and legislation, as well as a healthy board culture
that safeguards policies and processes.®

Corporate governance encompasses governance issues, risk management and
compliance activities. Key elements of good corporate governance principles include
honesty, trust and integrity, openness, performance orientation, responsibility and
accountability, mutual respect, and commitment to the organization. Of importance
is how directors and management develop a model of governance that aligns the
various values of the corporate participants and evaluate this model pericdically.
In particular, senior execulives should conduct themselves honestly and ethically,
especially concerning actual or apparent conflicts of interest, and disclosure in
financial reports.”

Good corporate governance practices, according to COSO,* will lead to an
internal control system as a process, effected by an entity’s board of directors,
management and other personnel, designed to manage the ‘key risks’ and provide

6. Compliance Charter Fokker Technologies B.V.
7. Ibid.
8. See the Risk chapters Part II infra.
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‘reasonable assurance’ regarding the achievement of objectives in the following
categories:’

- achieving the strategic objectives and targets;

- effectiveness and efficiency of operations;

- reliability of financial reporting; and

- compliance with applicable laws and regulations.

Within an organization’s governance structure, the Compliance Charter is the
‘constitution’ of compliance that directly links compliance to the key objectives of the
organization and its license to operate. The Compliance Charter contains the basic
principles of compliance and integrity management. It should entail the organization’s
vision on compliance, as well as the scope of compliance and the institutional set
up of the compliance framework.

The Charter describes the activities of compliance, including the reporting
lines and the goal of compliance and integrity management within the organization.
The Charter is the main governance document linking compliance principles to the
compliance framework.

A Compliance Charter should contain:

- the vision on compliance, in which the organization underlines the impor-
tance it attaches to conducting its business activities in compliance with
existing laws and regulations;

- the definition of compliance;

- the scope of compliance;

- the objective of compliance: the main objectives of compliance should be
determined from the point of view of:

i. supporting the effective control environment,
ii. creating a transparent compliance structure,
iii. identifying, reporting and monitoring risks,
iv. communicating on compliance issues,
v. complying with all relevant laws and regulations;

- the importance of maintaining constant awareness of compliance;

- the compliance structure and functioning;

~ the responsibilities for compliance throughout all levels of the organization;

- reporting on compliance;

- the budget for compliance.

3.3.2 Compliance Program

The Compliance Program contains a more extensive vision on compliance for a set
period of time. In general, most compliance programs are set for a period of five years.
While the Compliance Charter entails the more general principles, the Compliance
Program contains a more specified program, including:

- the compliance cycle;

9. Compliance Charter Fokker Technologies B.V.
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— the distribution of tasks between the different lines of defense against
non-compliance;

- awareness programs;

- the distribution of tasks and responsibilities of the existing compliance
officers within the organization;

- the implementation of compliance throughout the organization.

The primary responsibility for compliance lies within the business (the first line of
defense) and, as a result, the final responsibility lies with the Chief Executive Officer
(in a one-tier board) or the Chief Executive Officer together with the Chairman
of the Supervisory Board (in a two-tier board). At first sight it may seem obvious
that the business holds the primary responsibility for compliance. Compliance is
directly related to the key objectives and business activities are the responsibility
of the first line of defense. However, recent history has shown that this is not as
obvious as it seems. Compliance is actually situated in the second line of defense
and its function is to assist the business on matters of compliance. In practice, it
has become a habit for business to ‘outsource’ compliance matters and the related
decisions tothe second line (compliance). In the decision-making process, the first
line refers to the second line by stating that compliance has approved it, so the
decisizn is in accordance with the requirements set by compliance. As a result,
the Lusiness tries to shift its responsibilities away towards the second line. This is
carrect! The first line knows all the circumstances and the business requirements.
it may ask for assistance, but it never tries to absolve itself of the responsibility for
compliance. Also, shifting business decisions to compliance increases the burden
on the compliance department, thereby creating an environment where compliance
has to take decisions without an in-depth business perspective. Together with the
existing excessive legislative burden, replacing compliance decision in the business
by decision-making in the second line of defense creates an environment where
the compliance function is increasingly pressed into a ‘tick-the-box’ mode, which
will create more additional compliance risks. Also, relaying decision-making to the
second line of defense is contrary to the ‘“Three Lines of Defense’ model, according
to which ‘the board delegates to the CEQ and senior management primary ownership
and responsibility for operating risk management and control [including compliance
risks]. It is management’s job to provide leadership and direction to the employees
in respect of risk management, and to control the organization’s overall risk-taking
activities in relation to the agreed level of risk appetite®?

“To ensure the effectiveness of an organization’s risk management framework,
the board and senior management need to be able to rely on adequate line functions
- including monitoring and assurance functions - within the organization."* This
model explains the relations between the three functions and serves as a guide to
how responsibilities should be divided:

1. the first line owns and manages risk;
2. the second line oversees or specializes in risk (compliance); and
3. the third line provides independent assurance (internal audit).

10. https://www.iia.org.uk/threelines (emphasis added).
11. Ibid.
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3.3.3 Structure of the compliance function

3.3.3.1 The final responsibility for compliance

In this chapter’s paragraph on countervailing power infra, the issue concerning the
independence of the compliance officer is discussed as it relates to skills. Within the
compliance structure of an organization it is of particular importance to pay attention
to the positioning of compliance within the chain of command of the organization
and to ascertain that the highest ranking officer in direct command of the compliance
function is sufficiently empowered to perform his duties and assure that compliance
is regarded as the conscience of the organization.

As discussed supra, compliance is the responsibility of the business. As a
result, the Executive Board bears the final responsibility for compliance. In practice,
many flavors exist as to the chief ranking officer responsible for compliance. In
some organizations, the Chief Executive Officer (CEO) bears the final responsibility
for compliance. However, organizations often designate the Chief Financial Officer
(CFO) as responsible for compliance. Also, sometime the Chief Operating Officer
(CO0) is ‘n charge of compliance. Both the CFO and COO seem an appropriate
choice. bacause the final responsibility rests within the Executive Board. However,
their or.mary responsibility is not compliance, and compliance requirements may be
@i aside more easily because they conflict with the Officer’s primary responsibility.
L FOs or COOs may be more tempted to set aside compliance requirements. Recently,
Executive Boards have been supplemented with a CRO. Compliance and integrity
contain imminent risks for the organization, and the CRO seems to be well equipped
to take on the task of Chief Compliance Officer (CCO). However, it is important that
the CRO understands the importance of compliance and integrity risks and the effect
they may have on the entire organization.

Yet, too often compliance is covered on a lower level instead of by the highest
ranking executive officers. All too often, the CCO reportts to the Chief Legal Officer,
who in turn reports to the Company Secretary or the CFO. The sense of urgency
on compliance and integrity risks may well become lost within the daily hassle of
further legal risks waiting for better times, while the risk develops into a risk that
may affect the license to operate. Finally, some organizations have bestowed the
Human Resources (HR) department with the responsibility for integrity management.
This must be regarded a highly undesirable situation. HR focuses on assisting the
organization’s management with employment-related matters. Their first aim is to
assist management and some of the core tasks of integrity management should be
in more neutral hands. For instance, receiving whistleblower information through
Human Resources is a contradictio in terminis.

Understanding and assessing the potential impact of compliance and integrity
risks within modern organizations and the intricate consequences of full-fledged
incidents is a task that should not be accepted lightly and regarded as something
to do on the side. The CRO on the Executive Board could easily become the Chief
Risk and Compliance Officer (CRCO), giving compliance and integrity management
(ethics) the proper place within the chain of command. However, compliance
requires more than just a seat at the executive table. In those instances where
compliance and integrity risks may adversely affect the organization and yet are set
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aside by the other members of the Executive Board - in a two-tier board - the CRCO
must be able to step up the discussion on the risk level to the Supervisory Board,
thereby ensuring that these risks are taken fully into consideration by all levels of
governance within the organization. The decision to ask the Supervisory Board to
make a final assessment of the compliance risk and the impact it may have upon the
arganization is not a step that should be taken lightly. It should be the joint decision
of the Executive Board; otherwise it may poison internal management relations.
Requesting the Supervisory Board to overrule the Executive Board will have serious
consequences, but may be the ultimate way of trying to protect risks from exploding
into a full-fledged compliance incident.

3.34  The Chief Compliance Officer

The description regarding the positioning of the CCO supra shows that the duties
and authorizations can be regarded as a consequence of the CCO’s position as the
independent conscience of the organization. Consequently, the CCO:

- assists the Executive Board proactively in realizing the objectives of com-
pliance. The CEOQ and CFO oversee the operations, and the CCO verifies
compliance risks on decisions after having assessed these risks on a regular
basis with the senior management and operational management;

- reports periodically (and when necessary independently) to the Supervisory
Board (two-tier) and/or Audit Committee;

- is responsible for the organization’s corporate compliance, integrity and
fraud policies;

- supervises (where applicable) the country-specific compliance of the
organization’s subsidiaries;

- advises and supervises the divisional/local/business unit compliance officers

of the subsidiaries; and

executes the laws and regulations on insider trading with regard tc the

members of the Executive Board, the Supervisory Board and/o: Audit

Committee and all other relevant staff.

Resulting from this are the following tasks and responsibilities of th= CCO:

- to develop, implement and monitor compliance activities and tools at
corporate level for the organization;

- to review key compliance risks as reported by subsidiaries/divisions/
business units, with the purpose of identifying material compliance risks
organization-wide;

- to regularly adapt the compliance program in light of legal developments,
developments in the businesses in which the organization is active, and
developments and changes within the organization;

- to make recommendations to the Executive Board on ways and means to make
business processes better geared to cater for compliance by the organization’s
divisional/local/business unit and staff with applicable regulations and codes
of conduct.

- to perform and arrange ad hoc compliance reviews;

44

3. Compliance Managemert

- to report at regular intervals to the Executive Board, the Supervisory Board
(two-tier) and the Audit Committee on the implementation of the compliance
program, progress made, issues, incidents and remedies, reports serious
incidents ad hoc as may be appropriate.

- to coordinate the activities of the divisional/local/business unit compliance
officers;

- to monitor that all relevant staff within the organization receive fit-for-purpose
awareness and compliance training;

- to organize integrity workshops and other sessions to enhance the organi-
zation’s compliance culture;

- to coordinate, draft and update the organization’s codes/policies, and monitor
the effective roll-out of and compliance with such codes/policies;

- to support internal and external auditors in preparing and conducting audits
of the effectiveness of the program;

- to support directors and management in maintaining the ‘right tone at the
top’;

- to act as the ‘compliance face’ for the organization both within and outside
anid at all levels of seniority;
tu be responsible within the organizations (including all subsidiaries/
divisions/business units/local) for all matters related to the development
and implementation of the compliance program;

- to act as a sounding board for all within the organization on compliance
and integrity-related matters.

3.3.5 The ‘joint committee’

Compliance risks are inextricably interwoven with operations, and compliance is not
the only department (partially) coping with a particular risk. Also, the tasks to be
performed by compliance are sometimes quite similar to tasks performed by other
departments of the organization. Consequently, from the point of view of efficiency,
but also to prevent overlapping or even contradictory activities, it is advisable to
establish some sort of ‘joint committee’, in which different departments synchronize
activities. Departments such as Quality, Human Resources, Audit, Risk Management
and Legal can divide or synchronize tasks. Looking at compliance risks from a
broader perspective, it is far more efficient for all parties to agree on how best to
mitigate the risk in a combined effort, than having every department doing its own
part of the risk, thereby creating blind spots and/or inefficiencies. The CCO should
chair such a joint committee.
The duties and tasks of such a joint committee are:

- to assist the CCO with the annual review of the compliance program on how
to (i) monitor the effectiveness of the program; (ii) identify any compliance
risk areas and weaknesses; and (iii) establish compliance objectives for the
year;

- to coordinate activities between the different departments (compliance,
internal audit, legal, human resources and quality management) necessary
for the execution and administration of the compliance program;
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- to provide solicited or unsolicited advice to the CCO;

- to advise on the development, implementation, maintenance, and adminis-
tration of the compliance program;

- to advise on how to increase the awareness of all employees regarding the
compliance program;

- to discuss and advise on investigations of reported violations of the compli-
ance program or any other issues discovered through the annual compliance
review or any other audit process;

- to advise on investigations into or studies of matters within the joint
committee’s scope of responsibilities;

- to advise the CCO as to the status of the compliance program and ongoing
developments relating to compliance matters;

- to assess the adequacy of internal and external compliance auditing and
controls.

3.3.5.1 The divisional/business unit/local compliance officer

In larger organizations consisting of various subsidiaries, divisions, business units or
local entities, it is necessary, for the efiective implementation of compliance, to create
compliance departments with a divisional/business unit or subsidiary compliance
officer. It should be borne in mind, however, that to prevent a compliance department
becoming too large with respect to the compliance tasks that need to be performed,
an organization may choose to have compliance officers at divisional or business
unit level with no further compliance staff members within the division or business
unit. For some organizations, it may be more effective to create a Compliance Shared
Service Center at corporate level to support the divisional, business unit or local
compliance officer with the performance of his tasks.

At subsidiary, division, business unit and/or local level, the compliance officer
assists the general management in executing their responsibility for compiiance,
Compliance is the responsibility of the business and therefore management should
be assisted on compliance matters. The ultimate responsibility for conpliance
nevertheless rests with the first line of defense.

The duties and responsibilities of the subsidiary, division and/cr business unit
compliance officer are:

- to perform and arrange ad hoc compliance reviews within the subsidiary,
division and/or business unit;

- to make recommendations to the CCO on ways and means to make
business processes better geared to cater for compliance by the staff of the
organization’s subsidiaries, divisions and/or business units with applicable
regulations and codes of conduct;

- to report to the CCO on compliance-related matters and support the man-
agement of the subsidiary, division and/or business unit in maintaining the
‘right tone at the top’;

- to review the key compliance risks within the subsidiary, division and/or
business unit with a view to identifying and reporting material compliance
risks to the CCO;
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_ to monitor that all relevant staff in the business unit receive fit-for-purpose
awareness and compliance training;

- to report at regular intervals to the management of the subsidiary, division
and/or business unit and the CCO on the implementation of the compliance
program, progress made, issues, incidents and remedies;

- to report serious incidents in the subsidiary, division and/or business unit on
an ad hoc basis as may be appropriate to the management of the subsidiary,
division and/or business unit and the CCO;

- to support internal and external auditors in preparing and conducting audits
of the effectiveness of the compliance program in the subsidiary, division
and/or business unit;

— to set up and maintain a compliance network in the subsidiary, division
and/or business unit;

- to be responsible for the implementation of the compliance program in the
subsidiary, division and/or business unit;

- to act as a sounding board for management and staff in the subsidiary,
divisian-and/or business unit on compliance and integrity-related matters.

Finally, 1fie legal position of the CCO and the compliance officers in the subsidiaries,
divisions and/or business units must not be harmed in any manner as a result of the
execviion of his compliance duties under the external and/or internal regulations.
Their employment contracts should not be ended by management without a formal
approval of the Supervisory Board or Audit Committee and a national court or other
national labor authority. This is necessary to maintain the necessary independence
of the compliance professionals.

3.3.6 Reporting

As discussed supra, the CCO should report to the Executive Board and be entitled to
directly address the Chairman of the Supervisory Board (two-tier level) and/or the
Chairman of the Audit Committee.

The CCO periodically submits reports to the Executive Board and the Audit
Committee on the implementation of the compliance program, the progress made
regarding the compliance process(es), training and the compliance environment,
(ongoing) compliance issues, recent incidents and deployed remediation.

The CCO is the functional head of the compliance department. The structure
and size (headcount) of the compliance department depends on the complexity
and the size of the organization. Often, the CCO is situated at the headquarters of
the organization and the different layers of the organization will have their own
compliance department. For instance, every country in which the organization
operates may have its own compliance department. Business units may also have their
own compliance department. Thus, alongside the CCO, an organization may have
divisional compliance officers and/or local compliance officers. These compliance
officers are situated within the operations of the organization and have dual reporting
lines. They have a functional reporting line to the CCO, as well as a reporting line
to their general manager of the division/business unit, with a copy to the CCRO.

On a quarterly basis, the general management of the business units should also
report on compliance to the Executive Board through a Letter of Representation (LoR).
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3.4 VARIOUS EXAMPLES OF COMPLIANCE PROGRAM REQUIREMENTS

There are many examples of requirements set by local and international authorities
regarding compliance programs. Within the financial system in particular, the require-
ments have become more and more explicit. For example, the Bank for International
Settlements describes the responsibilities of the compliance function and how the
compliance program should be implemented, including the review of palicies and
procedures. Already in 2005, the Bureau of Industry and Security (BIS) of the US
Department of Commerce described the requirements of an effective compliance
function and a compliance program. In Principle 1, BIS explicitly stated that ‘the
bank’s board of directors is responsible for overseeing the management of the bank’s
compliance risk. The board should approve the bank’s compliance policy, including
a formal document establishing a permanent and effective compliance function. At
least once a year, the board or a committee of the board should assess the extent
to which the bank is managing its compliance risk effectively. The responsibility of
the first line of defense is stated clearly in Principle 2, which states that the bank’s
senior management is responsible for the effective management of compliance
risks. In Principle 5, BIS explicitly states that the compliance function should be
independent. In comment 21, BIS explains that the concept of independence does
not mean that the compliance function cannot work closely with management and
staff in the various business units. In fact, cooperation is required.'

The requirements for an effective compliance program will be discussed infra
from the point of view of several authorities and institutions whose requirements
are of guiding influence to many organizations that have set up their compliance
function over the past decade.

3.4.1 IS0 19600 guidance and uniformity for the organization of
compliance

Due to the increasing attenticn that is being devoted to compliance with iaws and
regulations and internal ethical and other standards and the notion that organizations
must demonstrate that they promote compliance throughout the supniv chain in
our global economy, the International Organization for Standardizacen (ISO) has
developed a guidance for all organizations on how to set up compliance.?

The compliance requirements in the financial sector have been expanded
constantly, and since the credit crisis, further internationalization has taken place in
the financial world with regard to compliance requirements. This is understandable
at a time when global interdependence has steadily increased. The supervisory
authorities make increasing demands in terms of compliance throughout the entire
production process. As a result, compliance requirements are slowly but surely also
being imposed on suppliers and customers in the industrial production process, services,
etc. Compliance is no longer relevant only to financial institutions, which now have
to include customers and affiliated banks in their compliance framework in addition

12. Basel Committee on Banking Supervision.
13. Compliance Management System Guidance 19600, 2014. http://www.is0.org/iso/home/
store/catalogue_tc/catalogue_detail. htm?csnumber = 62342,
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to their internal compliance. There is also a steady increase in attention devoted to
compliance by supervisors of non-financial undertakings. The increase in fines and
prosecutions of organizations in the Netherlands and abroad means they sense the
need to be in control of compliance with laws, regulations and internal standards.

ISO 19600 provides structure for compliance within organizations. It is all
about establishing the organization and assigning tasks in order to have visibility on
compliant conduct by the organization and its employees. It is not so much about
the personalities, but about what the organization has to do and what needs to be
taken into account to be demonstrably compliant. The aim of ISO 19600 is to make
compliance part of day-to-day business operations.

An additional advantage of ISO 19600 is that it is not a standard but a guideline.
The Dutch representation was committed to this to prevent the guideline being
applied to SMEs resulting in excessive costs. The organization must act in the spirit
of the guideline and ensure that it is properly embedded in the organization. The
1SO 19600 guideline enables organizations to see whether the organizations in their
supply chain are fulfilling the compliance requirements. Certification is not really
necessary. Comnliance focuses on adherence to laws and regulations as well as
internal standards. Compliance requires a certain conduct.

1SQ 19600 is applicable to all types and sizes of organizations. It deals with
a vatiely of compliance matters such as leadership, planning, support (resources,
comy eience, awareness, training, behavior, culture, communication, documentation),
cverations (controls to manage obligations and desired behavior), performance
evaluation (monitoring compliance performance, evaluation, compliance reporting,
audit & management review), and improvement (management of non-compliance
including escalation procedures). [SO 19600 is risk-based and fits within the existing
ISO risk management framework.

Of particular note is the special focus of ISO 19600 on the role of leadership and
its commitment to create a compliance culture within the organization. According
to paragraph 5.3 of ISO 19600, leadership and commitment entail:

- upholding core values of the organization;

- ensuring establishment of procedures and provision of resources;

- ensuring integration of Client Management System in business processes;
- communicating importance of effective compliance management; and

- ensuring alignment between operational targets and compliance obligations.

In paragraph 7.3.2 attention is devoted to the necessity of a compliant culture. First,
ISO 19600 emphasizes the role of top management in creating a compliant culture:

- creating an environment where reporting of non-compliance is encouraged
and the reporting employee is safe from retaliation;

- identifying and acting promptly to correct and address non-compliance; and

- ensuring that operational targets do not compromise compliant behavior.

According to the guidance, a compliance culture requires:

a clear set of published values;

management to be actively seen abiding by values;
leadership by example;

visible recognition of achievements in compliance;

I
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thg case of third-party due diligence an employee has to fill out a computerized f
with information on the third party and possibly its ultimate beneficial owner f? o
fgr and near, the employee will be tempted to circumvent the system and e
directly in a deal with the third party. e
The manufacturers of the (financial) systems should develop systems that
easy to use and safeguard compliance at the same time. -
What if the ultimate beneficial owner turns out to be a sanctioned
Generating information from different sources that are but a click away is poia-réyg
_and user.-friendly. Also, the look and feel should be user-friendly; no unnecejl :
%nformat_lon, just letting the employee go through the motions, whife also genera?jElry
}nformatmn for others such as compliance officers. Finally, the proverbial ‘stop’ butt
is necessary in vulnerable processes to prevent wrong deals being done. y
The issue of user-friendliness brings us to increasing the possibility of complj
ance with the softer shared values and norms through the use of an intranet whp ;
Wguld bring great benefits for the monitoring of soft contrels. Even in orgam',zati;(:h
va_nth several hundred employees it is worthwhile setting up a compliance 'mtrannS
sn.e that contains all the necessary information such as the training the emplo :
still has to undergo, the compliance procedures applicable to his position freqﬂe:i(t‘]EEB
asked questions, etc. Also, tooling can be linked to the intranet site off:aring dire ;
access to a whistleblower tool or a tool to claim expenses such as travel costs ancé
entertain.ment. All these tools offer monitoring possibilities. However, when creati
such an intranet site, it is important to bear in mind that the emplc;yee’s attenu'lgg
has to be drawn to the intranet site. This can be achieved by linking tools to th]1
intranet and - why not - a little fun factor. £
'The importance of compliance has increased dramatically since the beginning
of this century, and so, therefore, has the significance of monitoring of both soft ang
hard Fontrols. Many of the soft controls are rapidly ‘hardening’, but the human fuc '0:
remains the most important - and also difficult - element to control. NS
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ER.PM. van der Grint'

10.1 1NTRODUCTION

Tte viorldwide flow of scandals related to fraud, bribery, mismanagement, personal
sal1, boardroom fights, etc., have put compliance in the spotlight in almost all
self-respecting organizations. In some cases this has been demanded by regulators
(e.g. banking after Libor), whereas in others it is a demonstration of good behavior
i and/or change towards shareholders and (legal) authorities. As a result, the increase
in the importance of compliance leads to an increase in expectations. This triggers a
new challenge for organizations. Their stakeholders all have different ideas about what
compliance is, what they can expect and what it can do (not what it cannot do ...).

Traditionally, the compliance function looks at laws, rules and regulations
enacted by lawmakers and regulators, and at rules and bylaws set out by companies
in integrity management guidelines and regulations. It is quite a judicial function,
where the rules of the game are available in writing, there for everyone to read and
to interpret and discuss. But societal developments have added new rules which
are not so clear and certainly not written down. Companies and organizations have
increasingly become actors in the court of public opinion. And public opinion does
not judge according to formalistic rules; it judges according to which corporate
behavior society finds acceptable or unacceptable at any given time. And what is
acceptable today may not be acceptable tomorrow.

In the same vein, it is important to understand that we live not only in a democracy
with its known rules, but at the same time in a ‘mediacracy”. The power of (social)
media in the process of forming society’s ideas of what it expects from organizations
and corporations has become much greater over the past decade or so. Organizations
therefore also have to play by the rules of this mediacracy. And those rules change all
the time and are not in any way formalized. It makes the job of assessing compliance
and managing risks exponentially more difficult. It also makes the job of the compliance

1. With thanks to Ingo Heijnen for his contribution to this chapter.
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manager much more complex: it requires an ability to judge behavior not only on th
basis of the formal rules, but also on what is socially acceptable. e
One can argue that it is not the job of a com
organization’s compliance with society’s definition of a
managers are expected to do this and to advise senior management on how to adjy
behavior in order to maintain and strengthen the organjzation’s reputation as] ai]t

actor in society - and with that its license to operate. And while this is indeed the

Fra_ditional segregation of functions, today’s reality requires a different approach, ft
Is in the best interest of organizations t :

e be ‘ : 0 broaden the (perceived and formalized)
responsibility for managing risks for the said license to operate. Compliance m
agers are naturally well placed to play a role in this development. Their formal;
mvolvgment in (re)defining corporate behavior gives them a natural position in
assessing how an organization is coping with the informal rules of being a good
and therefore acceptable, citizen. Under this premise, it makes sense for anyoné

in a compliance function to understand how an organization makes an impact op

its surroundings, on the ecosystem in which it operates. Understanding who your
stakeholders are, how they relate to you as an organization and to each other what
their evoked set of norms and values is, how they are being influenced and hoév the
can be influenced - having knowledge as well as an operational understanding 031Z
these aspects - makes the compliance manager infinitely more effective in his role
In this chapter, we will therefore cover the following aspects of managing repu:
tation and risk, with a focus on what is known as stakeholder and issue management:

pliance function to assess an
cceptable behavior, Reputatioy

an-
zed

. How reputations are formed and why it pays off to build and defend them
. Reputation management in a mediocracy. l
. The role of leadership behavior.

. The importance of trust and credibility.

Stakeholders: analysis.

Managing your stakeholders to manage risks.

10.2 HOW REPUTATIONS ARE FORMED AND WHY IT PAYSGSTF TO
BUILD AND DEFEND THEM

Bgck in 2002, the IKEA retail chain and the Van der Valk hotel chain faced a very
similar problem in the Netherlands. They were confronted with collapsing rooftops
at one of their sites. These situations occurred more or less at the same time. IKEA’s
rooftop at its Utrecht site gave way because of a surplus of rainwater - suggesting
faulty construction. Van der Valk’s parking deck roof in Tiel collapsed spontaneously
- the result of a ‘stupid mistake’ when the deck was constructed. Public reaction to
the occurrences, however similar they seem technically, were strikingly different,
IKEA was off the hook very quickly - it was not their fault that such heavy rains
fell that summer. Van der Valk’s management, however, came under heavy scrutiny.
Whereas the IKEA store was allowed to reopen only one week after the accident
Van der. Valk’s motel had to remain closed for two months, with strict governmeni
mspections at all of the company’s sites.
A study of both cases demonstrates different reactions among similar stakehold-
er groups. The media criticized the Van der Valk management, but not IKEA’s. The

176

&/

10. Stakeholder and Reputation Management

media also reported on the danger to customers at the Van der Valk site; it Was not
even mentioned in the IKEA reports. Local government reacte_d stroqgl_y against Van
der Valk, but were invisible in the case of IKEA. The respolllmble rmmlstry started a
«thorough investigation” of all Van der Valk outlets, bu_t nothing of the' k_md for IKEA.
What caused this difference in stakeholder reactions? The overriding dominant
factor is reputation. IKEA’s reputation as a socially.r_esponsible, en_lployee- and
customer-friendly company meant that media and politics were restrained. But Van
der Valk’s reputation as a more closed business played against them. _
While reputation is a widely and often used term in boards and, especially
at times of crisis, is seen as the most important company asset to manage, today
it is still not the best understood management aspect. People use r_eputatlon as a
generic word, but what it really is and how it should be mlanaged is oftgn poorly
developed within entities. The most frequently used descripuop of reputation is thgt
of Fornbrun.? Together with a team of communications scientlsts' he developed six
reputation drivers, each of which can be managed and therefore influenced.
Fombrunr’s reputation drivers are:

— ericvional appeal (from stakeholders to a company);

- wision & leadership (of the company management and board);

- financial performance (often the main measure of success);

= workplace environment (as experienced by employees and perceived by
external audiences);

- social responsibility (in relation to the ‘license to operate’);

- products & services (why do we have this company in the first place).

Although the words that describe the drivers may differ (other words uged are
innovation, governance and citizenship), the advantage of using a set of drivers to
determine reputation is that drivers can measured. By doing so, reputation becomes
more than just a gut feeling, a temporary suggestion based on unfavorable press
cuttings, or reactions in the CEO’s peer group.

The importance of managing one’s reputation is now beyond discussion. Fom-
brun & Low?® wrote in their ‘The Real Value of Reputation’: ‘Global forces are causing
shifts in public perceptions of companies that in turn drive changes in regulatory,
political and financial structures around the world. Companies that enjoy strong an'd
favorable reputations have a competitive advantage in these global markets. Iconic
brands and exemplary reputations help companies “translate” their offering to new
customers, because the values they embody provide a shorthand interpretation of
what they have to offer’

While Fombrun’s drivers are mostly used by communications professionals,
we believe the drivers in the model of Brammer & Pavelin* are equally interesting.
They have found that reputation is determined by:

- social performance;
- financial performance;

2. Van Riel & Fombrun 2007.
3. Fombrun & Low 2011,
4. Brammer & Pavelin 2006, pp. 435-455.
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- market risk;
- long-term ownership;
- business activities.

Although one could argue that this is just another mix of words for the same principles
the interesting part of Brammer & Pavelin’s view is that they herald the need for a ‘fgt:
between a company’s social performance and the expectations among stakeholders,

Social
responsiveness

Social
responsibility

Social
performance

Stakeholder
expectations

Stakeholder
expectations

Industry
issues

Reputation

Figures 1 and 2: Models according to Fobrum and Brammer & Pavelin

If corporate social performance could be split between social responsibility (driven by
the company and sector) and social responsiveness (driven by society), both sheu'd
be linked and related to the stakeholder expectations. If not, social responsiniity
can be an expensive but inefficient, if not counterproductive, exercise -As such,
reputation management is the management of the ‘fit’ between the company’s
social performance, the issues related to the industry in which it is operating and
the expectations of stakeholders surrounding the company.

So why is it important to build and defend a reputation? O1:» could argue, and
many people have, that damage to reputation is only temporary and that in any event
it will not harm or affect the core of the organization. There are enough companies
and organizations out there with a bad or damaged reputation but with a thriving
business. Think of large oil companies, think of pharmaceuticals, to name just two.
There is, however, enough scientific evidence that suggests that companies with a
good reputation perform better on the stock exchange, will attract better talent and
will have better business deals. But, most of all, a sound reputation provides a buffer
for when things do go wrong. The court of public opinion will be more lenient on
those who have earned their trust previously and have been able to create a positive,
reliable, trustworthy perception.

What does this mean for a compliance manager?

Clearly, compliance experts have to deal with laws, rules, company values and
culture and in some sectors also an ‘oath”. But, in relation to reputation management,
the compliance function should also be aware of the relationship between the
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company’s social performance, indusiry issues and stakeholder expectations and
how these influence the risk of a company losing its license to operate.

10.3 REPUTATION MANAGEMENT IN A MEDIACRACY

n matters of compliance and integrity, the legal and financial contexts are not the only
aspects to take into account. The social context in which an organization operates
is equally important. This context today is largely based on the fact that we live in a
mediacracy. And this has an effect on how stakeholders interact with organizations,
since stakeholders base their judgment of a reputation in part on information they
receive from these parties, including media. A compliance manager needs to anticipate
this reality, which is hard and becoming harder every day.

One definition of the concept of ‘mediacracy’, or media-democracy, is an
expression of the idea that (democratic) countries are mainly ruled by those who
have the power to influence public opinion through the media. Often this concept
is also applicanie to the media themselves, who are a steering power in a country.
The concept 2 a mix of Greek and Latin, meaning ‘ruling through media’

A mediacracy has four characteristics:

-A focus on people and what they are doing wrong. The best stories are about
people, not about companies. What goes wrong is news; was goes well is
not.

- Fierce competition between media. Media are in a constant rat race. And they
have to cope with ‘public journalists” who broadcast constantly on social
media.

- Extreme populism. What is seen in politics throughout the world is also
seen in the media. Populism leads the editorial agenda. On this, we should
stress that because of Brexit and the US elections there is a renewed debate
on the value of truth. Whether this will reduce populism in media remains
to be seen.

- Image is everything. People share photos and video. Those with the best
image win the media battle.

Whoever is involved in the science of reputation management and managing the
license to operate for an organization will have to understand how media need to be
managed. Not only traditional, journalistic media, but also social media. There is a
school that says that directing the dynamics in these media nowadays is impossible.
The speed at which news and stories are disseminated is seen as just too high - an
organization cannot keep up. We tend to disagree. The management of stories, how
they are delivered and by whom has never been so important.

There are certain truths and rules to be taken into account. Here are the top
five truths when dealing with the mediacracy:

1. Speed is of the essence — when dealing with issues, incidents and/or crises,
communicate - fast. There is no time for long deliberations. Because while
you are still thinking, there are people out there who will not wait to
express their opinions or reveal new facts, thereby upping the pressure. An
organization can gain speed by preparing for the worst case.
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2. Think in scenarios - and by doing so, be prepared for what else could comg
your way. It will make your response time much shorter and your impact 5
lot greater.

3. Communicate with facts - and make sure the media possess the correct facts,
Fight ‘untruths’ or ‘alternative truths’,

4. Create visible leadership - be seen and be heard at times when it matters,
show you take the lead and create new perspectives for stakeholders mvolveq,
To avoid misunderstanding, demonstrating leadership does not necessarily
mean your leaders should always be the visible comimunicators themselves,

5. Calibrate your moral compass - and make sure that what you find morally
acceptable is echoed by your stakeholders. Show responsibility and show
that you care about your surroundings and the world at large.

Finally there is one other important truth to consider: in crises, reputational damage
always occurs first, often long before financial and/or legal damage. Today there
are still legal battles about companies that no longer even exist (e.g. World Online),
while the reputational damage was there immediately and at least contributed to
the downfall of these companies. Similarly, Volkswagen’s reputation was already

heavily damaged by the Dieselgate scandal, long before the financial settlements
were reached.

10.4 THE ROLE OF LEADERSHIP BEHAVIOR

Leaders and executives play a crucial role Wwhen an organization is being judged on
its social performance, intentions and credibility. More than ever before, we live in
an era when an organization is measured by the behavior of its leaders. There is an
enormous focus on ‘people’ when the media and politicians set out to judge. Thic is
true of all types of corporations, whether they are for profit or not for profit

A general sense of distrust towards Corporate executives and politicians has
emerged from the scandals that kicked off the 2008 crisis, and even before that, when
Enron in the United States collapsed. Time and again, some bad eraiaples among
executives and politicians have shown behavior that was seen as £ocentric, greedy,
snobbish, elitist and other similar traits. This (perceived) behaviur by executives,
influences more than before the overall perception and reputation of an organization,
When a board member shows conduct that does not comply with what stakeholders
expect, the whole company will come under fire.

Today, therefore, when an organization is in crisis, a high-ranking scapegoat
is rarely far away and will be sacrificed to defend the corporate reputation. At
Rabobank, there were two board members who did not survive the Libor scandal,
Tony Hayward had to resign as CEO of BP after the Deepwater Horizon disaster and
In 2016 Saatchi & Saatchi CEO Kevin Roberts was sacked after denying gender bias
in the advertising world. Those board members were not necessarily the ones who
created the problems. But they were held accountable for the culture they allowed
to develop within their organizations. In the case of Hayward, it did not help that
at some time during the crisis when the oil had destroyed a lot of natural resources
around Florida’s coastline and fishermen could not go out and earn their wages,
he complained that he ‘wanted his life back’. These examples show that leaders are

180

10. Stakeholder and Reputation Management

judged on a wide range of behavior, not only related 10‘ ﬁnfmcﬁél asﬂplcécf]i] 22 ;2;?:};;::1
) s, but increasingly also based on aspects that ‘society ee
dxama‘ : es, as in Kevin Roberts’ case, it is the CEQ’s own behavior or utterances that
Somenﬁis ’downfall whereas in other cases a leader is simply held accouptable for
E;irfs in his orgar;ization that just should not have olccurred, irrespective of the
ip itself was not directly responsible.
- ﬂllat ttltlliz lsged eéihgeldtfiracy, socially unacceptable behavior will not only be
t'mrized but will lead to public defamation of individuals. In those cases, as so
. icture says more than a thousand words. We have seen once respecteld
e alipterally being depicted as criminals, including with black bars over tbeu
leadelrs newspaper pictures, following revelations of behavior that was certam}y
. H; table but not necessarily criminal. Actors on social media are ruthless in
?hnizcri.'s%ect - individuals’ sound reputations can be destroyed in a matter of hours
F FaCTe}ES?rI:s?g}?t E‘gétilflacrl lead, and indeed does lead, to a culture Of. more scrutiny
within organiZations. Behavior that was once accepted or ignored will no tloor;gsirel;f
lerated. It is just too costly from a trust and therefo;e reputation point | e i
tLoeading by example has taken on a new dimension and is absolutely essential w en
it cornes-to displaying the right behavior. But since leaders too s'irelonltyhlguamnznr,l ;E
re¢ules an open, honest and bold corporate staff_ to help them dlsphay 1s and not
v astray. It is typically the reputation and qomphance managers who can play
.0le, supported by the corporate legal function.

10.5 THE IMPORTANCE OF TRUST AND CREDIBILITY

There is also another way of locking at the interaction betwgen reputation and St‘igﬁ;
holders. Especially at times of incidents and crises, companies s.taIt.to c_onuuzn;rate
about ‘restoring trust’. Whether this a smart way of communicating is a sep
discussion, but let us look at ‘trust” a little more closely.

Trust = intention x result

Our definition of trust is straightforward: trust is bu_ilt upon the 1r1t{ai[ntlllorrleocfa;il
company in relation to the results the company is ach1e_vmg. Anc_i resuF s ; .
be seen as results within the range of drivers as described by either Fornbrun
Bram?ﬁz igpgar‘é;i of a company’s intentions‘forms tl1F ]_Jas_is of its emstenc;ﬁ.arlé
is the DNA of the organization. Sometimes it is called mission’; a mort_e mo !
term is ‘purpose’. Companies that have an ill develpped mtgnt.lon and/or ha p(;lo Vy
communicated intention have a more difficult task in establ}shmg_ trust. T es];]' Eil z
to rely on the much used goals-strategy-results app;oach, which will m;llytestla efsﬂ
temporary and - what we call - ‘minor trust’. This is the ts-zpe. of tfli‘ust t .al fash e 1%
disappear with an incident or several quarters of disappointing ngnaa meumca.md

To gain major trust, companies must not only havg a clear an f:or?ak meate
intention, they also have to have a well described perspective for all their stake 1h mm;é
Intention and perspective are by their nature long-term, and therefore muc
suitable for establishing sustainable trust — the kind of trust that helps a company
to protect its reputation, even in difficult times.
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Credibility

So trust is an operative word for reputation managers, and of course also for
compliance managers. The same goes for the word credibility. Both functions i

an organization, reputation management and compliance management, thrive
establishing and safeguarding the credibility of their em
campaigns, credibility is the springboard towards an authoritative
is a position that provides the highest reputational resilience.

Authority '§

Credibility

Awareness

Figure 3: Credibility is the springboard towards authority

Many leaders of organizations strive for positions of authority. We have ofteri seen
company position papers or communication briefings that either try to achieve it or
pretend they are already there and want to huild upon it. What is often forgotten is
the fact that a position of authority is impossible without an establiched position of
credibility. While everybody understands that the statement ‘I am creaible’ does not
have any power and even comes across as pretty silly, there are sL.!l enough managers
to be found who believe ‘I am an authority” is less silly. Just look at the websites
where the corporate description contains the words ‘we are an authority in ...
There is no authority without credibility and there is no credibility without
awareness. Yet awareness can be bought. High advertising budgets spent in print and
online media can bring products and companies the awareness they strive for, For

the most part they are also easy to measure. Credibility, however, cannot be bought,
for the simple reason that you can only earn it,

Credibility = trust x recognition

We have described supra how sustainable trust relies on an organization’s intentions.

Since credibility relies on trust, it is clear that there is also a tangible relationship
between credibility and intentions.

Trust and recognition are both to be provided by third parties - try to sell ‘I trust
myself’ or ‘T give myself recognition’. Yet trust can be steered by means of intentions,
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d intentions can be clearly communicated, demonstrated and proved. Fuﬂhemorg,

f;lusg can be steered by means of results, and results can also be communicated,
roved.

demogiff;etclilgl;rigortance of recognition in gaining credibility, one has to look at

keholders to gain recognition. Third parties - spread across all relevant stakeholder
- ¢ - can provide recognition, but must have a reason to do so. That makes
mgi%ﬂity dependent on the interaction with stakeholders. And stakgholders mostly
crle on information provided by third parties if they judge compamesﬁ_ In the next
':;ciion the most important aspects of stakeholder management are reviewed.

10.6 STAKEHOLDERS: ANALYSIS

‘Make your friends before you need them!

stakeholders are not necessarily your friends. But they can certaiqu be (frlelnds,h 1;
managed well. First and foremost, stakeholders are those groups of indivi ua1 s who
have a vested Iaterest in an organization. So stakeholders are those ﬁ)eopﬁ }:v °
will have exuosure to the organization in some shape or forrg and who \lzxél av

a view cnuthe acceptability of that organization. In tha_t capacity, stakeholders C‘E
detevinie whether or not an organization has a s_ustz.unable futu_re. Becagse, Wl’t

cpongli negative pressure from stakeholders, organizations f:an bein yery dire stgal li
.ad ultimately they may collapse. The Medici Bank experienced this already }EliC.

in 1494, when the excessive lifestyle of the owners caused stakeholders to lose their

i ank.
! ?ogllil?nﬁcating with stakeholders is often seen as the Playground for comrgu-
nications departments. This is an enormous misupde:rstfar}dmg pf what stakeho{der
management is, what it entails and whose responsibility it is. Ultlmately, stgke}l)m gr
management is the responsibility of the board(s). But only in few instances do Ioar s
discuss their full stakeholder field, let alone have awareness of who the key players
i the relevant groups.
"3 mﬁfsa\cni %fave said beforge, cognpliance managers need to be aware of stalfehold‘er
expectations. They should see them as one of the drivers for co_mphance and integrity
in their understanding of a company. This means a compliance manager cannot
| have the luxury of looking into only one stakeholder group (e.g. ‘so.lely regu}atory
stakeholders). In today’s society a variety of audiences form opinions on issues
iance and integrity.

relate?n?r)acw?v?[c)llescribe some fﬁngamental aspects of stakeholder management, all
of which can be helpful in determining key players surrounding your own company.

Inventory
The inventory of relevant stakeholders can best be drawn up per group:

- shareholders (founders, family owners, stock owners);
- financial community (investors, analysts, banks, insurers);
- customers (end users of products and/or services);

5. Mahon & Wartick 2003, pp. 19-35.
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- trade parties (e.g. wholesale, retail);

- suppliers (producers, OEMs);

- boards (management, supervisory board);
- employees (in various layers);

- works council(s);

- unions;

- pension funds;

~ government (national, regional, local);
- politicians;

- EU and EC;

- regulators;

~ SUpervisors;

- consumer organizations;

-~ NGOs;

- universities;

- sector organizations;

- competition (peers);

- media;

- opinion leaders;

- the public.

Suppliers '

Consumers

Figure 4: Stakeholders’ model

In order to make stakeholder management effective, specific names of persons
for each stakeholder group need to be mentioned. This is a critical and ongoing
effort - every company must be aware of the key influencers. But being aware is
not enough, nor is it enough to simply keep a list of people. A relationship needs to
be established. This relationship is key for the organization to ensure support and
even endorsement from third parties in cases when it really matters, Corporations
under scrutiny will always be looking for third parties, for their stakeholders, to
provide them with support, verbally or actively, to help them out. If and when such
third-party endorsement is required - and in today’s environment this may be the
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o every single day of the week - the third parties of choice need to know the
s any, its intentions, results and perspective. Only then can stakeholders put an
gg;ijzgt’ian's or executive’s behavior into perspective and provide a new angle for

atching and judging. .
bysmlﬁeirtsi?ilnposgble tg) es%abglish a meaningful relatignship in one Flay, ongoing
. vastment in stakeholder relations is an important requirement. E.speaally ‘m times
H;vcrisis third-party support is vital. Therefore we very much behevg that ‘making
?riends t,}efore you need them’ is a truth that should not be underestimated.

Mapping B
Knowing who your stakeholders are is one thi.ng.lKnml)ving what thei? posnl;lolrll 1lsdm
relation to important subjects for the organization is gu1tfe another. While sta. e othei
inventory is an ongoing exercise, stakeholder mapping is even more an actlvmi/l bzla
requires continuous contacts and mom’toru}g. Seve%'al mapping tools are availa et
and which one is best depends on the situation and issues at hand. Here we presen
a pumber of tii=se tools, as a reference.

Circle of Tirfluence

This €60} is used to determine which stakeholders around your organizat_ion are in
favor Cr against certain positions/viewpoints/products (themes and/or issues). It
hows the level of support and opposition at various tier levels.

Regulation Implementation

Priority 4

Priority 3

Priority 2
Priority 1

Analysis
@

Proponent (@

Opponent O
Neutral @

1116

|1

Figure 5: Circle of Influence

Stakeholder Position

Another much used tool is the Stakeholder Position quadrant, in Whjch supporters
and opposition are mapped against two (related) topics. It shows immediately where
you have enough third-party endorsement and where you .S’[lll have some work to
do. With regular updates, it can also track changes of positions.
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Figure 6: Stakeholder Position quadrant

Stakeholder Network Analysis

A more sophisticated but also more expensive tool is the Stakeholder Network
Analysis. It shows which influencers are influencing others. By making the right
combinations, approaching stakeholders can be much more effective,

10.7 MANAGING STAKEHOLDERS TO MANAGE RISK

Establishing a relationship with stakeholders so that you can call upon the'x in
times of need is not the only objective of active stakeholder management. Raving
ongoing conversations and interactions will also allow you to gain insights into the
stakeholder’s own agenda, themes, and focus areas.

For instance, interacting with trade unions on a regular basis provides you with
insights into their areas of interest - and therefore provides the miganization with
intelligence concerning the potential impact that actions by ti:s unions may have
on the credibility, trust and/or reputation of the organization and its leadership.
Engaging with customers on top of the normal business course of action also provides
important intelligence that allows a company, for instance, to manage expectations
or provide an early warning for potential publicly voiced dissatisfaction.

Active stakeholder management is the action of listening to stakeholders,
engaging with them in conversations and influencing their perception and acceptance
of the organization. By doing so, an organization can generate intelligence, prevent
damage and therefore manage risks. Stakeholder management may not be the first
task of the compliance manager, as other functions will be better suited to it. But the
compliance manager needs to understand if and how a company is actively managing
these parties - because this provides a level of prediction for the company’s ability
to prevent damage and to contain issues.
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16. Extraterritorial Jurisdiction!

prof. S.C. Bleker-van Eyk

16.1 INTRODUCTION

In-tnic chapter the concept of extraterritorial jurisdiction will be discussed, due to
th2 enormous importance of this issue to both national and international companies,
‘heir executive officers and their employees. The dangers of extraterritoriality of
foreign legislation are highly underrated, however, and the consequences can be
enormous. Companies are only slowly beginning to realize that there really is an
issue. The word ‘extraterritoriality’ is now used more frequently in day-to-day
practice, but many company lawyers do not genuinely understand what it means
for them and for their company and - even worse - compliance officers are held
responsible for not having tackled such issues. It already seems enough of a challenge
to ensure compliance with laws and regulations in one’s home jurisdiction and
those relating to one’s subsidiaries and activities abroad, but the task becomes
three-dimensional when the extraterritorial laws of foreign countries also impact
activities in all other locations.

This extraterritorial reach, brought into being by foreign countries, is an
increasingly important phenomenon that affects not only natural persons that are
suspected of having committed criminal offenses, but also corporate enterprises.
Such enterprises are often unwillingly or unknowingly involved in illegal activities;
sometimes companies are entirely unaware that they have crossed a line that should
not have been crossed. It is therefore high time to consider the subject of ‘extrater-
ritoriality” in greater depth, because companies are increasingly encountering the
long, extraterritorial arm of, for example, the United States of America,

1. Parts of this chapter were previously published in Bleker-van Eyk 2013, pp. 53-61 and
Bleker-van Eyk 2012.
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16.2 EXTRATERRITORIAL JURISDICTION AS A DRIVING FORCE OF
COMPLIANCE

In recent years we have seen increasing attention being paid to compliance ip
non-financial companies, owing to growing awareness of the extraterritorial applj-
cation of anti-corruption legislation. Since 1997 the OECD Anti-Bribery Conventign
has enabled the US to enforce its legislation more effectively in other countries, ag
the States Parties to it - not only the OECD Member States — meet the requirement
of dual criminality once they have ratified it. Real awareness in boardrooms of the
extraterritorial application of foreign legislation only seems to have developed after
the passing of the United Kingdom Bribery Act (UKBA), however.” No doubt Great
Britain is not so far away that European directors can sleep at night. Most of them
slept fine with the Foreign Corrupt Practices Act (FCPA), which presented - and still
presents - a far greater danger. Competition cases have also created a good deal
of turmoil in recent years, though they are rarely regarded as compliance matters,
usually still being dealt with by legal departments. The question is whether this is
correct. Competition cases fall under national and international legislation and can
entail substantial risks. As stated earlier in this book, the purpose of compliance is
to promote the observance of national and international laws and regulations, as
well as internal rules and standards, to protect the integrity of the organization and
its directors and staff. The aim is to control the risks of non-compliance with laws,
regulations and standards and to prevent the damage that could result. However,
the compliance function often does not realize that it may also have to take into
account foreign legislation, even when the company has no subsidiary in that foreign
country. During the past twenty-odd years compliance has slowly become aware of
the extraterritorial ramifications of anti-bribery, export control or sanctions legislation.
As soon as the executives within a company start feeling the hot breath of foreion
enforcement agencies, the compliance departments grow rapidly. The extraterritoiial
application of American export rules is still the driving force behind the creaiton of
many compliance roles in the industrial world.? This does not apply by defitition to all
laws and regulations, but particularly to those related to achieving the coinpany’s key
objectives. It is fair to say that compliance derives its raison d’étre frutn'a company’s
license to operate. Compliance risks are risks that can pull the praoverbial rug from
under the company, or at least cause major material and reputaiional damage.
The extraterritorial effect of legislation is being experienced worldwide by an
increasing number of companies because American anti-terrorism legislation regularly
exceeds the territorial boundaries of the United States. Various companies (mostly
financial institutions and large industrial conglomerates) headquartered outside the
United States have felt the painful effects of this phenomenon in recent years. This
began with the FCPA, particularly after the ratification of the OECD Anti-Corruption

2. Bleker-van Eyk 2012.

3. Cf. the United States: Directorate of Defense and Trade Controls (DDTC) http://www.
pmddtc.state.gov/compliance/index.html; Bureau of Industry and Security (BIS) http://
www.bis.doc.gov/complianceandenforcement/emcp.htm; Office of Foreign Assets
Control (OFAC) http://www.treasury.gov/about/organizational-structure/offices/Pages/
Office-of-Foreign-Assets-Control.aspx.
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convention (ACC) and later on the UKBA. This will be discussed in chapter 17 on
Anti-Bribery & Corruption infra. Like the US legislator, the British legislator - and
in its wake the British judiciary - is also moving beyond its territorial boundaries.
However, the most dangerous exponents of ‘extraterritorialism’ are the so-called
‘export controls” and ‘sanctions’ provisions in the US. This will be discussed later
in more detail in the chapter 18 on Export Controls & Sanctions infra.

16.3 THE DEFINITION OF EXTRATERRITORIALITY

Extraterritorial jurisdiction is the extension of jurisdiction over offenses that have been
committed outside the territory of a country. States are sovereign and independent.
In principle a state determines the scope of its legal system, and as such, the use of
extraterritorial jurisdiction is an extremely controversial subject. It is contrary to the
territorial sovereignty of the state when another foreign state claims extraterritorial
jurisdiction over its subjects.

The starting point is and remains that every state should decide on its own
Jaws and regdiations, and on how compliance with these rules is to be enforced.
Nowadays (the world has become a global village where cross-border economic
activities create new challenges for states in their attempt to control the activities of
their.own (corporate) citizens. States also want to control the activities of foreign
nersonts within their territorial borders and, finally, to protect their own interests
21d those of their citizens. Sometimes the level of control requires a state to take
actions beyond its territorial limits. All these cross-border activities create overlapping
jurisdictional claims.

There are countless international treaties that obligate states to establish
jurisdiction in a certain way in respect of offenses committed not on their own
territory but elsewhere in the world. The extraterritorial jurisdiction can be divided
into various core principles:*

— The active personality principle, which means that jurisdiction can be claimed
for acts committed by the country’s own citizens.

- The passive personality principle, in which jurisdiction is claimed in respect
of offenses committed against a country’s own citizens.®

- The universality principle, which claims jurisdiction on the basis of the
seriousness of the existing offenses.

- Derivative or subsidiary jurisdiction, in which a couniry also acquires
jurisdiction over the offense by means of a transfer of criminal proceedings.
The basis for this lies in the various treaties in which one party requests the
other party to take over the criminal proceedings. That state then actually
takes over the original jurisdiction of the requesting state.®

4, Klip & Massa 2010, p. 506.

Sjocrona & Orie 2002, p. 72.

6. In the Netherlands the legal basis is incorporated in Art. 522hh paragraph 2 of the Code
of Criminal Procedure and in the European Convention on the Transfer of Proceedings in
Criminal Matters of the Council of Europe.

g
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- The principle of protection, protecting specific interests of the state justifyin
extraterritorial intervention, for example in the case of counterfeiting -

- Tl1e subjective territoriality principle, in which the extraterritorial jurisdicﬁg
is claimed because, for example, an act committed abroad has an effen
within the state claiming jurisdiction. Conversely, it is also possible tth
the offense was started in the state claiming jurisdiction, but its effect -
generated primarily outside the boundaries of that state.” 1

16.4 PRINCIPLES OF EXTRATERRITORIALITY

16.4.1 The active personality principle

Jurisdiction can be claimed for offenses that have been committed by the claimant
country’s own nationals. The nationality of the offender is the basis on which
extyaterritorial jurisdiction is claimed. Countries may refuse to extradite their own
nationals; for instance, the Netherlands does not extradite its own nationals without
a bilateral or multilateral extradition agreement. An example of extradition in the
Netherlands is the approval by the Dutch Supreme Court of the extradition of a Dutch
CEO to the US on a charge relating to the violation of the FCPA Despite this, due
to political pressure, the CEQ has not been extradited to the US. ,

16.4.2  The passive personality principle

Here jurisdiction is claimed on the basis of the nationality of the victims of a crime

T;ﬂs principle is rarely applied, although it may arise, for example, in the aftermath
of wars.

16.4.3 The principle of universality

Urllder this principle countries can claim jurisdiction based on the severity of the
crime. Extraterritoriality is part of the international agreements ama,g countries.
Best k_nown are international crimes such as war crimes, crimes aga‘nsf humanity,
genocide, piracy, aircraft hijacking and international drug trafficking. Today thesé
are considered international crimes and jurisdiction may be claimed on the basis of
the principle of universality.

. In the case of piracy there has long been a difference of opinion as to whether
u-mversal jurisdiction applies. The crime of piracy can take place on ships and in
aircraft. Maritime law has described the question of extraterritoriality in such a way
that the state which liberates the ship can claim jurisdiction.? Over time a large number
of states have accepted the universality principle for piracy. That means that within
certain limits (figuratively speaking) states consider that they have jurisdiction over

7. Council of Europe, Convention on the Prevention of Terrorism, Art. 14(2): UN Conventon
Against Transnational Organized Crime, Art. 15(2). ’

8. Dutch Supreme Court, Case 01631/024, July 8, 2003,

9. Art. 19 of the Convention on the High Seas 1958.
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offenses committed by foreigners having regard to the nature of the offense and the
circumstances under which it was committed. Legislations do not all claim universal
jurisdiction to the same extent. In the case of piracy, hijackings and international drugs
trade, war crimes, crimes against humanity and genocide, a claim for jurisdiction
can reasonably be made on the basis of the universality principle.”

On the basis of the universality principle, all countries have the right (or perhaps
even the duty) to penalize certain serious crimes, regardless of where the crime took
place or the nationality of the perpetrator or the victim. In international law the Lotus
case is the basis for the principle of universality. The Permanent Court of International
Justice of the League of Nations™ reasoned at the time that any country is entitled to
adopt legislation that allows the country to prosecute crimes committed abroad. In
his dissenting opinion in the Lotus case' Judge Moore suggested that piracy allows
for universal jurisdiction. Nowadays it is accepted that a jurisdictional claim may be
based on the principle of universality in cases of piracy, hijacking and international
drug trafficking, war crimes, crimes against humanity and genocide.

Article 5 of the Statute of the International Criminal Court states that the
jurisdiction of the Court shall be limited to the most serious crimes of concern to
the internato1 4l community as a whole. The Court has jurisdiction in accordance
with this St2tute with respect to the following crimes:

- the crime of genocide;

- crimes against humanity;
~ War crimes;

- the crime of aggression.

This leaves us with the question of whether terrorism can be regarded as an act to
which the principle of universality applies. Terrorists are not ordinary criminals; they
act out of political and often also religious motives. They use terror to achieve their
objectives. Their status may change from that of a terrorist to that of a recognized
representative of a state.” International law has a different regime with regard to the
legal position of revolutionaries. Terrorists form a separate category with which the
world is still struggling, both literally and figuratively. But countless regional and
international treaties have been concluded to establish jurisdiction over terrorists.
Many national legislators have also established jurisdiction over terrorists in their
national legislation.

Extraterritoriality is part of the international agreements which states have
entered into for many years. Well-known examples are international crimes such as
war crimes, crimes against humanity, including genocide,™ piracy, aircraft hijacking

10. Brownlie 1990, pp. 304-305.

11. This was the predecessor of the International Court of Justice of the United Nations.

12. PCIJ, Series A, no. 10, 1927, p. 70. www.invispress.com/law/international/lotus.html.

13. Yasser Arafat, the leader of Al Fatah is a good example. He was regarded as one of the first
terrorist leaders in the 1970s. Finally, he became one of the peace negptiators together with
Israel and Egypt in the White House in Washington DC as official leader of the Palestinian
People.

14. The list of crimes are to be found in Art. 5 of the Statute of the International Criminal
Court.

303




Handbook of Compliance & Integrity Management

and the international drugs trade, in which the universality principle is nowadays
accepted. Here we encounter the second core principle referred to above: the
universality principle.

On the basis of the universality principle, all states have the right (and perhaps
also the duty) to penalize certain serious crimes, regardless of the location in which
the crime took place or the nationality of the offender or the victim.'® In terms of
international law the question of extraterritoriality of jurisdiction arose in the Lotug
case. It concerned a question relating to piracy. The Permanent Court of International
Justice of the League of Nations ruled at the time that every state was entitled to
adopt legislation allowing the state to prosecute offenses committed abroad. In his
dissenting opinion in the Lotus case Judge Moore stated that piracy created the
possibility of universal jurisdiction. This means that any state in which the pirate is
located at a particular time may prosecute the piracy.

The principles relating to derivative or subsidiary jurisdiction, i.e. the protection
of specific interests of the state, and the subjective territoriality principle will not be
discussed in greater detail here, because they are of less significance in the context
of the extraterritorial effect of foreign legislation on Dutch business — as articulated
in the central question of this chapter.

16.5 THE LINK BETWEEN JURISDICTION AND THE STATE

The sovereign state sets the groundwork for the extraterritorial enforcement of
jurisdiction. Legislators increasingly focus on the relationship between the ‘fact’,
the ‘offender’ and the “victim’ of the offense or on the extraterritorial scope of the
jurisdiction. A crime committed by a (corporate) citizen of country X in country Y
may be considered so important to country X that it will want to claim extraterritorial
jurisdiction. In 2004 the Dutch law “Wet Terroristische Misdrijven’ (Terrorist Crimss
Act) came into force. This law is an amendment to the (Dutch) Criminal Code.
Article 4 concerns the extraterritorial effect of Dutch jurisdiction, stating that Duatch
criminal law is applicable to terrorist acts committed outside the Netheriands if
the terrorist is a Dutch citizen or if he is currently staying in the Neftherlands and,
as a consequence, such persons can be prosecuted in a Dutch court” Many may
feel that the search for a link between the territory, the offendei and the victim is
too ‘far-stretched’. Consider this example: the Prosecutor in Rotterdam wants to
prosecute a Nigerian human rights and environmental activist for complicity in
plotting a terrorist attack in the Niger Delta. Terrorism researcher Quirine Eijkman
expresses her concern that there may be an ulterior political motive, because
she can see no direct link with Dutch interests.!” However, a clear link with the
Netherlands exists, because five years earlier the man was granted asylum and
still resides in the Netherlands. The territorial link is even more abstract when it
concerns the use of modern means of communication. In the US the FCPA opens
the possibility of claiming jurisdiction in cases where a crime is committed by

15. Van den Wyngaert 2009, p. 157.
16. Art. 4 paragraphs 13 and 14 of the Criminal Code.
17. NRC (Dutch Newspaper) 09-03-2011.
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means of an email sent abroad as long as it can be proven that the email passed
through a server within US territory.

However, extraterritoriality may also arise in a more abstract form if a country
wishes to protect its interests abroad. The use of the US dollar most frequently requires
passage through the US-based clearing system as banks make transfers between
themn. The use of US clearing through New York or elsewhere in the USA must not
facilitate the financing of terrorism. As world trade mostly takes place in US dollars,
the territorial jurisdictional claim of the US concerning any wrongdoing within global
trading activities involving the US dollar is greatly expanded. Also, certain products
and know-how may trigger the application of extraterritorial jurisdiction, as will be
discussed later in chapter 18 on Export Controls and Sanctions.

At a very practical level, even in transactions that only involve non-US legal
entities, companies with international staff might be subject to US law due to the
mere fact that one of the employees negotiating the contract is a US passport or Green
Card holder. Further down the line, employees with American citizenship or a Green
Card may be compelled to inform the US authorities of their knowledge of possible
infringement: of US laws and regulations on issues such as anti-trust, anti-bribery
and corruotion, export controls or sanctions.

164 EXTRADITION RISK

pxiradition is mostly based on bilateral or multilateral treaties. Where corruption
is concerned the ACC plays a dominant role. Article 10 ‘Extradition’, makes clear
that any ‘Bribery of a foreign public official shall be deemed to be included as an
extraditable offence under the laws of the Parties and the extradition treaties between
them’ and that ‘if a Party which makes extradition conditional on the existence of an
extradition treaty receives a request for extradition from another Party with which
it has no extradition treaty, it may consider this Convention to be the legal basis for
extradition in respect of the offence of bribery of a foreign public official’, adding that
jurisdiction should be ‘interpreted breadly so that an extensive physical connection
to the bribery act is not required’. Such a broad risk of extradition for the violation
of laws of which employees may not have been made aware must present a major
surprise when applied.

Ultimately it is up to the state to decide to what extent it will cooperate on its
own territory with the exercise of extraterritorial authority by another state. Most
forms have been established through bilateral and multilateral treaties, usually
concerning extradition, In the Netherlands, for example, we have the case against a
Dutch CEO with regard to a request from the United States to extradite the director
of a Dutch multinational for an offense under the FCPA. It is not intended in this
article to examine the subject of extradition and the double criminality requirement
in detail. However, due to the specific importance of the FCPA for business in the
Netherlands, it is sensible to devote attention to this specific point.

On February 1, 2001 the Dutch Criminal Code was amended with regard to
the provisions of the ACC. The “small print’ in the Convention turns out in practice
to have major consequences for Dutch business. These concern particularly rela-
tionships with the United States and their consequences on the basis of the FCPA.
The FCPA dates from 1977 and has a limitation period of 12 years. As a result of
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thfe rfatiﬁ_cation of the ACC" and the changes in the Dutch Criminal Code, doub
._:nmwfalzty has existed since February 1, 2001. The double criminality r»e*qu)ireOM .
is fulfilled in the extradition law between the Netherlands and the United Stm o
1¥n t?thﬁr words, tllle offense for which extradition is sought must be punish;jatl:flsé
/?m :;)12 1?)‘[?{6?}.15215@}?&5 applied since February 1, 2001. Extradition!® is set out in

Notably, this meant that up to 2013 Dutch businesses could still be prosecuted
for corrupt acts committed with foreign public servants in the Netherlands
elsewhere and that the US could claim jurisdiction through a connection with tl?I
Us. S.u‘rr.ender is possible, including with retrospective criminalization because ‘[he
prohlbnllon of retroactive effect has expressly not been included in Dutc,h extraditi .
law. T1_11s Is understandable in itself, for example from the perspective of ];)ru:)secut;ml
war crimes in World War II. After all, the treaties that make war crimes punishal:ﬁg
(tlhe fou-r Geneva Conventions) only came into being after the Second World Waf
Finally, if we look at the link between the corrupt act and the jurisdiction of the US.
the OECD ACC states that “the territorial basis for jurisdiction should be interpreteci
broadly.so that an extensive physical connection to the bribery act is not required’

With regard to fines there is a long list, but recently, especially after the Yatés
Memorandum, attention is also given to the individual perpetrators,?

The following (incomplete) list gives an impression of the fines imposed in
recent years as a result of a violation of the FCPA above USD 250 million:

?iférsleigst.hlijssgafgﬁ million (2008) (total of USD 1.6 billion in several related
KBR/Halliburton: USD 579 million (2009);
BAE: USD 400 million (2010);
Snamprogetti/ENI: USD 338 million (2010);
Technip SA: USD 338 million (2010);

Daimler AG: USD 185 million (2010);

Alcoa: USD 384 million (2014);

- Teva Pharmaceutical: USD 519 million (2016);
- Braskem S.A.: USD 957 million (2016);

- JPMorgan: USD 264 million (2016);

- VimpelCom: USD 795 million (2016).

[

Fines related to sanctions can exceed billions of US dollars.

_ In May 2013 the French energy giant Total SA, a huge multinational with signif-
icant legal resources, agreed to a USD 245 million settlement for breaches unde% us
criminal law related to the payment of bribes to secure oil and gas contracts in Iran
Total’s Chief Financial Officer seemed to stress the challenge to global companies of

18. Art. ?.(Mutual Legal Assistance) states: ‘“Where a Party makes mutual legal assistance
.COI]dIUOl‘lal upon the existence of dual criminality, dual criminality shall be deemed to exist
if thg oflfence for which the assistance is sought is within the scope of this Convention.’

19. In principle, the Netherlands does not extradite its own nationals, The Dutch do not f.
to the term ‘extradition’ but ‘transfer’ the suspect to be tried abr-oad .

20. Note 25 to the Convention. The notes are officially part of the Conv@tion

21 htips://www.justice.gov/dag/file/769036/download. .
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monitoring such extra-jurisdictional risks when in the context of the fine he stated
that the company had not committed any offence under applicable French law".*

16.7 DRASTIC INCREASE IN EXTRATERRITORIAL RISK

Following the US example, the UK has significantly strengthened its territorial claim
through the enforcement of the UKBA. The scope of the UKBA is wider than that
of the FCPA. The UKBA prohibits not only the bribery of foreign public officials but
any kind of bribery, including low-level ‘facilitation payments‘ and intra-business
bribery. To top it all off, the UKBA makes the absence of an effective anti-bribery
compliance program a criminal offense. Breach of the law can lead to a prison
sentence of up to ten years and an unlimited fine, and penalties can be imposed
on both individuals and companies. It is not surprising that UK boards of directors
are concerned - but to what extent are boards of non-UK firms aware of the risks
they are running?

What is the effect of the UKBA on foreign companies? The UK courts clearly
have jurisdicticn over foreign companies if the crime took place within the territory
of the UK, but they are also able to claim jurisdiction over foreign companies for
crimes cominitted outside the UK in a number of situations. It is possible for a foreign
company to be prosecuted for a failure to have adequate systems and controls in
place-to prevent bribery as long as the foreign company carries on a business, or
pari of a business, in any part of the UK. This can mean that having a subsidiary in
the UK can trigger a UK prosecution for a non-UK company involved in corruption,
even if the UK subsidiary was not involved in the act of bribery itself. In chapter 17
on Anti-Bribery and Corruption, the UKBA will be discussed in more detail.

16.8 DUAL-USE GOODS: THE SINK-HOLE IN THE COMPLIANCE
STRUCTURE

In order to prevent the export of what might be termed strategic goods to countries
at war, to unstable regions, to countries where human rights are violated, or to
embargoed countries, the Member States of the EU and a number of other countries
- the US among them - have signed a treaty, the so-called Wassenaar Arrangement,
which places restrictions and license requirements on the trade in strategic goods,
including clearly military and less obvious dual-use goods (for example chemicals
used in the production of a detergent which can also be used for the production of
chemical weapons - or metal tubes that can be used for civil engineering projects
but also for gun turrets). The export control legislation of both the EU and Member
States does not control the export of commercial (or civil) goods, however. Whether
or not an item is an unrestricted commercial or civil product will depend on whether
it is present on official Military or Dual Use Lists. The definition is further impacted
by the nature of the purchasing party, such as military or government-owned
customers, or so-called ‘suspect’ customers that might be considered dangerous

22. “Total agrees penalty to settle US bribes charge over [ran deal’ Financial Times May 29,
2013.
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in countries that feature on various and differentiated United Nations, US, EU or
related country embargo lists.

16.9 A TIME FOR COMPLIANCE TO LOOK OVER ITS SHOULDER

It would seem that a significant proportion of the international business COmmunity ig
blissfully unaware of the extraterritorial effect of American export control legislation,
And not just US legislation, but also European and national export laws! There is ng
easy rule of thumb to guide companies on the risks they run in terms of the anti-cor-
ruption, anti-terror or export control legislation that carries extraterritorial risk; indeed
the list of legislation that needs to be reviewed is ever-expanding, However, ignorance
is no defense in the face of the law, and companies need to evaluate the extent to
which their operations expose them to such risks. Screening for extraterritorial risk
typically requires close collaboration between legal, compliance and front office
departments to identify exposed business practices and export goods. Asking the
question of whether your organization has potential concerns in this area is a price
worth paying to avoid a surprising prosecution or extradition request from a third
country in relation to a business activity commonly considered to be outside the scope
of its jurisdictional reach. Compliance needs to be aware of the extraterritorial trap and
an even more difficult task: compliance needs to sharply raise awareness among the
executives of the organization while training its legal colleagues. In 2016 a company
was fined due to the fact that the legal officer had never heard of extraterritorial
jurisdiction and told compliance that it was sheer rubbish. Times are changing and
compliance officers may well be held criminally responsible for non-compliance; the
same fate awaits the executive officer. In January 2017 the executive officer in charge
of Regulatory Compliance at Volkswagen in the US was arrested by the FBI.?* This
action is fully in accordance with the so-called Yates Memorandum, in which the
Deputy Attorney General of the US, Sally Q. Yates, anncunced that alongside fiie»
and other penalties, the responsible employees of companies should also b= heid
criminally accountable for wrongdoings of the company. According to Mis. Yaies:

‘the Department [of Justice of the US] fully leverages its resources o identify
culpable individuals at all levels in corporate cases. To address theze cuallenges,
the Department convened a working group of senior attorneys froin Department
components and the United States Attorney community with significant experi-
ence in this area. The working group examined how the Department approaches
corporate investigations, and identified areas in which it can amend its policies
and practices in order to most effectively pursue the individuals responsible for
corporate wrongs.'#

23. http://money.cnn.com/201 7/01/09/news/companies/volkswagen-emissions-scandal-
arrest.

24. Deputy Attorney Department of Justice, Yates Memorandum, https://www.justice.gov/
dag/file/769036/download, p. 2.
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17. Anti-Bribery & Corruption

prof. S.C. Bleker-van Eyk'

17.1 INTRODUCTION

Atihe neart of corruption lies what is natural to all men: reciprocity. Ever since the
titae of the cavemen, mankind has survived on ‘returning a favor’. It lies at the core
of survival within the tribe. It was the means of exchange before currency took over
that task. The caveman who was good at hunting exchanged meat for bread. When
a member of the tribe was unfit to hunt, he would still get the meat in order to get
his strength back, which was a way of ensuring the survival of the tribe, for he
would hunt when fit again and give meat to the ones who were then unfit to hunt
but graciously gave him meat during his illness.

Reciprocity can easily slide towards corruption. The hunter promises extra
meat to his fellow tribe member without exposing him to the danger of the hunt in
return for allegiance when the time comes to select a leader. Because of the slippery
slope into the gray zone, corruption has been persistent within all civilizations and
throughout the centuries. The use of currency assists in setting a fair price for services
rendered. However, currency is an asset that enables man to obtain all kind of goods
and can enhance his welfare and hence his wellbeing and man is often inclined
to pursue more welfare and as a result be more open to corruption. Evolution has
shown that corruption cannot be erased from society. In fact, corruption is the cancer
that constantly lurks within society and it is very difficult or almost impossible to
eradicate it. Corruption is a threat to society. Corruption can kill, not only through
the criminal act of killing, keeping dictators in power, but also through discarding
safety measures when building, etc.

In our modern civilization, currency opens the possibility for better estimating
the value of services and goods. Also, the media can easily reveal corruption. The
cancer can only be treated through extraction. As a result, the effort is globally focused

1. The author would like to express her gratitude to Margriet De Smaele, who screened this
publication against the latest laws and regulations. Margriet De Smaele taught me almost
everything I know about US Export Controls.
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on pr_o'hibiting corrup?ion and only allowing “facilitation payments’ under stringent
conditions. A worldwide quest to eradicate corruption is now well on its way, usin
enforcement with large penalties and incarceration as a deterrent. i

17.2 BRIBERY, CORRUPTION AND DEFINITIONS

The first question to be dealt with when discussing corruption concerns the definitions
of‘corruption and bribery. Bribery is ‘the crime of giving money or other valuable
things or rights to another as an inducement to him to act in a certain way, or to
reward him for having so done. It is penalized by statute in various comexts’ such
as bribing judges, voters, members of local authorities or public officers’? CDII‘ljlp’[iOn
is ‘thel perversion of anything from its original pure state, used particularly of
accepting money or other benefit in consideration of showing favor to or benefitin
the donor’? With regard to the efforts made by the OECD to combat corruption thg
most effective definition is that given by Senturia: ‘corruption is the misuse of pl,zblic
power for private profit’* Corruption is on the ‘Teceiving’ side, whereas bribery is
linked to the act of offering, giving or promising. However, much more is at stake. The
actual acceptance is forbidden, but also the solicitation and the promise of a b.ribe
Also, the term ‘bribe’ is not as restricted as it may seem. Article 1(1) of the OECﬁ
Anti-Corruption Convention (ACC) defines corruption as follows: ‘it is a criminal
offence ... for any person intentionally to offer, promise or give any undue pecuniary
or other advantage, whether directly or through intermediaries, to a foreign public
official, for that official or for a third party, in order that the official act or refrain
fron_l acting in relation to the performance of official duties, in order to obtain or
retain business or other improper advantage in the conduct of international business s
The ACC has been ratified by 41 states, six of which are not OECD Member States‘.ﬁ
Corruption has become a widespread disease affecting international business
Fransactions. Bribery is one of the most cornmon and troubling problems faced ty
international managers. They often deeply resent giving bribes and yet ir-tome
countries bribery appears to be a condition under which business transactiniis take
place. It has become ‘usual practice’ in many countries and is a secondaly source
of illegal income for many a foreign public officer. Worse, in some less-developed
countries, bribery or ‘grease money’ is the official’s primary source of income, As
President Clinton stated, corruption is ‘inconsistent with democratic values, such as
good governance and the rule of law. It is also contrary to the basic principles of fair
competition and harmful to efforts to promote economic development’.”

Walker et al. 1980,

Walker et al, 1980,

Senturia 1993, See also Svensson, 2005, p. 20.
http://www.oecd.org/daf/anti—bribery/ConvCombatBriberyﬁENG.pdf.

Argentina, Australia, Austria, Belgium, Brazil, Bulgaria, Canada, Chile, Colombia, Czech
Republic, Denmark, Estonia, Finland, France, Denmark, Germany, Greece Hgmgary
Iceland, Ireland, Italy, Israel, Japan, Korea, Latvia, Luxembourg, Mexico, N:stherlands:
New Zealand, Norway, Poland, Portugal, Russian Federation, Slovak Republic, Slovenia,
South Africa, Spain, Sweden, Switzerland, Turkey, United Kingdom, United States

7. WJ. Clinton, Statement by the President, November 10, 1998. .

lU\E.ﬂrhUJl\J
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Even where law exists, managers face dilemmas as they try to do business
abroad. Competitive pressures, the perception that ‘everybody’s doing it” and the idea
that a practice may not be wrong because it is firmly rooted in local cultural values
complicate moral decision-making. Where the latter is concerned, it is necessary to
stress that there are limits to the respect for localized values.® Also, we have to keep
in mind that the local custom can be in contradiction with the local values. The fact
that in some parts of Eastern Europe or Africa corruption has become a fact of life
does not imply that corruption is an Fastern European or African cultural value.

17.3  THE ACC

The FCPA will be discussed in the following section. However, it is important to
refer to the FCPA at the beginning of the current section, because it became the
impetus of US striving towards a more global approach to combating bribery and
corruption. In 1977 the US was by far the most important Member State within the
OECD and it still is. The US used its influence within the OECD to encourage its
trading pariers to prohibit bribery in international business transactions and to
enact legis!ation similar to the US FCPA. Within the framework of the OECD, the
concent Gf combating bribery began to take root. The Committee on International
Inveziment and Multinational Enterprises (CIME) began to discuss the issue of
“rivery in international business transactions. This discussion was not new to CIME,
because in the 1976 OECD Guidelines on Multinational Enterprises, a reference to the
corruption of foreign officials and political parties was already discussed. The OECD
Guidelines on Multinational Enterprises state that organizations should not render any
bribe to a public officer or give (unless legally permissible) any contribution to political
candidates, and should abstain from improper involvement in local political activities.
It is obvious that organizations should not bribe any public servant or holder of public
office. The Lockheed affair is a well-known example of bribery of national authorities
of host states by Lockheed, in order to convince the holders of important public offices
to recommend Lockheed aircraft to the national governments.

The illegitimate sphere surrounding the subject of bribery is obvious. Less
apparent, but just as conspicuous, are the contributions paid to local political parties.
It is evident that if organizations contribute considerable funds to local political parties,
the parties may well become dependent on the organization’s contributions and the
party may be willing to render special services to the organization in order to obtain
more funds.

It should be noted that these discussions stemmed from the fear of political
involvement of large multinational organizations in the national political affairs of
foreign states, which increased at the end of the 1960s and peaked in the 1970s. From
the 1980s and 1990s the discussion focused on the prevention of corruption and
the time was right to take important measures within the Western world, especially
within the OECD. In 1994, the OECD Council adopted a general Recommendation
on this issue and as a result the Working Group on Bribery in International Business
Transactions was established. The main purpose of this Working Group is to develop
a program of systematic follow-up to the 1994 Recommendation. In 1997 the 1994

8. Green 1994, p. 292.
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Recommendation was reviewed.’ This Recommendation reflects the broad appro
the OEQD has taken on the issue of combating corruption in international busi "
fransactions. As a result, an important step in the joining of forces against corruprtlf;:s
:};&:rtfé(:g (r:l;i\o-ugh the adoption of the ACC. That was in 1997, exactly twenty yearg
‘ .'[jhe ACC focuses on the corruption of foreign officials. Article 4(1) a) gives th

deﬁnlt_lolll: ‘foreign public official as ‘any person holding a legislative, administrati ;
or Ju@1_€1eﬂ office of a foreign country, whether appointed or elect:ed' any per o
exercising a public function for a foreign country, including for a pubiic ageIIJm a
pubhc.enterprise; and any official or agent of a public international organizat'y G‘r
An official does not have to be elected or be officially appointed. The crux ]ieslion'
person wl_lo legitimately represents the (national, municipal or other) governmerﬁ Ei
organ_lza‘mons. For instance, an architect representing the municipal authorities wh']a
negouat'mg.buﬂding requirements with developers, construction or infrastruc‘[u1 i
companies is to be regarded as a public official. This brings us to quite an interesti o
reﬂegﬂon: what if the architect pretends to hold the required powers, but in factn'g
cunningly placing himself in the midst of the building process? Can a’contractor bls
held responsible in case of bribery even though the architect has no official stat ?
Legally this becomes an interesting question, because courts tend to grant him ulﬁs
stature, due to the fact that the municipality has not taken sufficient action apainli
the architect by failing to state his lack of official capacity. The contractor cgn t?
progecuted, but in this case there is also a civil claim on the part of the COIlt.i"aCtOe
agamst_ the municipality. The previous example shows that before doing busines :
due diligence is necessary. Below, in chapter 18 on Export Controls and Sanctions,
attention will be devoted to the importance of third-party due diligence, which +
equally important with regard to anti-bribery and corruption! J 4
1 With regard to the prosecution of corruption, Article 4(3) of the ACC states:
When more than one Party has jurisdiction over an alleged offence described 3
th}s Con‘vention, the Parties involved shall, at the request of one of them c“nt;uLﬁ
Wlth a view to determining the most appropriate jurisdiction for prosecut’gny'hThat
is gnde_rstandable because every state in the world has some kind of anti F‘c>1:r1-1 tion
legislation and the crime of corruption will almost always be punisha';ﬂe"*".l theitate
of the public official as well as the state of the organization or ilArli\'nclueil carryin
out the act of bribery. Hence, the question of extradition may arise. Article IO{l%
_of the ACC states: “The bribery of a foreign public official shall be deemed to be
mclqded as an extraditable offence under the laws of the Parties and the extradition
treaties between them. Article 10(2) follows by declaring that ‘If a Party which
makes extradition conditional on the existence of an extradition treaty receives a
request for extradition from another Party with which it has no extradition treaty, it
may consider this Convention to be the legal basis for extradition in respect of t’he
offence of bribery of a foreign public official. “

9. The_text of the 1997 Recommendation of the Council on Combating Bribery in International
Business Transactions has been inserted in section 10a.
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17.4  THE FCPA

In the aftermath of the Watergate affair, the military coup in Chile' at the request of
[TT, the Lockheed bribery scandal involving payments by US companies to public
officials including in the Netherlands and Japan, there were political repercussions
within those countries and the reputation of American companies was sullied
throughout the world. In response, in 1977 under President Jimmy Carter, Congress
passed the Foreign Corruptive Practices Act. Through this Act, the United States
declared its policy that American companies should act ethically when bidding for
foreign contracts and should act in accordance with the US policy of encouraging the
development of democratic institutions and honest, transparent business practices.

The importance of the issue of corrupting foreign public officials has increased
considerably since governmental influence and hence the impact of public officials
on economic transactions has grown. The risk of corrupting a foreign official has
become an issue of daily relevance on the grounds of:

- the glahalization of the world economy resulting in transnational business;
and

- the commercialization of public services, changing the rele of public officials
1-0m mere bureaucrats to entrepreneurs.

Since the passage of the FCPA, US businesses have operated at a disadvantage relative
to toreign competitors who have continued to pay bribes without fear of penalty. In
his statement of November 10, 1998 accompanying the signature of the International
Anti-Bribery and Fair Competition Act (S. 2375), President Clinton stated that ever

since the 1977 FCPA:

‘US businesses have faced criminal penalties if they engaged in business-related
bribery of foreign public officials. Foreign competitors, however, did not have
similar restrictions and could engage in this corrupt activity without fear of
penalty. Moreover, some of our major trading partners have subsidized such
activities by permitting tax deductions for bribes paid to foreign public officials.
As a result, US companies have had to compete on an uneven playing field,
resulting in losses of international contracts estimated at USD 30 billion per year.

After the approval of the FCPA, amending chapter 2b Securities Exchanges of
Title 15 Commerce and Trade of the United States Code, the US began to lobby
with a view to convincing its major trading competitors to pass similar national
laws, leading to the ACC as mentioned in the previous paragraph.

15 US Code § 78dd-1 states as follows ‘to make use of the mails or any means
or instrumentality of interstate commerce corruptly in furtherance of an offer,
payment, promise to pay, or authorization of the payment of any money, or offer,
gift, promise to give, or authorization of the giving of anything of value to -

10. United States House of Representatives, United States and Chile During the Allende
Years, 1970-1973, Hearings before the Subcommittee on Foreign Affairs of the House of
Representatives, US Gavernment Printing Office, Washington 1975, pp. 405 et seq.
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(1) any foreign official for purposes of -
(A)
() influencing any act or decisior i i
a 1 of such forei ial in hi ici
" gn official in his officiy]
(ii) inducing such foreign official t i
S 0 do or omit to do any act in violati
of thg lawful duty of such official, or e
.{111) Securing any improper advantage; or
(B) md_ucmg such fqreign official to use his influence with a foreign government
or instrumentality thereof to affect or influence any act or decision of such
government or instrumentality,
in order to assist such issuer in obtaining ar ini i
1 ord _ g o1 retaining busin i
directing business to, any person; ¢ e oo i

(2) any foreign political part ici

v or official thereof or a i i
political office for purposes of - 1 candidate for foreign
(A)

(i) influencing any act or decisi
infl on of such party, official, o i
_initsor his official capacity, § - Aremndes
(ii) mdgcmg such party, official, or candidate to do or omit to do an act
~in vm_lat;on of_ the lawful duty of such party, official, or candidate, or
.(111] securing any improper advantage; or ’
(B) mduqng such party, official, or candidate to use its or his influence with
a foreign government or instrumentality thereof to affect or influence an
act or decision of such government or instrumentality ;
in order to assist such issuer in obtainin ining busi
rder t : g or retaining business " Wi
or directing business to, any person: or ; e
(3) alfly person, while knowing that all or a portion of such money or thing
;3 v_alue Wllll- be offered, given, or promised, directly or indirectly, to any
oreign official, to_ any foreign political party or official thereof, or to any
s candidate for foreign political office, for purposes of -
(i) inﬂuenci_ng any act or decision of such foreign official, political ity
. party Qfﬁmal, or candidate in his or its official capacity, ’
(ii) mdugng such foreigp official, political party, party ctfizial, or
cefmd]date tg do or omit to do any act in violation of the 1asful duty
o suc.h fore:gp official, political party, party official, ¢r candidate, or
'(m) securing any improper advantage; or ,
(B) mducmg such_ fo%'eign official, political party, party official, or candidate
;lo usefhtls ofrf its influence with a foreign government or instrumentality
hereol to atfect or influence any act or decision
s of such government or

in Drd_er to a5‘51st such issuer in obtaining or retaining business for or with, or
directing business to, any person’ ’
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‘an action which is ordinarily and commonly performed by a foreign official
in - (i) obtaining permits, licenses, or other official documents to qualify a
person to do business in a foreign country; (ii) processing governmental papers,
such as visas and work orders; (iii) providing pelice protection, mail pick-up
and delivery, or scheduling inspections associated with contract performance
or inspections related to transit of goods across country; (iv) providing phone
service, power and water supply, loading and unloading cargo, or protecting
perishable products or commaodities from deterioration; or (v) actions of a
similar nature’.

17.5 FCPA PROSECUTION AND COMPLIANCE

The FCPA enforcement lies with both the Department of Justice (DOJ) and the
Securities and Exchange Commission (SEC): the SEC has authority for civil enforce-
ment of the FCPA over issuers and their officers, directors, employees, agents, and
stockholders acting on the issuer’s behalf. The SEC has a specialized FCPA unit with
attorneys in Washington, D.C., and in regional offices.

In order for an action to constitute a violation of the FCPA, a payment must
be made “zorruptly’. The perpetrator must have the intent to wrongfully influence
the ravinient, As a result, a violation may be possible even if no bribe was actually
pdic, Bven if the identity of the recipient is unknown, or even if the company does
;ior ultimately receive a benefit as a result of the payment, a violation takes place
through the simple intent to commit an act of bribery. Also, the act must have been
done ‘willfully’, which means that the person must act with a ‘bad purpose’ or
knowledge that the conduct is unlawful, although this requirement is not so rigid
that the person should know exactly which act he has viclated. Note, hawever, that
proof of willfulness is relevant only to violations by individuals; willfulness is not
required to establish corporate criminal or civil liability!

According to Chapter Eight of the US Federal Sentencing Guidelines (USFSG),"
‘the fine range for any other organization should be based on the seriousness of
the offense and the culpability of the organization. The seriousness of the offense
generally will be reflected by the greatest of the pecuniary gain, the pecuniary loss,
or the amount in a guideline offense level fine table. Culpability generally will be
determined by six factors that the sentencing court must consider. The four factors
that increase the ultimate punishment of an organization are:

(i) the involvement in or tolerance of criminal activity;
(ii) the prior history of the organization;
(iii) the violation of an order; and
(iv) the obstruction of justice.

Finally, the FCPA provides an exception related to offers or payments to foreign The two factors that mitigate the ultimate punishment of an organization are:

officials (facilitation payments) provided in exchange for routine government acti
The FCPA states that its anti-bribery prohibition ‘shall not apply to any facilitaﬂnlogi;
exped.mng payment to a foreign official, political party, or party official the pur 8
of Whlc_h 1s to expedite or secure the performance of a routine govemmentalp tPOS?
According to the FCPA a ‘routine governmental action’ is: - -

(i) the existence of an effective compliance and ethics program; and

United States Sentencing Commission, 2014 Federal Sentencing Guidelines Manual, the 2014
Guidelines Manual (effective November 1, 2014), Chapter Eight, Introductory Commentary,

Principle 111,
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(ii) self-reporting, cooperation, or acceptance of responsibility.

A Voluntary Self-Disclosure (VSD) can mitigate the harshness of possible penalti

In general, it is said that a VSD will reduce the penalty by 50% . However, it shoueJS'
bg noted that this cannot be proved in practice. In most cases the negotie)ltions 3
with the penalty reflecting the seriousness of the infraction and it is influencedegd
tbelmaturity of the organization’s compliance, the cooperation throughout the ne |
tlgtlo'ns, the disciplinary actions taken against the violators within the organizatioio-
fﬁlmmal proigcuti{?ﬁ of iI]:;dividuals and, last but not least, the financial resources gf

e organization. This subject wi i

Commgls S s Tl i ill also be touched on in the next chapter on export
o As_ already discussed above in the introductory chapter on extraterritoria]
]UIISFilCthH, since the Yates -Memorandum® it has become obvious that the penalti

Qpphed when sentencing are strongly influenced by the sanctions applied to tlfs
individual violators as well as the strong wish not only to inflict financial penalti 1
but also to prosecute individuals on all levels, including the executive level 4

It is of importance that an organization also focuses on preventing méasures
quever, it should be kept in mind that where preventive measures Combatin.
?:»r?bery within an organization are concerned, the system can never be waterti ht I%
is 1mpo§sible to fully prevent such a crime. For instance, if an employee is verygea .er
tq obtain a promotion, he may be tempted to promise, offer or give a bribe WitE i
view to obtaining a commission and hence impressing his superiors. A system must
be dgveloped to achieve the highest possible level of protection against corruptible
practices. Through such a system, instances of bribery can be prevented (i‘ the
syste'rn can be used in court as proof that the enterprise exercised due diligence in
seeking to prevent and detect criminal conduct by its employees and other agents

Ip Chapter Eight, §8B2.1 of the USFSG deals with the requirements of an effectiv-e
comphance and ethics program, also described in the 2012 Resource Guide to the UGS
Fgrmgn Corrupt Practices Act.” According to the Resource Guide ‘DOJ and SEC wu'u
give meaningful credit to a company that implements in good faith a c:ornprel"ﬂ“ls;vel
.rlsk-]i)asedlcompliance program, even if that program does not prevent aﬁmf*;lctlior;
Eljge}]le?:isﬁs; ;;fa because greater attention and resources had been e oted to a

qu to the importance of Article §8B2.1 of the USFSG on an “effentive compliance
and ethics program’ was also inserted in full supra in chapter 3,

In .conclusion, the USFSG is looking for an effective program to prevent and
detect violations of law. In the event of a violation, the organization should be able
j[o redress it swiftly and effectively. This program must be reasonably designed
:ir;lt%letmente@, ?HE} enfo;ced so that it generally will be effective in preventingg anci

cting criminal conduct. Effecti i i i
et i T ectiveness should be seen in connection with the

A good compliance system can prevent instances of bribery. However, if bribery
does occur, it can be detected by and mitigated through compliance stru’ctures. In

12. htt‘ps‘://www.jpstice.gov/dag/ﬁle/?69036/download.
13. Snsmlsnal Déylsmndo;;hi U.S. Department of Justice and the Enforcement Division of the
.5. Securities an change Commission, A Resource Gui i
e, Guide to the U.S. Foreign Corrupt
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the worst-case scenario, the act of bribery may be prosecuted. In the latter case, the
existence of an effective compliance system can serve as mitigating circumstances to
the defense leading to a reduction of sentence. With regard to affirmative defenses,
the FCPA only offers two distinct defenses:

- if the organizations can provide proof that the act is a lawful payment under
local written laws; or

- if the organization can prove that the money spent was reasonable, bona
fide, and directly related to the performance of a contract, or marketing,
promotion, or product demonstration.

Finally, in the ‘Principles of Federal Prosecution of Business Organizations’"* the US
Attorney’s Manual reflects upon the

‘Duties of Federal Prosecutors and Duties of Corporate Leaders. Corporate
directors and officers owe a fiduciary duty to a corporation’s shareholders
(the corporation’s true owners) and they owe duties of honest dealing to the
investing public and consumers in connection with the corporation’s regulatory
filings‘and public statements. A prosecutor’s duty to enforce the law requires
the (nvestigation and prosecution of criminal wrongdoing if it is discovered. In
cairying out this mission with the diligence and resolve necessary to vindicate
tiie important public interests discussed above, prosecutors should be mindful
of the common cause we share with responsible corporate leaders who seek to
promote trust and confidence. Indicting corporations for wrongdoing enables
the government to be a force for positive change of corporate culture, and a
force to prevent, discover, and punish serious crimes.

New in November 2015 is Chapter 9-28.010 stating that ‘the prosecution of corporate
crime is a high priority for the Department of Justice. By investigating allegations of
wrongdoing and bringing charges where appropriate for criminal misconduct, the
Department promotes critical public interests. These interests include, among other
things: (1) protecting the integrity of our economic and capital markets by enforcing
the rule of law; (2) protecting consumers, investors, and business entities against
competitors who gain unfair advantage by violating the law; (3) preventing violations
of environmental laws; and (4) discouraging business practices that would permit
or promote unlawful conduct at the expense of the public interest.” According to the

US Attorney’s Manual

‘one of the most effective ways to combat corporate misconduct is by holding
accountable all individuals who engage in wrongdoing. Such accountability
deters future illegal activity, incentivizes changes in corporate behavior, ensures
that the proper parties are held responsible for their actions, and promotes the
public’s confidence in our justice system. Prosecutors should focus on wrong-
doing by individuals from the very beginning of any investigation of corporate
misconduct. By focusing on building cases against individual wrongdoers, we
accomplish multiple goals. First, we increase our ability to identify the full extent

14. United States Department of Justice, Offices of the United States Attorneys, US Attorney’s
Manual, Title 9, Chapter 9-28.000 “Principles of Federal Prosecution of Business Organi-
zations’, revised November 2015.
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pf corporate misconduct. Because a corporation only acts through individuals
investigating the conduct of individuals is the most efficient and effective way
to determine the facts and the extent of any corporate misconduct. Secondl -
a focus on individuals increases the likelihood that those with knbwledge gf
Fhe.cc_)rpﬂrate misconduct will be identified and provide information about th

111d1V.1duals involved, at any level of an organization. Thirdly, we maximi E
the likelihood that the final resolution will include charges a;gainst cul b?e
individuals and not just the corporation’ -

In Chapter 9-28.210 the focus is once again on the individual wrongdoers. It states

that the

‘prosecution of a corporation is not a substitute for the prosecution of criminall
culpable individuals within or without the corporation. Because a corporatiog
can gct only through individuals, imposition of individual criminal liability ma
Proy@e the strongest deterrent against future corporate wrongdoing Provablz
individual culpability should be pursued, particularly if it relates to -high—]eve}
corpora.te officers, even in the face of an offer of a corporate guilty plea or some
other dlslposition of the charges against the corporation, including a deferred
presecution or non-prosecution agreement, or a civil resolution. In other words
regard]e_ss of the ultimate corporate disposition, a separate evaluation must b(;
made thh respect to potentially liable individuals. Prosecutors should not allow
delays in the corporate investigation to undermine the Department’s ability t
pursue potentially culpable individuals? o

'l;lhe latter wi]_l hlappen when a foreign company is negotiating a plea bargain with
t.e DQJ, while in the meantime trying to dismiss personnel that committed the
violations and hence losing their ability to force employees to cooperate with the
company during the investigation.

The addition and revision of the US Attorney’s Manual in 2015 are the ni--

cursors of the 2016 Yates Memorandum em izi i '
s phasizing the importance of proseciiing

17.6 THE UKBA

The UKBA is a pivotal point in the effort to combat bribery and corruption. Not
DIll'y pecause the United Kingdom has decided to follow the example of the US in
claalmlr}g extraterritorial jurisdiction, but because it goes far beyond the corruption
of for_elngn officials. The UKBA forbids any kind of corruption, be it the corruption
of ofﬁc@ls (foreign or national) or intra-business bribery. The ,scope of the UKEA is
much wider than that of the FCPA and in addition to the bribery of a public official
it also contains the following offenses:

- Section 1; OITferiln.g, givipg or promising to give a ‘financial or other advantage’
to anpther individual in exchange for ‘improperly’ performing a ‘relevant
function or activity’ (active);

- Section 2: being bribed: requesting, accepting or agreeing to accept such an

advaI_ltage, in exchange for improperly performing such a function or activity
(passive);
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- Section 6: promising, offering or giving a financial or other advantage to a
foreign public official, either directly or through a third party, where such
an advantage is not legitimately due;

— Section 7: the broad and innovatory offense of the failure of commercial
organizations to prevent bribery on their behalf;

— Section 14: criminalizing those senior officers of the organization with whose
‘consent or connivance’ the bribery was committed (although where the
bribery takes place overseas, they must have a ‘close connection with the
UK’).

Also, so-called ‘facilitation payments’ are fully banned. The FCPA leaves room for
small facilitation payments. By contrast, the UKBA allows no such payments, however
small they may be.

Section 7 is quite remarkable, because unlike the US legislation it does not offer
a reduction of penalties in the case of an effective compliance and ethics program;
the mere absence of an effective compliance program is a criminal offense.

The penziiies are harsh and bribery can lead to a sentence of up to ten years
and an unlisoited fine, both for the individual and the company.

The UK court claims jurisdiction when bribery has taken place within the
territary. ef the United Kingdom, but also if the offense was committed outside the
UK/ The offense can be prosecuted within the UK in the case of a foreign company

Laving:

a subsidiary or a representative in the UK;

a British citizen as an employee who is involved in an act of bribery or a
British citizen in a management position who knows or should have known
about the fact;

a listing on the London Stock Exchange;

an organization with agents/representatives in the UK;

(important) activities in the field of sales & marketing in the UK,

1

The effect of the UKBA on foreign organizations is not yet fully clear. The Serious
Fraud Office (SFO) has only recently started prosecutions and the British courts
still have to start creating case-law further explaining the international realm of the
UKBA. The requirements for a good defense under the UKBA still have to be set in
practice. The minimum requirements for an effective compliance program under the
UKBA will at least encompass elements such as:'

- risk assessment;

- top level commitment;

- due diligence;

— clear, practical & accessible policies & procedures;

- effective implementation;

- monitoring and review.

15. Jonathan Cotton, partner at Slaughter & May, during a corruption seminar at De Brauw
Blackstone Westbroek, Amsterdam, January 25, 2011.
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In the ‘Guidance about procedures which relevant commercial or
into place to prevent persons associated with them from bribing’, the SFO states six
Principles regarding procedures that organizations should have in place:!

‘1. A commercial organisation’s procedures to prevent bribery by persons
associated with it are proportionate to the bribery risks it faces and to the nature
scale and complexity of the commercial organisation’s activities. They are a]sc;
clear, practical, accessible, effectively implemented and enforced.

2.. The top-level management of a commercial organisation (be it a board of
directors, the owners or any other equivalent body or person) are committed to
preventing bribery by persons associated with it. They foster a culture within
the organisation in which bribery is never acceptable.

3. The commercial organisation assesses the nature and extent of its exposure to
potential external and internal risks of bribery on its behalf by persons associated
with it. The assessment is periodic, informed and documented.

4. The commercial organisation applies due diligence procedures, taking a
proportionate and risk based approach, in respect of persons who perform or
will perform services for or on behalf of the organisation, in order to mitigate
identified bribery risks.

5. The commercial organisation seeks to ensure that its bribery prevention
policies and procedures are embedded and understood throughout the organ-
isation through internal and external communication, including training that is
proportionate to the risks it faces.

6. The commercial organisation monitors and reviews procedures designed to

prevent bribery by persons associated with it and makes improvements where
necessary.

Regar@ing Principle 1, the SFO gives an indication of possible procedures tha
organizations should have in place in order to prevent bribery: ,

‘= The involvement of the organisation’s top-leve] management (see Principie
2).

- Risk assessment procedures (see Principle 3).

~ Due diligence of existing or prospective associated persons. (sae Principle
4). ‘

- The proyision of gifts, hospitality and promotional expenditure; charitable
and political donations; or demands for facilitation payments.

- l?lrect and indirect employment, including recruitment, terms and condi-
tions, disciplinary action and remuneration.

= Qovernance of business relationships with all other associated persons
including pre and post contractual agreements,

- Financial and commercial controls such as adequate bookkeeping, auditing
and approval of expenditure.

- Transparency of transactions and disclosure of information.

16. Ministry of Justice, The Bribery Act 2010, Guidance about procedures which relevant
commercial organizations can put into place to prevent persons associated with them

from bribing, March 2011.
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- Decision-making, such as delegation of authority procedures, separation
of functions and the avoidance of conflicts of interest.

- Enforcement, detailing discipline processes and sanctions for breaches of
the organisation’s anti-bribery rules.

- The reporting of bribery including “speak up” or “whistle blowing”
procedures.

— The detail of the process by which the organisation plans to implement its
bribery prevention procedures, for example, how its policy will be applied
to individual projects and to different parts of the organisation.

— The communication of the organisation’s policies and procedures, and
training in their application (see Principle 5).

— The monitoring, review and evaluation of bribery prevention procedures
(see Principle 6).

Is it an offence? FCPA UK Bribery Act
Bribery of FPOs Yes Yes
Domestic vribery No Yes
Private Q;.ctor bribery No Yes
Fecilitation payments No Yes

(strict liability No Yes

* Failure to keep accurate records Yes No
Liability for acts of third parties Yes Yes

Figure 1: showing the offenses under the FCPA and the UKBA

17.7 CONCLUSION

corruption to a new level. Only time will tell what the impact of the UK's extraterri-
torial jurisdiction will be. Time has already taught us that the extraterritorial claim
made by the US has been very successful and the financial penalties for foreign
companies have been enormous. Many companies have paid hundreds of millions
of US dollars in fines. ;

In conclusion we can safely state that the UKBA has taken combating bribery and ‘
|
|
|
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