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CHAPTER 2

Privacy Rights Under The Human Rights
Act 1998 And Remedies For The Misuse
Of Private Information

INTRODUCTION

Since the implementation of the Human Rights Act 1998 (HRA) the law has
developed te provide remedies where the private information of individuals has
been o 15 threatened to be misused. This is a right independent of those
guararitced by the Data Protection Act 1998 (DPA) and, although the information
coveired by the remedy is not as broad as that covered by the DPA, is a significant
»adition to the protection of privacy in the UK. The essence of the development
of the law in this area was captured by Lord Hoffman in 2004 i Campbell v
MGN Ltd,' explaining where the law stood as well as looking forward to the
questions yet to be addressed.

“In recent years there have been two developments of the law of confidence....One
has been an acknowledgement of the artificiality of distinguishing between
confidential information obtained through the violation of a confidential relation-
ship and similar information obtained in some other way. The second...... has been
the acceptance of the privacy of personal information as something worthy of
protection in its own right . ..

“What human rights law has done is to identify private information as something
worth protecting as an aspect of human autonomy and dignity. And this recognition
has raised inescapably the question of why it should be worth protecting against the
state but not against a private person.... I can see no logical ground for saying that
a person should have less protection against a private individual than he would have
against the state for the publication of personal information for which there is no
justification ...

“The result of these developments has been a shift in the centre of gravity of the
action for breaches of confidence when it is used as a remedy for the unjustified
publication of personal information ... Instead of the cause of action being based
upon the duty of good faith applicable to confidential personal information and
trade secrets alike, it focuses upon the protection of human autonomy and
dignity—the right to control the dissemination of information about one’s private
life and the right to the esteem and respect of other people . . .

“These changes have implications for the future development of the law. They
must influence the approach of the courts to the kind of information which is
regarded as entitled to protection, the extent and form of publication which attracts
a remedy and the circumstances in which publication can be justified.”

! [2004] UKHL 22,
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PRIVACY RIGHTS UNDER THE HUMAN RIGHTS ACT 1998

As foreseen by Lord Hoffman, over the last eight years the courts have been
asked to consider the kind of information which requires protection as well as
rights to anonymity, prior notice of intended publication and how the balance
between individual privacy and public interest in publication should be achieveq
The new rights to take action are welcome, It has to be recognised, however, that
cases have been fought tooth and nail by some sections of the press and one
senior judge has been subject to personal criticism as a result of his Jjudgments 2
At the same time the irrelevance of the court system for most ordinary people hag
been thrown into focus by the revelations about the behaviour of parts of the
tabloid press. At the time of writing® the question of how journalists can be
restrained from making unjustified intrusions into privacy is being canvassed in
the Leveson Enquiry into Press Standards.

This chapter describes the development of the law of confidence in the UK,
the effect of the HRA, case law from the Buropean Court of Human Rights
(ECtHR) at Strasbourg on informational privacy under art.8 of the European
Convention on Human Rights (the Convention), the impact of Convention Rights
on the interpretation of the data protection directives, and outlines the
development of the tort of misuse of private information in the case law in the
UK since the implementation of the HRA. It includes an outline of the relevance
of art.10, but material on press regulation and some more detailed material will
be found in Ch.17 on the exemptions for journalistic and literary purposes. It is
recommended that these two chapters should be read together.

SUMMARY OF MAIN POINTS

N

() There is no over-arching cause of action in English law for breach of
privacy.
b)  The misuse of private information will give rise to a remedy hefore the
courts in certain circumstances. This is equally applicable betwaen private
parties. In applying this right the courts will apply art.8 of hie:Convention
rights.
¢)  Personal information can be protected where the person_had a reasonable
expectation of privacy in respect of the informatios. There is no need for
the parties to have beep in a prior relationship.
The categories of the information that may be protected are not closed but
the essence is that the action protects the dignity and autonomy of the
individual. Thus the information may be related to behaviour in public
places or information which is known to a limited number of people. Those
who are in the public eye or have a public role are as entitled to have their
privacy protected as anyone else. Particular care is required to protect the

privacy of children and it is recognised that photographs are more intrusive
that mere words.

d)

* The editor of the Daily Mail, Paul Dacre, giving the opening speech at the Society of Editors

Conference in 2008 criticised the role of Lord Justice Bady in setting significant precedents in privacy
cases,

3 May 2012,
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COMMERCIAL EXPLOITATION IMAGE

i i important human right but it is not
rcht of free speech is an 1mpo ]
g::amo%.mt. Neither privacy nor freedom of speech are absolute rights, nor

i superior to the other. ‘ _ _ .

;ifggfe thI; person who wishes to publish personal information which wou}l}d

4 ffect the privacy of another invokes the right of freec!om of speegh, the

A urts must carry out a balancing act between the two r}ghts sc;t out in arts

go nd 10, taking into account the justification for mterf_ermg_ with or

siricting,each right and applying considerations of p.roporFlon.ahty.

{1?}13 right of free speech is one of the most important rights in a democr;;y

nd must be fiercely guarded but not all speech has the same value. 613:

?ight to free political speech is much more important than the right to repea

ivial gossip. . A s
t\;lf\kllleregthe disclosure is justified in the public therest, for example to “set

< the record straight”, then it must still be pr(_)portlonate. o N

i)  There is no legal right to prior notice of intended publication of priva

i
i tion. u

i flf]o;?;im injunction should not be granted unless the coqrt is satisfied that

J) the claimant is likely to obtain an injunction fol]owmg tnal_. ot

k) Exsn-plary damages are not recoverable in an action for misuse of private
information. ; '

D ]‘Jn zome circumstances the applicant may be entltlgd to auonymlt{/‘ but the
;:ircumstances in which a privacy case will remain unrepprted (“a suplj-r
injunction”) will be extremely limited and such orders will generally be
time-limited. _ - .

m) Ilt is no defence to assert that the information is false or inaccurate.

g

COMMERCIAL EXPLOITATION IMAGE

The law of the UK does not provide a statutory right to prevent t};}? f[:otrﬁ;m:;flﬁ:
exploitation of the image of the indiviclluay Howev_er_lt appea;il a ot
will now afford protection for commer}cl:la:il 111)1terests 11111 ézli%esf.ans uts0 pvg)ﬁwgrv\‘rlz> s
resulting from a photoshoot which ad been open R ey
rounds of confidentiality in Creation Reco_m’s v News Group
Rg):;cptz;eﬁ? E];;.“gln making an order to restrain the pubhca,tlori1 of plrlzlttu:iﬁzto;l 2
house purchased by a celebrity couple, th_ere was an_acknowle. gm}zlle e
couple had an interest, not only in protecting their privacy, but in the 1530
of selling an “exclusive” set of pictures of the property toa magazme.th .
In some cases where the individual has a cgmmercml_ interest in the 1f : gl
which the individual could legitimately exploit and Whu:h has been t}ge?iuby
exploited by another party without permission, protection has been pir;vilmeresz
the tort of passing off. This is clearly a remedy to protect a commerc )

4 [1997] EM.L.R. 444. Case concerned the Oasis photoshoot for a record album Eove; ﬁ)Rzll]i
Royce was put into a swimming pool. Fans were allowed to watch but when oncﬂtnor ap u;)e 1;,;;;rc];; :
and offered it for publication in a newspaper the record company succeeded in restraining

the photograph.

5 Beckham v MGN Unreported June 28, 2001, QBD.
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PRIVACY RIGHTS UNDER THE HUMAN RIGHTS ACT 1998

Actions can also be taken for breach of confidence where there is a clear
obligation of confidence to protect private pictures which have a commercia|
value.

In Douglas v Hello! Ltd,% it was accepted that a couple were entitled to protect
the exclusive photographic rights to official pictures of their celebrity wedding, to
which over 300 guest had been invited, to the extent that they had a legitimate
commercial interest in the exploitation of the pictures. In the Court of Appeal it
was held that this was a species of property right that could not be passed on to
another and hence OK! were unable to benefit. However, on appeal to the House
of Lords OK! succeeded in establishing that the arrangements entered into for the
security of the wedding had created a form of confidentiality which protected its
interests as well as that of the protagonists and were successful in their action for
breach of confidentiality by Hello! magazine.

In Edmund Irvine Tidswell Lid v Talksport Ltd” a Formula 1 driver wag
photographed holding a mobile telephone. The image was manipulated so that he
looked as though he was listening to a portable radio, which had the words “Talk
Radio” on it. The judge held that the photograph amounted to passing-off and
acknowledged that celebrities have a property right in their image which is
capable of protection. Similarly, the runner, David Bedford, succeeded in a
complaint to Ofcom about an advertisement for a directory enquiry service which
used “look alikes”. He complained of breach of the Advertising Standards Code
1.6.3, which provides that living persons must not be portrayed, caricatured or
referred to in advertisements without their permission. The advertisements,
however, were not banned, despite the finding in David Bedford’s favour.

There may be a clear distinction between those cases where the complainant
has a commercial interest in protecting an image and those where the
complainant is protecting personal privacy, such as JK Rowling’s action to
restrict the use of images of her children to protect their privacy®. In other.cases
the distinction may be less clear, as in the Douglas case where there was both a
commercial and privacy interest in images. However the courts have provided
remedies for misuse of photographic images in both cases. Images mhay also be
protected where there is neither a commercial interest or a specific privacy
interest (see later in relation to the taking and use of photographs).

PROTECTION OF REPUTATION

The right to the protection of reputation is a right which falls within art.8 as an
element of private life (Re Guardian News & Media Ltd®). The relationship
between this aspect of the right and actions for defamation has arisen in a number
of cases. In Jane Clift v Slough BC'® Ms Clift brought an action for libel against
the Council arising out of the publication of Ms Clift’s name on the Council’s
Violent Persons Register. The Council accepted that the description of her as a
person “who posed a medium risk of violence” was defamatory; however, it

6 [2005] EWCA Civ 595, CA; [2007] UKHL 21.
7 [2002] EWHC 367.

® The case law on photographs and privacy is dealt with below.
? [2001] UKSC 1.
10 [2010] EWCA Civ 1171.
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PROTECTION OF REPUTATION

icati ich was made to a surprisingly wide range of staff
- th%iﬁ::gi“i \g:;iishof qualified privilege. It asserted that there was a
- Pam?:? Council to protect the safety of its staff and the staff o_f connected
duzn?:atiois and those persons who received the copy of the Register had an
org i ] )
e }nfr;iz“ii;];Eeithmsft(;rlzzagf(:;. the very widespread disse@nation of the
ere C’On behalf of Ms Clift it was argued that qualified privilege can only
Regﬁter}-l e the party publishing has a duty to publish material to t.hose yvho have
B e;ding interest or duty in receiving it. For a public authority th1‘s must l?e
2:1?;5;?1? with its duties under public law and such duties;1 D;uSt be l;:liilli-rcl;tciloc;ui k111;
vi fore if art.8 is engaged by a p
accordfince Lg:.tgetzlilel_]g; ?usglfl; rtl]ane publication under art.8 and meet the tests of
auﬂ_‘u_JTlt}’ m'usﬁﬁcation and proportionality. The position was accepted by the
Egﬂn isg’jtzjh held that the wide publication failed to meet the test of
0

proportionality:

. ; _—
«[I] considered and indiscriminate disclosure is bound to be disproportionate™.

The wide publication breached Ms Clift’s art.8 Tights anc? was unlawffL‘ll. An;;
argumcnt’ fi)r a duty to publish fell away and with it the possibility of a defence o
zlitisd privilege. .
X Als anpaltemative, the Council sought to argue jthat_ Ms Clift Shojtﬂg';i\;i
‘er; ht an action under art.8 rather than an action 1n _hbel. The C()m'ﬂ i !
ﬁcceﬁt this and made clear that the complainant was entitled to choose her cau
i n. . . . .

» r’f{?ﬁ? relationship between defamation and an action for misuse of }I)r‘lvatle
information, however, may be rather more difficult to navigate Where a claim 1Ist
1ril!ade for inj:unctive relief and the facts complained of e;\re dlgcredlfgblecggjptlr:;ed
i tion in defamation that the information complz
is a complete defence to an ac : e o e

i i lainant any remedy in defai .
of is true; a court cannot give the comp : oyt

i irr tive of whether there is a public 1

facts complained of are true rrespec
tlig publicﬂtion. In addition, the rule in Bonnard v Perryman'? preclludes Iﬂhe g;;x_n;:
of an injunction to restrain the publication of defamatory material before tria

where defendant will claim justification:

“WWe entirely approve of, and desire to adopt as our own, thef[_lang‘u:a_gg: ?ﬁf;fuﬁszgj
i — “To justi Court in granting an inter
M.R., in Coulson v. Coulson— ‘To justify the _ i gaugiien
it mus isi ion of libel or no libel, before the jury hav
it must come to a decision upon the question © o hibel. g e
i i i fore the jurisdiction was of a de

decided whether it was a libel or not. There :
nig:lre. It ought only to be exercised in the clearest cases,_where_ any J_Lg'y \A;ouldﬁ;ag
that the matter complained of was libellous, and Wher?; ’1,f the jury did not so ;
the Court would set aside the verdict as unreasonable’ .

However, in privacy cases publication can be restraine(_i even wher;: ;112
information is true. In addition the threshold for the grant qf 1nJynct1v(ei: ref(;er: o
restrain publication is not the same. Where an application is made

' [2010] EWCA Civ 1171 per Ward L.J. at para.35.
% [1891] 2 Ch. 269.
" Per Lord Coleridge C.J.
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PRIVACY RIGHTS UNDER THE HUMAN RIGHTS ACT 1998

injunction to restrain publication on privacy grounds pending trial, the test is that
the applicant is more likely than not to succeed at trial.'* In RST v U V'S ap
individual applied for an injunction to prevent the publication of information that
he had previously paid a lady to provide sexual encounters which took place at
his home and had entered into a confidentiality agreement with her under whicj
he had provided consideration for her silence. The claim was advanced in privacy
rather than defamation. The courts considered the point that a claimant is entitled
to choose his cause of action where more than one is available to him'®but noteq
that there is dicta in which it is suggested that, in cases in which it may be an
abuse of process, a claimant should not be able to obtain an injunction in privacy
where the court takes the view that the real issue is protection of reputation.!” [
that case the interim injunction was granted given the circumstances of the case,
However in LNS v Persons Unknown'® the footballer, John Terry, failed in ap
application for an injunction to prevent publication of the fact that he had had an
affair and related personal information.

Mr Terry was married and held a number of apparently lucrative sponsorship
deals. Giving judgment, Tugendhat J. noted that there could be an overlap with

defamation in a limited number of privacy cases and suggested four broad groups
of privacy cases being;

® those where the information complained of cannot be said to be
defamatory, such as Murray where the law of defamation is irrelevant;

® those where, although the law of defamation overlaps with the privacy
claim, the protection of reputation is not in fact the nub of the claim;

® those where the law of defamation overlaps with the privacy claim but the

claim relates to conduct which would be unlawful and voluntary, for

example financial irregularities, and where it would be unlikely that thers

would be any inconsistency in the treatment of the cases in relation 19

injunctions as the remedy would not be available under either heaq; and

a limited group of cases where the conduct in question is nut unlawful

although it involves conduct which is voluntary and discréditable in some

way (and by implication the claimant may be protecting reputation as well

as privacy or that the protection of reputation may be n reality the nub of
the claim).

The judge did not go on fo set out in which types of cases claimants would be
more likely to succeed, though it is implicit that applications for interim
injunctions would be more likely to succeed in the first two types of cases than in
the others. He also noted that it was for the applicant to determine which form of
action he chooses to bring. However it is implicit that, if an applicant chooses to
bring an action for misuse of private information in a case in which he really
seeks to protect reputation, the court can weight that in deciding whether to grant
injunctive relief. In this particular case the Jjudge declined to make any of the
orders sought, which included an injunction against any person who threatened to

' Cream Holdings Ltd v Banerjee [2004] UKHL 44.
% [2009] EWHC 2448 (QB).

'S Joyce v Sengupta [1993] 1 W.LR. 337.

7 McKennit v Ash [2006] EWCA Civ 1714,

¥ [2010] EWHC 119 (QB).
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pu‘mSh for the refusal was
or _ ! :
P ::i: (i):io protect [LNS’s] reputation in particular with sponsors, and so (a)

precludes the grant of an injunction; and (b) in
vent damages would be an adequate remedy for LNS”.
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BACKGROUND-PRIVACY RIGHTS

i i i tails of it. One
*s extra-marital relationship or any de t. On
cockomsic el that it was likely that the “nub of the applicant’s

1
fi;)én rpille in Bonnard v Perryman

any €

BACKGROUND-PRIVACY RIGHTS

i i i i decessors of Directive
lained in Ch.1, the 1mmed1.ate pre .
Cb:fzrrla E:F):zaty 108 and the OECD Guidelines, althoughht.hofs(»':h1tnftrumf:n::st
ir exi ledgement of the right to respe
d their existence to the acknow . it of
thems?lvf S :ﬁefamily life in art.8 of the Convention. Directive 95/46/EC refer?f
gj); pﬁ;atcf art.8. Article I of Directive 95/46/EC states that one of the objects o
€C 8.

the Directive is the protection of

As has
05/46/E

« the fundamental rights and freedoms of natural persons, an,(!i in particular their
ﬁ:;ght t< privacy with respect t© the processing of personal data”.

ile/ thuse interpreting the 1984 Data Protection Act tende;t‘)i to 10;}( });;1;
W?JI ~er'1 to its immediate predecessors, particularly i[‘rea_ty 108, since the 8
p\rc':vn:ami into effect the courts have looked to t}le Du'ec_tlve lz:md lsometltrlr;lzs Eeén
: he importance of informational privacy
e 't ion in the Charter of Fundamental

i the inclusion of data protection m

e'ﬂgl}l:tt;ascl)sfeih:y Euiopean Union. Article 8 specifically covers personal data
vl

protection:

1 Every person has the right to the protection of personal data concerning him

2 gi:(}:llfr(.iata must be processed fairly for specified purposes and on the basis of

the consent of the person concerned or some other leg{tme}tlte bssm;l 1 iloduci(;m

by law. Everyone has the right of access to _data \_)vhlch as bee

concerning him or her, and the right to have it rect:ﬁed.1 SO T—
3 Compliance with these rules shall be subject to control by

authority.” 2!

Even before the Charter entered into force the Cowt of First Instance
commented:

“although [the Charter] does not have legally binding force, it does show the

1 a3 22
importance of the rights it sets out in the Community legal order”.

In the UK the implementation of the Conventiog rights in t}lle Huma? tfélg};tsh?f;
has brought an increased familiarity and ease with the application of the r1g

y . . o E .

1% See the judgments of the Data Protection Tribunal (as it was then) in the cases of Equifax Europ
i st 8, 1991.

Lid v Data Protection Registrar Unreported June 2' ; ) .

2 See Brian Roberison Reid v Secretary of State for the Home Department (284/201 1)

1 See Ch.1 para.1-43 for a discussion of the Charter.. ‘ il
2 Philip M;)rris TInternational and others v Commission [2003] ECR II-I para.122 cite

23:
Opinion of the Advocate General in the PNR cases C-317/04 and C-3 18/04 at para
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Parliamentary question,?” th
the report, Breach of Confi
be implemented given that
scope and extent of the brea

23
24
25
26
27

protect the autonomy and dignity of each h

The Younger Committee did
afforded to private life but rec
of specific mischief. It also
confidence, which it thought p
It recommended that the La
breach of confidence with

PRIVACY RIGHTS UNDER THE HUMAN RIGHTS ACT 1998

respect for private life which ig increasingly reflected in the case law. That caga
law

has gradually moved the UK towards the development of a privacy right
which would have been unthinkable only a few years ago.

UK background

The Younger Committee discussed th
reviewed the various efforts over the
David Calcutt, Q.C. in the Report
Matters in 199024 after rehearsing t
definition, posited a working one as:

e idea of privacy in its report> in 1972 ang
years to define it.

of the Committee on Privacy and Related
he difficulties in coming to a satisfactory

“the right of the individual to be

affairs, or those of his family,
information”,

protected against intrusion into his personal life or
by direct physical means or by publication gf

and concluded that:

“a natural person’s privacy shall be taken to include matters
health, personal communications and family,
free from harassment or molestation,”

appertaining to his
Dpersonal relationships and a right to be

Other analyses echo the themes of the right to choose to be alone or seck
companions of one’s choice, to control thi

¢ information publicly known about
oneself, to seek seclusion and to be free from outside interference in one’s own
domain.?* In the context of the Convention,

it is part of a package of rights whick
overlap and intersect, but all of which support the same core values to assert sag
uman-being,

CONFIDENTIALITY—BEFORE OCTOBER 2000

not consider that a general pratestion should be
ommended some new remedi=sto deal with areas
commented on the development of the law of
rovided a basis for developing privacy protection.
w Commission should reconsider the action for
a view to such further development.? The Law

, In answer to a
e Lord Chancellor, Lord Irvinge of Lairg, stated that
dence (Law Commission Report No.110), would not
the development of the case law had clarified the

ch of confidence action since its publication,

The Younger Committee Report, Cmnd.5012 July 1972.
Cmnd.5012.

See Westin and others.
See Toulson and Phipps, Breach

of Confidence (Sweet and Maxwell,
(Hansard, March 19, WA 213)

1996), p.112, para,9.01.
Jul 29, 1998: col. WA202.
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t section we trace that development pf the tort of misuse (zif ﬂp;;l;/fﬁ:

% the‘ ot the law of confidence however it should be recognise 1 e
e frOmd eloped a general law of privacy. The cases examine lm 2
e hanTill(l); ozy t}?e area of informational privacy.. Oth;gr aff;i S(;t;n :r\;f =
o i trespass, nuisance, action . .
= _1'0 P;“ia‘?; aﬁ?iﬁ‘;lgnl,ong V\Fay from a general privacy n%rht. A
el of nrivate information has been developed from i

gewn mlSllS; & pC28 which is described below, Lord qulf L.CJ. sa d
o ];t 8 citat,ion of authorities which relate to the ac:wn for brleaf) !
| 1 tjo the coming into force of the 1?98 Act are l_aggfe_: ri/d "
of Cm.]ﬁc,lence },zr(l)?lly” Nevertheless, anyone advising 7151 this area will fi
Elslg);:f tz)nfrﬁ:rstand the evolution of the current cases.”

e

Development of jurisprudence on confidentiality

i jor case in the area of persongl
B ‘l'lSl'la'HyP i;tij Aalsbe;tfttlev g;:ctm;ﬂ‘?rwmn the fact_s are con;idered tlg
B i Yo dr tance to 4 v B & C and surprising that it took 153 yel:\ir's 0
O j v B & C was decided by the Court pf Appeal_ in gl'ﬂch
T cie o (‘ case, Prince Albert had made some private e_tchmgs wh 1VE
20('2)_«}1111;22 t;;)af\l;rclaeltzopiec’i He placed them with a printer in Whljlsgsze‘ic; t]ien
i employee took exira copies Whic :
c(i)’f}'nesd }f;id:ﬂ: tré) fl?c:eprﬁl?lsigl%ia a Ealg catalogue in which gﬁ&f&i@ﬁﬁ%
S o1 i i ion that they were
not pictured, and which gave the impress

COI]SBII[ Ihf‘. EIH[CG to DL{ Ml StIa]lgE, t113 putllShEl Of the :atalogueﬂ to Comt to

i e-eXisti lationship
had no pre-existing rela
icati d succeeded.®' The Prince i i 4
et t between them. The Court he
i . There was no contract bef . e
9 Mlj szri;nge;ent of the Prince’s rights in the material and thgt th(?]ieo];i?u veen
Wé:i: rl;l]'Lcr;au:h if trust. It was suggested in the judgment that the brea
50 : .
onfidence in itself entitled the Prince to a rerpedy. o e st 100
; The textbooks report relatively few cases in the same ar e it o
The courts seem to have been little troubled by cases cla e
Yeai::&ence in personal matters, although t.here seems t«_a hav?itive i
f;):ognition of confidentiality in those relat1on531;1pshwhelle tgeﬁzhjps ot s
le.’? The relatio IS,
Iy passed between two peop Lol e’
glisttmc;mlrﬁggrz I;le:rgy or other counsellors as well as other professiona
0 g 3 » )
ir cli 11 regarded as confidential. o . o i
theilfhf:g:-ﬁfﬁiial gevelopment worthy of mention is the article puzli(sihfouis
the Hafvard JLaw Review in 1890 in which the a_uthors, Samue_l \Ylalfci:rx]ltrusmns a
B Brandéis argued vigorously for a law of privacy to restrain
i £ . . 33
the press. It has been much cited since.

i ipps, above, and
j: %zoot;]efgi[l)-lsa(i‘m the following section I am much indebted to Toulson and Phipps

= For :

Francis Gurry, Breach of Confidence (Clarendon Press, 1984).

3 i i i i ic see Toulson and
- Sﬂia?d}sx:l:i-{)f of the historical basis of the action and this case in particular, s

Phipps.

** Gurry, above at p.143 onwards.

* 4 Harvard Law Review 1890.

69

¥ []
lidididiiidlidliil iidiiidiadl

2-09

2-10




2-11

PRIVACY RIGHTS UNDER THE HUMAN RIGHTS ACT 1998

The next significant case was Saltman Engineering Co Ltd v Campbelj
Engineering Co Lid3* Although this did not concern personal relationships, j
confirmed two features of the action for breach of confidence which Were
essential for its future vigorous development: there did not have to be a
contractual relationship between the parties before breach of confidence could be
claimed and, where there was no contract, the action could be used to protect 3
wide range of subject-matter as long as it was not “public property or publig
knowledge”. The generous approach taken to both the relationships ang
subject-matter capable of being protected meant that confidentiality could be
invoked in a range of situations.

As the action for breach of confidence developed over the next 20 years, most
of the reported cases concerned commercial or employment cases. However, in
Argyll v ArgylP® the Duchess of Argyll was successful in stopping her husband
from disclosing information about the marital relationship. In that case the court
confirmed that the doctrine could be applied in personal matters; rejected the
argument that confidentiality could only be argued in a limited class of (primarily
commercial) cases; and reiterated that this was a broad jurisdiction.

In 1981, the Law Commission produced a Report on Breach of Confidence 36
The report reviewed the development of the law in this area. The review was no
easy task. The body of case law on breach of confidence had grown organically, It
had taken and used ideas from other areas. It had provided remedies where it
thought they were needed. Tt had been messy, patchy, haphazard, vigorous and
unplanned. There was no agreement on the legal basis of the right (a property
right, contract, equity)®’; the nature of the exemptions (are they exceptions to the
obligation or defences to a breach?)’s; the availability of damages (are they
available or can only an injunction be issued?)*®; or the effect on third parties (it
what circumstances could they be bound if they came into possession of fpe
confidential material?).4® Not surprisingly the Law Commission proposeit-that
these uncertainties and anomalies should be tidied up and the action for kreach of
confidence put on to a statutory footing. The report was never acted apon. If it
had been, the privacy Jurisprudence of the last decade might noi-have been
possible.

The publication of personal information which has been urdairly obtained was
considered in a number of cases over the following years/ it Stephens v Averyt
the defendant had betrayed her friendship with the plaintiff by providing a
newspaper with details of the plaintiff’s sexual life. The plaintiff claimed
damages for breach of confidence. In Francome v Mirror Group Newspapers*? a
home telephone was bugged and the conversations over it taped by strangers. The
resulting information was sent to the newspaper. In restraining publication before
the trial, the Court of Appeal recognised that the conversations were confidential.

34 (1948) 65 R.P.C. 203.
3 [1967] Ch. 302,

*¢ Cmnd.8388 (1981).
37 Gurry, above, Ch.2,
** Guiry, Chs 15 and 16,
* Gurry, Ch.23.

40 Gurry, Ch.13.

41 [1988] 1 Ch. 419,

% [1984] | W.L.R. 892,
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# [1977] | WLR. 760.

# [1978] FS.R. 573.

4 [1990] 1 A.C. 109.

% [1990] 1 A.C. 109 at 255.
47 [1991] FSR. 62.
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which had resulted in severe injuries. A journalist entered his hospital room
without permission and photographed him. The photograph was published. The
action was taken against the photographer. Although the entry was wrongful,
being a trespass, and the Court of Appeal acknowledged that the publication was
an appalling invasion of his privacy, it refused to grant an injunction restraining
publication. As a number of commentators have subsequently pointed out, the
Court was not referred to the developing cases on confidentiality, presumably
because the intrusion was by a stranger. It must also be borne in mind that the
case was decided at a time when possible legislation restricting freedom of the
press was a live issue.*® The Court, recognising that a decision to protect the
actor’s privacy would be going beyond the boundaries of the law of confidence
and, presumably, the wider political context, reaffirmed that the UK law knew ng
right of privacy and that it was a matter for Parliament, not the courts, to develop
one. If the Court hoped that this principled abstention from developing the law
would stir Parliament into action over press excesses it was to be disappointed,
However, the clarity of the judgment was to prove a setback for those who
advocated the development of a judge-made right to personal privacy for nearly a
decade. In R. v Khan,*® a case which was later considered by the ECtHR, the
House of Lords reiterated that in the United Kingdom there was nothing unlawful
about a breach of privacy.

Development continued in related areas, and in Hellewell v Chief Constable of
Derby®' the court considered the disclosure of personal information which had
been obtained under compulsion by a public body. This was partly a response to
a wider development of information sharing by the public sector with increased
privatisation, moves to partnership workings with the private sector and the
disclosure of information between government departments and other public
bodies, for example via data matching initiatives. Concern had previously heer,
expressed at such developments and the limitations on the powers of public
bodies to use and disclose personal information was emphasised in-Aurcel v
Commissioner of Police for the Metropolis® by the Vice Chancallér'who had
memorably commented that: ... the dossier of personal information is the
hallmark of the totalitarian state”.

In a number of cases the courts held that personal informaiion obtained under
compulsion would be subject to an obligation of confideiice in the hands of the
public body.>® In Hellewell the local police force had provided shopkeepers with
photographs of a known shoplifier. The photographs had been taken under
compulsion when the individual was in custody. The individual complained of
breach of confidence. It was held that there was an obligation of confidence owed
to the individual as the information had been extracted under compulsory powers
and the police were limited in the uses they could make of the information. In the
particular case the disclosure of the photograph was justified in the public
interest, More importantly for the purposes of the development of a more general

* See discussion in Ch.17 on the exemption for journalism.
4 The Times, May 5, 1996.

** ECtHR report, The Times, May 23, 2000.

1 [1995] ITW.L.R. 804.

2 [1991] ALl E.R. 845: [1992] | All E.R. 72, CA.

B Alfred Crompton Amusement Machines v Commissioner for Customs and Excise (No.2j [1973] 2
All ER. 1169.

72

CONFIDENTIALITY—BEFORE OCTOBER 2000

i law of confidence would be able to
. ight, the judge commented that tt.1e ;
prn;a(éif ;)gigcone Jfrori an invasion of privacy caused by being photographed
rote ‘
i nt from a distance. . |
= co;inint was obiter and was not followed in R. v Brenmoojc;’ de I;T:t éud
Thf" ﬁi that case the court dismissed a claim that thellocal councl % a i
- fully in giving the media copies of a CCTV recording of I\}/{I P;; Pzréi fj e
?ﬂla\:uicige bid in a public place. It should be noted, ]E(gvgfgr, : g:raSbourg o
B in hi 1 i he UK in the ECtHR a :
sful in his action against t pie
- SlclicfieZOt only on art.8 but also art.13 as th‘_: Co_urt helc} tl}alil thte ]rneaS :Ct
Slflf Ci‘?v: legal remedy in the UK in relation to the violation of his right to resp
errech
. - ; 55
e hgaf;ief Constable of the North Wales Polfce Ex P Tho]?;)e;, ﬂ'{l;
i < ev of in'formation about an individual’s previous crlmmalll § orrtyand
dgcil(z:i\jagainst children by a public authority was considered by the cou
offe )
iustified in the circumstances. - .
hel%::zsbec:li;l;ite the uneven growth of authority in this area‘,flay tl:le tl_mi:ht:% }n]f:e/?i
: v loped significantly in
i f{o~t the law of confidence had deve ( _
E{Iﬂﬂdl:};? “e ‘dbthere were persuasive dicta that an action for breach of confidence
mg gt

ight He ei ed to protect personal privacy. : .
]m%ht S tirclﬂof{)r bre:ch of confidence offers a usefullstamng poug fgr lghe
O, Efent of a privacy right. There is no absoh_lte rl1ght to confi gnhlsa tE;
E?r;ftl}e’mtiality may be breached where an opposing gltere;t tt({);lt;/;lft o

iali ill gi to an order o ]
ioation. Thus confidentiality will give way ! e
Obhgaum:c‘)ln 011']a greater public interest in the disclosure. As such it incorporates

i where balances have to be

a balancing test that makes it a malh?jabltt]:1 ;?(;li tﬁt:pply
ok pamcLllaibégitr?f::og{geznths develfpment of the law of conﬁ(_ilence in

g _EHTOIIE_?EI dom and its growing potential to protect persgnal privacy 152
th? Umte?]niredgKingdomss and Earl and Countess Spencer v United ngiorg.l t
IT;E‘:; Zases the applicants chose to bring cases in Strasbour%rj ocrll 1:the g:(())tl.gét sthezitr
the United Kingdom did not offer the r_emedles they neede tho pWiener her
privacy rather than try to bring actionsthm t}l:n 1311‘?’50:;;?6;;1\;“; o Wife, e
Vialrig?S\Sﬁ?l?ivrg:ehfugee”rflhlzlaifli) 0}111;1(:1 et}lfat the UK law affordedhsuff]';cfélt
E:emedies to protect his reputation (including 1'1bel, in respect ott_' \:flh}céli be; :aci 03;
had obtained a settlement), but said the failure to t_al(e ac éo i
confidence did not amount to a failure to exhaus.t hl_s reme: 1e:'sdiction e
R “ncertathf aiddl‘?k Ojug}zzgolgﬁzgfeguigihe newlspapers

3 is wife had been

gggifeih(;?feﬁ:ﬁg: zi(zihabout her health _pr.obllems and p]}nt(z[grap?; \:}a{iig
without consent. To that extent it was not dlssgm_lar to the Sgt?}felgonmplamt o
Naomi Campbell later found herself. The Commission declarf: A e
the court inadmissible as the applicants had not exhauste

1 [1998] EM.L.R. 697; The Times, December 18, 1997, QBD.
55 [1999] Q.B. 396.

* Application 1087/84; (1986) 48 DR154, EComHR.

7 Application 28851/95; (1998) 36 E.H.R.R. CD105.
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CHAPTER 9

Notification

" INTRODUCTION

Transparency, OT Openness about the uses of perspnal data, is a key element in 9-01
data protection; this is reflected in the right of subject access and the importance
of the fair processing notice rules. The public register of data controllers
contributes to the transparency of data processing. The system of notification also
P;ruvides furicing for the Office of the Information Commissioner. Until October
2009 this was achieved by way of a flat fee however since that data a two tier
amangeizcnt has been introduced and larger data controllers now pay a fee of
200 Wotification does not have a regulatory aspect, unlike registration under the
w94 Act. Registration under the 1984 Act could be refused where the Registrar
velieved that the applicant would not comply with the principles. Under the 1998
Act the Commissioner cannot refuse to place any entry in the register, as long as
the application is properly made.

The details of the notification scheme do not appear in the primary legislation.
The 1998 Act sets out only the outline provisions. The detail is to be found in a
number of statufory instruments and administrative arrangements made by the
Commissioner. The televant SIs are the Data Protection (Notification and
Notification Fees) Regulations 2000, the Data Protection (Notification and
Notification Fees) (Amendment) Regulations 2001 and the Data Protection
(Notification and Notification Fees) (Amendment) Regulations 2009.! The
administrative arrangements are set out in the Notification Handbook: A
Complete Guide to Notification.® The Regulations include some central aspects of
the system, for example some of the exemptions from the obligation to register.

SUMMARY OF MAIN POINTS

Notification is not a control mechanism; the Commissioner cannot refuse a
notification and exemption from notification confers no exemption from
other aspects of the Act.

(b) The information to be notified covers the data, the purposes of processing,
data subjects, recipients, and overseas transfers but does not include
sources of the data.

(@)

; S12000/188, S 2001/3214 and SI 2009/1677.
July 2010 edn, available from the ICO website.
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NOTIFICATION
(¢)  An entry on the register lasts for one year and must be renewed annualjy
An annual fee applies which is set as £35 for data controllers in tier ope ami
£500 for data controllers in tier two. The tier is determined by the Numbe;
of staff and turnover.
Security information must be notified to the Commissioner but does gy
appear on the public register.
There is a provision for some processing to be designated “assessable
processing”. Such processing must be notified to the Commissioner before
the commencement of the processing for the Commissioner to assess. Ng
categories of processing have been designated as assessable processing tg
date,
(f)  Manual data does not have to be notified unless it falls into an assessable

processing category.

(d)
(e)

(g) There are a number of exemptions from the obligation to register, some of
which are set out in the Act itself and others of which are set out in the
regulations.

(h) Those who are exempt from making an entry on the public register muyst

still be able to provide an inquirer with information equivalent to that
contained in the register; alternatively, voluntary notification is allowed if
the data controller wants to make a public statement of processing
available,

(i)  Only one register entry per data controller is permitted and purpose titles
may usually only be used once.

()  Public authorities must state their status on the register following an
amendment introduced by the Freedom of Information Act 2000,

(k) Data processors are not required to notify, unlike computer bureau which
were required to register under the 1984 Act,
THE DUTY TO NOTIFY

Section 17(1) provides that personal data must not be processed uniess an entry in
respect of the data controller is included in the register mainiained by the
Commissioner. Under 5.21(1) the data controller is guilty. of an offence if such
processing takes place.

Scope of duty

The duty is imposed on all data controllers unless an exemption can be claimed.
Controllers do not have to notify if:

(a)  the personal data are exempt from Pt III of the Act. This applies to data held
for personal, domestic and recreational purposes under s.36 or if the
purposes of national security require that the personal data should not be
registered (i.e. should not be put into the public domain).> Personal data
which are exempt from Pt III are also exempt from prior assessment;

¥ 5.28.
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THE DUTY TO NOTIFY

the processing is the maintenance of a public register
(b) thﬁdzf lz ?ﬁfsinoiheoﬁ such p%ocessing may still be subject to prior
E;lsessment but in fact this would be most unlik_ely; v i
the data are manual data covered by the Act._Thls exemptlo_n is provided by
© 17(2). Such data may still be subject to prior assessment; or il
(@ iﬁe data fall under one of the exemptions to the duty to notify in the

notification regulations.

A data controller is entitled to choose the purposes_for which h; is register_ed
d as long as those are lawful purposes the Commissioner cannot interfere with
an

i 4
his choice or restrict the nature of the purpose.
Processing exempt from notification
Exemptions under the Act

These cover:

(i) auy personal data if the exemption is required for the purpose of national
iri 1)

;Z?;ﬁl(zsti (pr)g}cessed by an individual on].y for the purposes of that
individual’s personal, family or househo!d affairs (5.36); . . -
processing whose sole purpose is t_he maintenance of_ a publlg rgglster (s. ;

(4)). “Public register” is defined m.s.70 as any register With 115 o_Is_en t(;
public inspection or open to inspection by_ any person havmg_a egitima 1
interest either by or under an enactment or in pursuance of any internationa:

agreement; - ) ) )
(iv) I\/%anual data which fall within the definition of a “relevant filing system”.

(1)
(1)

The exemptions will be narrowly construed. In the case _of Bodil Lmqivzst :
Alklagarkammaren I Jonkoping® the Europ.eanl Court c;on:ndered the re_evz;n
provision in the Directive and held that posting information abput members 0l a
congregation on a website would not be covered by the exen_lpn.on for persona 0{(
domestic processing.® In the Notification Handbook the point is made n respfl_i;
of the exemption for public registers that the exemption glﬂy applies to the
information held on the register and not ant information required to compile it.

Other exemptions

Further exemptions may be prescribed by the Sec.retary of Stlate lbut onlyl in case(s1
where it appears to him that the processing is unhkc_aly to prejudice the rlghts an
freedoms of data subjects. In order to comply with art.18(2) gf th;\ Directive
which sets out the circumstances in which exemptions from notification may be
permitted the Secretary of State must specify:

Y Chief Constables of Humberside v Information Commissioner [2009] EWCA Civ 1079.
* [2003] E.CR 1-1297.
% See Ch.3 for a full discussion of the Lingvist case.
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NOTIFICATION

(1)  the purposes of the processing;
(i)  the data or categories of data undergoing processing;
(iii) the category or categories of data subject;

(iv) the recipients or categories of recipients to whom the data are to pe
disclosed; and

(v) the length of time the data are to be stored.

Five exemptions from notification are contained in notification regulationg, A
data controller must comply with the remainder of the Act even if he is exempt
from notification. Moreover, if requested he must be able to produce a description
of his processing in accordance with s.24. The exemptions will not apply if the
processing is assegsable processing,” although no categories of assessable
processing have been declared.

The categories of exempt processing set out in ST 2000/188 are:

processing for staff administration;
processing for advertising marketing and public relations:
processing for accounts and record keeping; and

membership processing of membership information by non-profit making
bodies. -

The first three together are sometimes referred to as the “core business
purposes” and mean that a small business may be exempt from the requirement to
notify as long as the processing remains strictly within those limits. In each case
the nature of the processing, the data held and the range of acceptable disclosureg
are described in the Regulations and the data controller must stay within those
bounds to be able to claim the exemption. In each case the exemption is not los,
where disclosures are made under the non-disclosure exemptions or where they
are required by any enactment, rule of law or order of the court.®

For each exemption the purpose of the processing, the types of perscnal data,
the types of data subject, the nature of the permitted disclosures and tise length of
time for which the data are to be held are set out. If the data conty

oiler processes
outside these parameters he will lose the benefit of the exsnintion. However,
where the data are required for research and fall within the reeearch exemptions it
would presumably be possible Jor the data controller to continue to hold the data
for research purposes within the terms of that exemptions. In such a case a
notification covering the research purpose would be required. In addition
disclosures may be made under the non-disclosure exemptions. This means that

in each case the data may also be disclosed where the particular conditions are
fulfilled in the following cases:

®  where there are statutory requirements or court orders;

® for the purposes of national security;

®  for the purposes of the prevention or apprehension of offenders, prevention
or detection of crime, assessment or collection of any tax or duty;

® for journalistic, literary or artistic purposes;

7 8I2000/188 reg.3.
# ST 2000/188 reg.3(b).
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i 1 i legal proceedings or for the
urpose of or in connection with any et
= ﬂ;iepot{%btajning legal advice or establishing legal ngl_ns, and
wuégre the data controller is obliged to make the data public.

Staff administration
This is described as processing for the purpose of:

wamnointments or removals, pay, discipline, superannuation, wo? Elgnagement or
a?]fer personmel matters in relation to the staff of the data controller”.
(0]

i taff, Staff
' t or prospective members of s
subjects may be past, presen :
Th? glzga emp}loyees office holders, workers under a contract for services and
melu ]
4]
s. -
VOI”LF}]ltee;xemption therefore extends to not-for-profit organisations, suchd ?s
iy shops, which use volunteers. Information may also be held on othef data
ch}a)\lr ityts, whe;e it is necessary for the data controller to process persona az}
Sl‘; Jetcthc-:rn for the exempt purpose. Thus data about the_neare_st relat1l0ns 0
: Oulove a5 thight be held for contact purposes or in connection with penmi)rr(l)sﬁer
emg"hé 2 .emption only applies to data held about the staff of the data con ; uer.
8o ap organisation which handles pensions matters on behalf of a data contro
5 t rely on the exemption. N ' .
\w”ll"‘}il; ([;ersoflal data which may be held are limited to name, addressilldentlﬁers
i i i “other matters
i i fications, work experience and pay or “o : .
and information as to quali 1 s
i ich i for the exempt purposes”. v
the processing of which is necessary . g o
i i tion. Information about health m ; 2
covers a wide range of informal . L Sy
icti i hip and other sensitive data are .
convictions, trade union members _ : O W
i ¥ tion matters. The disclosure limita
lation to personnel and superannua ‘ rs. T i
I;e data mgy only be disclosed to third parties either where it is nece}?sarytﬁz
make the disclosure in order to carry out the exempt purpose or where
i i i he data subject.
closure is made with the consent of t : ‘ .
dlsThe data must not be kept beyond the ending of the relat_lonshlp betw?en ‘;1:
data subject and the controller unless and for so long as is necessary for

exempt purpose.
Advertising, marketing and public relations
This is described as processing for the purpose of:
“advertising or marketing the data control}er’s ‘pusiness, ac_tivi‘ty, gooc_ls_or Zirt\;li(c):z
and promoting public relations in connection with that business or activity,

goods or services”.

isti i i T
The data subjects may be past, existing or prospective customers or su}l)%l;i;sfgr
any other person in respect of whom it is necessary to process persona

? Sch.1 para.2(a). : . .
1 gch lppjra(f') “workers” has the meaning given in the Trade Union and Labour relations

(consolidation) Act 1992.
' SI2000/188 Sch.1 para.2(c)(iii).
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NOTIFICATION

the exempt purpose. This would allow, for example, the processing of Persona|
data about contacts for the purposes of public relations. It is not apparent on the
face of it why suppliers have been included as data subjects. Organisations dg not
usually market to their suppliers as such (unless they hope to convert them g
customers) but if the intention is to cover such eventualities they would pe
covered as prospective customers. The term “prospective” is a wide one:
however, it is difficult to see how a narrower term could have been used. Thé
point in made in the Notification Handbook that a data controller can buy or repg
a third party list for marketing purposes without losing the benefit of the
exemption but if the controllers sells or rents his own contact or customer list he
will lose it.

The personal data are limited to name, address and other identifiers qp
information which it is necessary to process for the exempt purposes. The
purpose description is therefore the main restricting factor on the processing
which may be carried out under the exemption.

Disclosures are limited to those where the disclosure is necessary for the
exempt purposes or is made with the consent of the data subject but includes
savings for disclosures made under enactments and the non-disclosure exe
tions (see above).

The limitations on retention of data are the same as for staff administration ag
described above.

mp-

Accounts and records
This is described as processing for the purpose of:

“keeping accounts relating to any business or other activity carried an by the da
controller, or deciding whether to accept any person as a customer or supplier, or
keeping records of purchases, sales or other transactions for the purpose of e\iring
that the requisite payments and deliveries are made or services provided by or to the
data controller in respect of those transactions, or for the purpose .f making

financial or management forecasts to assist him in the conduct of sush business or
activity”.

The data subjects may be past, existing or prospective custerasrs or suppliers or
any other person the procesging of whose data is necessary for the exempt
purposes. As noted above the term “prospective” is a wide term.

The data may consist of names, addresses and other identifiers together with

information as to financial standing or other data which it is necessary to process
for the exempt purposes.

Remote credit checks

The regulation provides that information relating to the financial standing of
customers, suppliers or others does not include personal data processed by or
obtained from a credit reference agency. This means that a data controller who
carries out remote credit checks from a credit reference agency will not be able to
claim the exemption even if he contributes no information and never downloads
or otherwise retains the data. The fact that in such cases he does not become a
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redit reference agency data was confirmed by the decision
ee Cogtrgﬁe;tf?;;:; in Johnson v A%edic};[ Defence Union.'? In Johnson the
i e Oof staff employed by the MDU consulted the computer records of
memberes.to Mr Johnson and summarised the material on hard copy before
B e it into the computer again. The Court of Appeal held that there was 1o
?ntenngs_m » involved in the activity of reading the material and summarising it.
‘pr.ocesoulg appear to be on all fours with the situation of one who corllsqlts a
Thldsitw reference agency in this way. In previous Guidance. the C_ommtssmner
¥ d that the user of the credit reference agency services did become a
Zﬁll:foller but in the current edition the Handbook simply states that:

“[This exemption] includes processing relating to decidi_ng whether or not to do
business with a particular customer or supplier but specifically excludes personal
data processed by or obtained from a credit reference agency”.

The rules relating to disclosures under the accounts exemption are the same as for
the other exempt categories; that is disclosures can be made Where necessary for
the exempt~purpose, with the consent of the data subject or under the
non-disclacure exemptions. . - _

The data must not be retained after the end of the relationship or so long as 1s
nencssary for the exempt purpose.

Drocessing by non-profit making organisations

This is described as processing carried out by a body or association which is not
established or conducted for profit and is

“for the purposes of establishing or maintaining men_lbn'sr_ship of or support for the
body or association or providing or administering activities for mle%dua_dE who are
either members of the body or association or have regular contact with it”.

The data subjects may include not only the usual categ_orjes of past, existing or
prospective members and persons in respect of whom it is necessary to process
personal data for the exempt purpose but also any person who ]:_ms regular_c.ontact
with the body in connection with the exempt purposes. Accor‘dmgly, chant1es_are
able to keep records of regular beneficiaries w1thqut losing the exemption.
Interestingly, this appears to mean that the body will lose the beneﬁti of the
exemption if it retains records of those contacts who only donate or assist on a
“one off” basis. _ _ . .

The personal data may consist of names, addresses and identifiers, information
as to eligibility for membership and data necessary for the exempt purposes.

As in the other exemptions disclosures are limited to those made w1th_consent,
those necessary for the purpose or those made under the non-disclosure
provisions. _ .

The data must not be retained beyond the ending of the relationship except so
far as is necessary for the exempt purposes.

' [2007] 1 ALl E.R. 467.
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Processing for judicial functions

A further exemption was added by SI 2009/1677 and came into effect on July 31
2009." The terms of this exemption are not in the same format as the otherg anci
it is not clear that they meet the requirements of art.18(2) of the Directive which
specifies the level of detail required for an exemption from notification (seé
para.9-06 above). The category of data controllers and the purpose of the
processing are specified but not the data or categories of data, the recipients gr
categories of recipients or the length of time that the data are to be stored for, [t is
possible that these may have been specified in some administrative form by the
Court Service however we have not been able to trace any relevant documentg at
the time of writing.

The exemption applies to the processing by a judge or a person acting on the
instructions or on behalf of a Judge. A judge includes:

e a justice of the peace or a lay magistrate in Northern Ireland,;
® a member of a tribunal; and

e a clerk or other officer entitled to exercise the Jurisdiction of a court gr
tribunal.

A tribunal means any tribunal in which legal proceedings may be brought. The
processing is exempt if it is,

“for the purpose of exercising judicial functions including functions of appointment,
discipline, administration or leadership of judges”.

There is no further gloss to this description which appears to cover a wide scop:.

THE REGISTER
Contents of the register

Section 16(1) sets out the particulars which the data controlla must specify in the
public register. The particulars_set out in s.16(1) are;

® name and address of data controller;
® identity of a representative (if any);

® description of the personal data being processed and the categories of data
subjects;

® description of the purposes of the data processing;
description of the recipient or recipients of the data;

names or description of the territories outside the EEA to which the data are
to be transferred; and

® statement of exempt processing.

13 81 2009/1677 reg.2, amending ST 2000/1883.
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THE REGISTER

tion 71 of the Freeedom of Information Act 2000 added a provision which
Sieris public authorities to also include a statement of the fact that they are
uj

I;eublic authorities for the purpose of the FOIA.

Name and address of data controller

der 5.16(3), the address given for a registered company must 'F)e that of gs
. d office. The address of any other person carrying on a business must be
rengtefrf' rincipa] place of business in the United Kingdom. The name should
E . 11Smpe by which the person is legally known: in the case of a registered
L its registered name rather than a trading name; in the case 9f an
Comp?n%ion other than a registered company, its full name as set out in its
Drias]:ilgiion or other formal document; and in the case of an individual, the name
co

by which he is usually known.
Name and address of nominated representative

The previous registration system also included a non-statutory, conta_ct n;rlléznfgé
use by-ihe Registrar’s office. A data user could. choose to have cor}esl} e
bouot is entry sent to a nominated contact. This was a usgful service for ¢
2- > users. There is now a provision allowing a coptroller to include thi.i na?e ai
‘;d(}ess of a representative where he “has nommated a r_epres.entatlve hor ar{:
;urposes of the Act”™. This is a new provision. It is not amplified 1;1_ zgl)(/j other é:oeas
of the Act. There is a requirement in s_.5 that a person establis 1ed (t):?; e
without a branch or agent in the jurisdiction Who Processes persona aemaﬁve
United Kingdom other than merely for transit must nominate a repreessentativé
This appears to contemplate that a data controller may nominate ztt riprn entas
within the jurisdiction to deal with all or some of his data pro sc 10i at E;
Presumably the representative need not b_e an employe_e an tt:m go atocl
professional or specialist adviser who deals w1th daj[a protection ma i:frs on behal
of clients. The inclusion of a named representative 13 not a substm.lte_: ortl e name
of the data controller. It cannot be used as a methoFI of avoiding cllzi:ilonal
appearing on the public register. It is to be included, if at all, as an a

piece of information.

Recipients

In the 1984 Act, both sources and disclosures of persqnal data had t% be
registered. Sources no longer figure on the register and d1sc_losures have }elen
replaced by recipients. These are persons to whom data are disclosed other than
in pursuance of a legal obligation.

Form of notification

The Regulations provide that the form of giving notiﬁcatmn shall be detem‘gl;:j
by the Commissioner. Thus the detail of th‘e data subjects, data classgs, gulzp thé
recipients, overseas ftransfers and security measures are deterr-mne . y

Commissioner. The Commissioner also determines how changes in notification

375

9-18

9-19

9-20

n LT T iRttt T T Ty ——




9-21

FRRRRRRRTR IR R e e In e e e nesIn
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under the Act are to be presented. Information about the notification sch
available in the Notification Handbook from the OIC website, The intro
makes clear that notification is not intended to be a detailed system:

Cme jg
dﬂction

“It is not however intended and (mor is it practicable) that the register should contain
very detailed information about a data controller’s processing. The aim ig to kee
the content at a general level, with sufficient detail to give an overall picture of the

processing. More detail is only necessary to satisfy specific statutory requiremengg
or where there is particular sensitivity™.

The system remains purpose led, as it was under the 1984 Act. The system {g
template based. When notifying online, the controller selects the business
which most nearly matches his business from a list and an applic
comes up which includes those purposes most commonly used by businesgeg of
that type together with the data classes, subjects and recipients most commonly
used in connection with each purpose. The controller can amend the template by
adding or removing purposes or adding or removing other categories of
information. Telephone applications follow the same pattern. If the application jg
made on an application form the controller may chose purposes and other
categories from the standard lists. There are a number of standard purposes, data
subject classes, data classes and recipients. If none of the standard purposes fit
the applicant should describe the purpose in his own words.

As will be appreciated from the standardised nature of the system the
descriptions are presented in broad terms, The controller must specify the final
destination of personal data if they are to be transferred indirectly through an EU

state. The description of overseas transfers is the broadest of all. The applicant
has a choice of registering either:

. type
ation template

] none outside the EEA;
] worldwide; or
) naming up to 10 individual countries.

Statement of exempt processing

Where applicable, a notification must contain a statement that the controller also
processes or intends to process personal data covered by a notification exemption
or personal data which are part of a relevant filing system s.16(1)(g). This reflects
the fact that not all personal data have to be included on the public register,
Section 17(2) exempts from notification manual data which are otherwise
covered by the Act, that is data held as part of a relevant filing system or manual
data otherwise held as part of an accessible record. Further exemptions are made
in the notification regulations. A data controller may choose to include any of
these categories of exempt data in his register eniry on a voluntary basis (see
section on voluntary notification below) but if he is registered and decides not to

include them his entry must state that he has not done so. The statement of
exempt processing on the register is:

“This data controller also processes personal data which are exempt from
notification”,
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SPECIAL CASES

Additional information in the Register

i thorise or require the
.19(2)(b) of the Act the Regulat_lons.may authc i
gﬂdili;iotgez( t)o include other information in the register. Regulation 11
m . - . A
pr?)vides that the Commissioner may include:

registration number; . . _ .
3112 dagte the entry is treated as starting (which will be the date of receipt of

the application); _
the date the entry expires; and
contact information for the data controller.

These are all to be included. Data controllers are also ask@d to prowdeha
ompany registration number, however this is not a requirement of the
c

Regulations.

SPECIALCASES

Under s5.15(4), the Act allows special provisions to be made “in any Casi \slfhef,e
two o more persons are the data controllers in respect of any personal data”.
51:1‘ ‘provisinns have been made in two cases, for schools and partnerships.

‘ol

Schools

The Government was committed to dealing with the si_tuatlon in whlish log:i
authorities, governors of schools and head teachers g]ll reglstere_d sepgli?tedy uri_On
the 1984 Act. This arose because the statutory provisions dealu_lg W;I educa 10 "
impose separate legal obligations on the local education authorlty., bt'l? govern "
and the head teacher. Similar incidents of separate legal responsibi 'Jlty 1r1npi)s <
on office holders occur in other areas of ‘Fhe public sector; for exarlnp el, e Z;:O(E
registration officers were required to register separately from theiz:ﬁ ocah all(liers Oti/1
which employs them. It is not a umve_rsal pattern and some of (}:le 0 oS
whom statutory duties are imposed registered -under the name of t efe;ﬁnp f}f; Ceg
body. In many cases they were allowed to register undgr the nam;: of the o ahe;
although the office did not have a legal.p.ersonahty of its own. T ese anomln ]
arose over the years, particularly as individual responsibilities WB‘I}'lf: mcreatmb egezlf
imposed on individual office holders by statute. Most of these lave6 no cen
affected but special provision has been made for schools. Regulation pmv11
that in those cases where the head teacher and the school are both data controllers
for the same data one notification may be given in the name of the school.

Partnerships

Although it is not expressly stated, the presurr_lption appears to be that gei];erilrlly
partners will be data controllers jointly or in common for data u:sed by elrc
partnership. The 1984 Act made no special provision for Fhe reglstratml:_ 01
partnerships or indeed for any form of joint registration. This caused practica
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problems for the Registrar’s office. In the early years of the office, a pragmatic
approach was adopted to allow partnerships to register under the partnership
name, subject to providing the names of the current partners. However, the bagijg
for this was not clear given that a partnership, in England and Wales at least, hag
no legal personality. It could give rise to problems where partnerships split up or
where a small partnership was dissolved and one partner wished to carry on the
business as a sole trader. In the former case, as long as the partnership name wag
retained, the Registrar’s office allowed the registration to be maintained by the
element of the former partnership which had retained the name; in the latter cage
the individual was required to re-register. Under the 1984 Act, the Registrar made
administrative arrangements under which partners registered jointly for the
personal data used in the partnership. Those arrangements were formalised ang
reg.5 provides that where persons carry on a business in partnership they may
register jointly in the name of the partnership for personal data used for the
purposes of the firm. The name and address to be specified is the firm’s principal
place of business. The names of the partners need not be supplied.

Groups of companies

No special provisions have been made for groups of companies. If companies in
the same group are data controllers they must each notify separately. Trading
names may be included in the register but not the names of other legal entities.

FEES

The Secretary of State is under an obligation, when setting fees, to have regard to
the desirability of securing that the fees payable to the Information Commissionar
are sufficient to offset the expenses of the Commissioner under 8.26(2) and tle
expenses of the Secretary of State so far as attributable to the Commisticaer’s
functions. The fees are no longer related to the cost of the Tribuial since it
became part of the General Regulatory Chamber.'* The fees are not retained by
the Commissioner but nevertheless the amount brought in by.il= fees must be
evaluated in the light of the costs of the Office. The fee. forrotification was
previously set at £35 for all data controllers. This was changed by the Data
Protection (Notification and Notification Fees} (Amendment) Regulations
2009."° These changed the fee regime with effect from October 1, 2009. New
notifications and renewals after that date have been subject to the new fees. The
change is a response to the long-standing concern that the fee structure did not
reflect the allocation of resource used by the Commissioner’s Office. Large
organisations in the public and private sector generally process far more
information, and more sensitive information, than small and mediym-sized
enterprises. The tiered notification fee structure is intended to reflect the cost of
the resource spent on regulating data controllers of different sizes. The House of
Commons Justice Committee Report Protection of Private Data, published on
January 3, 2008, noted that it was an anomaly that the same basic registration fee

' The Transfer of Tribunal Functions Order 2010 (ST 2010/22), amending 5.26(2)(a).
5 S 2009/1677.
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FEES

of £35 was paid by data controllers, irrespective of size. The Colrﬁm;mz:e
idered that a “graduated rate would be more appropriate, more likely to
::Ezct actual costs, and more suited to providing an adequate income for the
pohcl?v%ezfrnd?li?yp??e;ltlg)r;ﬁgust 27 2008, the Ministry of Justice ran a public
Bﬁltation covering the fee change. It also held a stakeholt_ier event on August
COn;OOS The ICO reported that respondents to the consultation and ?ttenFIees at
chSB stakéholder event were overwhelmingly in favour of a tiered notification fee
16
Strul?htfr: are two tiers of controller: tier one controllers who pay a fee of_ £l35p.er
annum, and tier two controllers who pay a fee of £500. A d;_ztta Cf)ntroller is in tier
two if it has been in existence for over one month and is either:

ubli i ith more than 250 members of staff; or ‘
E: iaspélc}?tl IZ ;llfé]l?él?uglority, has a turmnover of £25.9 million or more in the
f relevant financial year and 250 or more members of staff.
Public autharities are as defined in the Freedom of Informatl_op Act 25)00 anﬁ
the Freziom of Information (Scotland) Agt 2003. Chaptles ant_fs,miae
occup:ticiial pension schemes fall into tipr one if they are required to no :1 ]3;,: .t.hé
are/ ot exempt from notification. N0t1ﬁca_1t10n_ regula_nons‘ mayhpresc A
information about the data controller which is required for tbe purposC A
verifying the fee payable for notiﬁcat‘ion.1_7 The power has not yf}:lt een e_an <
as the 2009 Regulations do not provide specifically for the prov1s_ho i
information to the Commissioner to verify the fees. The Regulations Ermlf]l id ¥
where a data controller has been in existence for more than 12 mpnt s the dg
controller’s financial year” is defined as the most r_ecent lﬁnanmal yearf ending
before the notification fee is sent to the Cor.nrm_sswner in the case o 1{;18 I”?}:z
notification or the date on which the entry expires in t.he case of a reneltia .390 e
financial year in relation to a company is d.ete?'rlmned in accc_)rdapce }\:q;[ S.t‘ 0o
the Companies Act 2006 and for a limited 1.1ab1hty partnership Wl‘tht E‘lA seclz-loti(m
applied by the Limited Liability Partnerships (Accounts and Audit) (h pp blcan -
of Companies Act 2006) Regulations 2008.'° If Fhe data controller bas. eef e
operation for less than 12 months, the turnover is assessed on thg a51st ct) the
period for which it has been in existence on the datf? that the fee is senb 0 o
Commissioner, The term “turnover” is not defined in the Regulatll)ns 1_1th e
document “Notification Fee Changes—What You Need to Know”, which is
available on the ICO website, states that turnover,

“e in relation to a company, has the meaning given in section 474 of the
Companies Act 2006; _ . _ _ _
L] in re]pation to a limited liability partnership, has the meaning given in section

i ied by regulation 32 of the Limited
474 of the Companies Act 2006 as apphe_d y regulat _
Liability Partnerships (Accounts and Audit) (Application of Companies Act
2006) Regulations 2008; and

16 “Notification Fee Changes—What You Need to Know 20097, available from the ICO website.
17 55.16(h) and 18(5A) added by Coroners and Justice Act 2009.

'® reg.3 inserting new s.7A(3) into SI 2000/188.

!9 S12008/1911.
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® in relation to any other case, means the amounts derived by the da
controller from the provision of goods and services falling within the 4 4
confroller’s ordinary activities, after deduction of: trade discounts Valata
added tax, and any other taxes based on the amounts so derived” ki

It advises that groups of companies will need to assess the numbers of membe
of staff and turnover for each separate company in the group, not the overarli
group figures.

The SI sets out that numbers of staff are calculated by ascertaining the tota]
numbers of people who have been members of staff of the data controller for each
n?optlh of the relevant financial year, adding together the monthly totals ang
dividing by the number of months in the controller’s financial year. The term
“staff” will cover employees, office holders, and workers under a contract for
service, lpart_ners and volunteers under the Schedule to SI 2000/188. Where
information is provided to the Commissioner in order to enable him to verify the
fee payable it will not appear on the public register.

There are specific provisions to deal with the special cases of registration for
pa_rtnerghlps and schools (see above). In relation to a partnership registered
jointly in the name of the partnership under reg.5 the turnover and members of
staff are taken to be of the firm as a whole, which presumably includes the
partners themselves. In relation to a notification in the name of a school under
reg.6, the members of staff include the staff of the governing body and of the
school. A charity in England and Wales has the meaning given by the Charities
Act_ ZOQ6 §.1; in Scotland means a body entered into the Scottish Charity Register
mam_tamed under 8.3 of the Charity and Trustee Investment (Scotland) Act 2005:
and in Northern Ireland has the meaning in s.1 of the Charities Act (Northem’
Ireland) 2008. Small occupational pension scheme is not defined in the
Regulations but the ICO guide states that it has the meaning given in reg.4 of the
Oc_cupational and Personal Pension Schemes (Consultation by Employers und
Miscellaneous Amendment) Regulations 2006.

No \_/AT is chargeable on the fee. Change to entries on the retisier of
notifications is free. Over the last few years there have been a number o5 “scams”
Where organisations using similar sounding names to the OIC dubed businesses
into sending them money to register. A number have now bezi prevented from
trading. ‘

Fees cannot be returned opce they have been paid except in exceptional

circumstances. Any application for a refund should be made to the OIC setting
out the grounds of the application.

GENERAL PROVISIONS
Number of entries permitted

Thf_: Commissioner must maintain a public register of those who give him
notification of relevant data processing. He can only allow one entry in the
register for each data controller, as under 8.19(1)(b) he must make an entry
following a notification from any person “. . . in respect of whom no entry as a
data controller was for the time being included in the register”.
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GENERAL PROVISIONS

Therefore, if a controller already has an entry in the register and purports to
make a further application the Commissioner is under no obligation to accept 'it.
Presumably the Commissioner will reject such a purported application as invalid.
In the 1996 consultation paper, the Registrar recommended that each data user
should only be able to make use of each standard purpose once and ‘_[hls has been
put into effect, although the Handbook states that in exceptional c1rcun_15tances
the Office may allow the use of a purpose more than once “where we believe that

it will aid transparency”.
Refusal of a notification of entry

The Commissioner is given no specific power to refuse an application for
notification as long as it is made in the prescribed form. The restr_iction of
applications to the prescribed format should presumab‘ly ensure that he is .ablc to
treat a purported application for notification which is scurrilous, vexatious or
incomprehensible as invalid on the ground that it is not pre.senlted in the
prescribed form, but does not allow the refusal of any application in the
prescribed form however unlikely its contents may be.

Durztion of a register entry

An entry in the register lasts for 12 months or such other period as may be
prescribed by the regulations, and different periods may be prescribed for
different cases. The entry may be renewed on payment of the relevant annual fee.
Fees may be paid by cheque, direct debit or BACS. If an entry is not renewed
within the 12-month period it lapses and cannot be renewed. The data controller
must make a new application. The practice of the OIC is to send a reminder to
data controllers before expiry of the entry, although there is no statutory duty to
do so. Where a controller pays by direct debit the entry will be automatically

renewed as the fee is taken.

Public access to the register

The Commissioner must provide facilities for making the contents of the register
available for inspection free of charge by members of the public at all reasonable
hours. This is a mandatory requirement. The register is kept in electronic, not
paper, format. In order to fulfill the requirement physical inspection was available
by access to a computer terminal connected to the live register at the
Commissioner’s Wilmslow office; however this no longer appears to be the case.
A copy of the register which is updated daily is available over the internet. The
Commissioner may also provide such other facilities for making the information
contained in the register available free of charge. This is a discretionary power.
From August 2012 the copy of the register will be available in a DVD in reusable
format as a result of the Open Government initiative.
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Certified copies

The Commissioner must supply certified copies of the particulars contained i the

register to any member of the public who requests one. A fee is payable for sych
a copy. The fee remains £2.

APPLICATIONS FOR REGISTRATION

Method of application

No particular method of application is prescribed by the Act. There is ng
requirement in the Act that an application must be in writing. The provision in
s.64 that notice in writing is to be taken to include electronic form only applies to
notices under Pt II, that is those relating to individual rights. Notification
regulations may provide for the registrable particulars to be specified in a
particular form. This could be in writing but could equally be used to permit
applications to be made in electronic form, whether online or by disk,
Applications for notification can be made online and over the telephone as well
as by completing a form but in each case the applicant has to sign and return’a
paper form containing a declaration before the transaction is completed.

Security l]u]]]bers

The OIC issues each applicant with a “security number” which should be quoted
on any application to alter an entry on the register. This replaces the data user
number which was issued under the previous system.

Accuracy of applications

There is no provision dealing with the accuracy of information to be supplied to
the Commissioner. In the 1984 Act, it was an offence to knowingly-or recklessly
provide false information on an application for registratior. Senarately, the
Registrar had a power to refuse an application on the grounds ‘hat the information
provided by the applicant was insufficient.

The Registrar took the view that inaccurate information could not be regarded
as sufficient and was prepared to refuse applications on such grounds. In the
absence of either provision, it appears that the Commissioner would have to
accept an entry then take action under s.21(2) if he had sufficient evidence it was
false. Section 21(2) makes it an offence for a controller to fail to comply with the
duty to keep particulars up to date as required under notification regulations.

Removal of an entry

The data controller can have an entry in the register removed on application to the
OIC as long as he can cite the security number.
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APPLICATIONS FOR REGISTRATION

Assignment of register entry

that the benefit of a register entry cannot be assigned or trans}[;felrfr:e(a;lli
onvenient where the data controller undcrgoes a changte ga gon

Jity, for example where a sole trader sets up a limited company to carry
- l:: siness the register entry cannot be transferratd. The new company
rﬂ;zsia;;naekal; fresh application for notification in its own right.

Jt appears
This is InC

Changes

intai te
In any case where a controller notifies, he must maintain the e?try a; \E:kll ;ilc;rgl °
4 igati ify changes, irrespective o
t of the obligation to notify ¢ d !

i i in the Regulations. The purpose

ification 1 datory, is set out in the Regu .

fication is voluntary or man ] ] :
]1'150::) ensure, so far as is practicable, that at any time the entry contains

’ d address; and
e controller’s current name an . . . ‘
g;)) ;hdescriﬂtion of the controller’s current processing practices or intentions,

nd tlat s description of the current security measures is lodged Wl;[]hl :Ez
Cof:lnmr; oner. Failure to keep the entry up to dar}?] in f?ccorqangzevz1f e
G )tion rei i i der 5.21(2). The offence 1s
4Gcation regulations is an offence under ¢ . ice:
9'?; 1T 5 latlthouggh a defence of due diligence 18 avallal_)le. Application for chan]f:rs
lg)ﬁkt’fllezntry must be made in writing and accompanied by the security number.
v

Where the data controller either:

alters his processing to the extent that the application or entry no longer

accurately or completely reflects his activi_ties; or S o e
e changes the security arrangements which he has submatte

Commissioner;

he must notify the Commissioner of the alteration at the latest within 28 d.ayi
of its taking place, and amend his entry or statement to reflect the curren

situation.

Obligations of Commissioner

A data controller is deemed to be notified from tpe datg 01(:; “;}th é}(l)?n :gg:icot]l:l}z
icati ther with the fee is received at the :
completed application form toge : il e ——
ication i tered post or recorde Ty
er’s office. If the application is made by regist I TE o e
I i i i the date on which the application was p :

period of notification begins on th ‘ _ T D il o
issi i for notification when he

Commissioner must inform applicants ical T
i i i d within at least 28 days of receip

entry in the register as soon as practicable an :

th:-)a(lpplicatioﬁ. A copy of the entry is sent to the controller when it has been

added to the register.
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Notification of security provisions

The 1998 Act requires a data controller to notify the Commissioner of the
security arrangements which the controller has in place to protect the Dersona]
data. Under 5.18(2)(b) a notification must not only specify the registerable
particulars in the form determined by or under the regulations but also include
general description of the measures to be taken for the purpose of complying with
the seventh data protection principle”,

The seventh data protection principle requires that:

“Appropriate technical and organisational measures shall be taken

ised or unlawful processing of personal data and against a
destruction of or damage to, personal data”.

against unauthop.
ccidental loss or

This security information does not appear on the public register, It ig held, and
presumably assessed or congidered, by the Commissioner.

The seventh principle is accompanied by inte
the matters to be taken into account in deci
appropriate. Broadly these cover the nature of ¢
the practical and financial imp
including:

rpretation provisions covering
ding if security measures are
he data, their possible uses, and
act of achieving effective security for the datg

(a) standards in handling employees who have access to personal data; and
(b)  standards in appointing data processors with access to personal data,

They also require a data controller who is using a processor to process
personal data for him to bind the processor by a contract made or evidenced in
writing to apply the same standards,

The security requirements im

ol

posed by the seventh principle are thus specific
in some detail. However the actual security technique chosen need rot ue
supplied to the Commissioner in that degree of detail, Under 8.18(2). the data
controller need only supply “a general description” of the security measures.
The Regulations provide that this shall be determined by the Commissioner
These are dealt with by applicants for notification being asked te respond to a list
of questions as follows:

L 3
“Do the measures taken by you include

adopting an information security policy;

taking steps to control physical security;

putting in place controls on access to information;

establishing a business continuity plan;

training your staff on security systems and procedures; and
detecting and investigating breaches of security when they occur?”

The form previously asked whether the data controller had adopted the ISO
Standardon Information Security Management, ISO 17799, but no longer does
so. The Commissioner’s staff do not assess the level or type of security the
controller has in place but simply check that there are some security standards.
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ASSESSABLE PROCESSING

i tary of State to determine the categories
22 sets out the power of the Secre ne th
Secuo:ssable processing for the purposes of the Act. No determmat]on has be;g
= ?ji;s so these provisions have not been activated. Section 22 derives from art.
gi’athe Directive under which Member States shall:

1 oy v 1 oo d
rmi i i to present specific risks to the rights an
“det e the processing operations likely to p . :
?Z:dorlr?s of dita subjects and shall check that these processing operations are
. ,
examined prior to the start thereof”.

The Directive does not state how the checks are to be don_@. In the 1?98 Ac;,a ]t:,}llz
¢ to be carried out following receipt of a not1_ﬁcat10n of asses
e i It might reasonably be assumed that, following those checks_, the
procesém!r%- authority would have some appropriate range of responses -avallable
Sup_ef\ﬂsg };1 with cases which did show serious risks to individual rights and
i se ossibly including the imposition of conditions before the start of
freedOIT_l , Dm sven forbidding processing altogether in the most extreme case.
%ies iﬁf 1";'1); appear to be the spirit of the Directive, it does not in terms require
that an;z particular powers are to be 1ft;f&ilal:)le fo th: ;;f;:;\;ﬁfg 3;2}:.?;1?; 1211;1 g
ksl ssing would cause serious e Tig
zhf ;i *11302? ;};?(t it]?c?i\I:irslf:]. Segction 22 follows the letter of the D]IBCT.IV?. If a
ﬁog‘fi(;;ltion reveals to the Commissioper that the assessabfh;1 ; proc_egsﬁlg[ hl:
unlikely to comply with the Act he must inform th.e controllelj of 1ts ogm;lme.n S
Commissioner has no power to forbid the processing or require l1]t }(13 eb i
until the controller actually carries it out. The Commissioner will ¢ fetn_ e e
take enforcement action under his enforcgmem powers. However,d it is po
that by such time the breach may be irretrievable and the damaged on_e._time o
The assessable processing provisions therefore cannot be used to ini et
Commissioner’s enforcement powers. They could be 2 c_atalyst for t]};e e)t(erﬁ]l;orm
individual rights in an appropriate case if the Commissioner Weref Ee to inform
individuals who are potentially affected by assessable processing of the im e
risks. This would enable such individugls to take 1r1;unct1ve a;t;lc.)? ormc; fn
notices of objection to the processing in an appropriate case. 1 is se:than "
unlikely outcome, however, and as it stands 5.22 appears to be little mor
formal nod towards the implementation of art.20.

Types of processing

Types of assessable processing may be specified by the Secrt?tary of 1Sﬂzaie :)y
Order. To be specified, processing must appear to him to be particularly likely to:

(1) cause substantial damage or substantial distress to data subjects; or .
(i) otherwise significantly to prejudice the rights and freedoms of data
subjects.

No further assistance is given as to what amounts {0 substantial dcflma_ge or
substantial distress. It is not clear whether the test is intended to be subjective or

objective.
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CHAPTER 23

. Monitoring Of Communications,
Interception And Access To Encrypted
Data

INTRODUCTION

¥

nect for the confidentiality of communication is a fundamental aspect of the 23-01
t to privacy as set out in art.8 of the European Convention on Human Rights
Fondaraental Freedoms (“the Human Rights Convention”). Article 8 requires
Stais to respect “private and family life, home and correspondence”. Article 5
Drective 2002/58/EC applies this right to the provision of electronic
mmunications by public service providers. Crucially, art.5 restricts eavesdrop-
on electronic conversations or monitoring the use of communications
ystems in public electronic communications systems. In an era in which
pvemment security and policing are increasingly reliant on surveillance of: all
nds, but particularly surveillance of communications, the scope of the
ictions imposed by art.5 and its predecessor in Directive 97/66 has been a
matter of considerable controversy. The importance attached by the Government
fo surveillance and menitoring of communications for the purposes of tackling
‘erime and terrorism has thrown the impact of these restrictions into sharp relief,
‘The nature of digital surveillance and the proper approach to controlling such
surveillance raises many challenging issues. The surveillance techniques to which
‘we are now subject range from CCTV through ANRP to data collected as a result

‘of purchases. In this chapter we only cover the specific areas of:
i

the European legal background to the rules governing the monitoring of

communications;

the scope of the European legal instruments;

®  the regulation of access to communications data and interception of
communications on public telecommunications in the UK under the
Regulation of Investigatory Powers Act (RIPA);

® the regulation of access to encryption keys in the UK under the RIPA; and

®  the regulation of the interception of communications on private systems

under the Telecommunications (Lawful Practice) (Interception of Commu- ‘

\ ~ nications) Regulations 2000 (“LBP Regulations”) made under RIPA.

3 In addition to access to communications data and the interception of
?ﬁmmmucations on public networks, RIPA covers covert surveillance, use of
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intelligence sources and related matters. Only Pt 1 of Ch.l—ﬁUnlaWﬁﬂ _
authorised interception, Ch.2—Acquisition and Disclosure of COmuﬂicaﬁom
Data, and Pt [II—Investigation of electronic data protected by encry
covered in this chapter.

The scope of the European legal instruments is important in this ¢g
affects how much freedom the UK has to decide on its own rules in so
areas. The relationship with the European legal instruments
considered. Note that the overall scheme
communications is outlined in Ch.22.

IS therefoy,
for the regulation of elcCtl‘Gnic

BACKGROUND

The rules which govern this area are derived from supra-nationa] legal
instruments: the Human Rights Convention, Directive 2002/58 and ity pre-
decessor Directive 1997/66. There were deficiencies in the way that the UK
implemented its obligations under these instruments which are noted in the
and action was taken in relation to deficiencies which came to the attention of the
Commission as a result of the Phorm Webwise issue in 2008. This resulted iy
amendments to RIPA covered below. There are different rules for Interception gf
communications and for access to communications data. Interception hag a le
definition in the Regulation of Investigatory Powers Act 2000 (RIPA) byt broadly
covers any access to the content of communications. Interception may take plage
either by monitoring, that is listening into a conversation in the course of jfg
transmission across a communications network' or viewing an e-mail exchange
while it is taking place; or recording, that is accessing the communicatins
message in the course of its transmission across a communications network ony
taking a copy to listen to or read later. Access to communications dat reans
having access to the traffic data about the communication, mncluding th= service
data and subscriber data,?

Communications data is the information generated as a resuli of electronic
communications (such as the number called or the length of fhe call) rather than
the content of the communication. There are special rules v:hicl allow businesses
(which includes the public sector for these purposes) to iniercept the contents of
communications on their own systems subject to safeguards. These are found in
the LBP Regulations. There aré no provisions which specifically authorise

businesses (including the public sector) to access or use the communications data
on their systems.

! Note that monitoring one half (or even both halves) of a conversation via bugging devices would
ol constitute an interception: see, e.g., R. v Smart [2002) EWCA Crim 722 at para,68.

2 See 8.21(4)(b) and (c) of RIPA. Schs 1 and 2 of the Regulation of Investigatory Powers
(Communications Data) Order 2010 (ST 2010/480) set out which public bodies have access to which
types of communications data; many only have access to service data not traffic or subscriber data.

802

Ption, aﬁ

ntext ag jy
e of thege:

BACKGROUND

SUMMARY OF MAIN POINTS

Interception of communications and access to communications data involve
n

® preaches of art.8 of the Convention rights and on public networks are

g f Directive 2002/58. '

: Subjﬂcet i?o?lnjcgess to communications data and retention of communica-

(b) :f;;cdgta ar,e covered by a number of intersecting provisiops. _

i ;ub]ic bodies carrying out interception of content on private electronic

© ommunications systems which they control (e.g. mterr_lal government
;epartment systems) are subject to art.8 of _the Convention and havela
lawful basis for their interference with those rights as long as they comply

i Regulations. .
‘;;Ta:];ebzgis cfrurying out interception of content on private elegtromc

@ mmunications systems (e.g. internal telephone systems) are not du_ectly
:l(l)bjeCt to art.8 of the Convention but in any event have a lavs_fful basis for
the interception as long as they comply with the LBP Regulations. .
Public or private bodies carrying out survelﬂa.nce_ of or accessing

© comm.mications data on private electronic communications systej'ms which
they control (e.g. internal systems) have no clear leggl bams for the
mterference as the LBP regulations do not cover‘commum.catlons data and
‘e legal position of such surveiIlanc_e or access is uncertain. =

(t) Public bodies carrying out interception or access to. commumcatlonsf g} a
on public telecommunications systems are subject to art._S 0 i e
Convention and art.5 of Directive 2002/58 and have a lawful bas1s_ for eir
interference with those rights as long as they have proper authority under

.g. warrants. ]

(2) Ili]?:rt ies %10 lawful basis for private organi_sations to be authorised to caTy
out interception or access communications dfata on or from _ public
telecommunications systems. Any such interception or access (‘:amed out
intentionally would be unlawful under RIPA unless those subject to the
interception or access gave consent.

BACKGROUND

Article 8 of the Convention rights

The interception or surveillance of a communication is clearly an interference
with the art.8 right of an individual.® Article 8 provides:

“(1)  Everyone has the right to respect for his private and family life, his home and
his correspondence. _ _ . _ )

(2)  There shall be no interference by a public al_lthonty with t_he exercise of_ this
right except such as is in accordance with law {md is necessary in a
democratic society in the interests of national security, public safety or he

~ 8ee Ch.2 for a full description of the impact of the HRA and the case law on art.§ since Qctober
2000. Concerns about the impact of interception on private life were expressed by the Art{cla‘ 29
Working Party in its Recommendations in the Respect of Privacy in the Context of Interceptions of
Telecommunications of May 3, 1999.
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democratic we_ll—being of the country, for the prevention of digg
for the protection of health or morals, or for the protection of
freedoms of others”,

tder OT Cripma

This is now part of UK law by virtue of the Human Rights Act 1998, 1
the.UK was found wanting before the European Court of Human Ri .h b
of its failure to regulate comprehensively the interception of comrgn i 'bec;auge
The ﬁrsf_ statute to regulate the interception of communicatio e
Interception of Communications Act 1985 (IOCA), which was pass nds fwaS th
an adverse finding against the UK in the case of Malone v UK 4 UKe Ol'lﬁmg
been for telf.:phone taps to be carried out under admim'strative- practip o
cgmprehenswa stf_itutory code governing surveillance activities. Thus :;: i -
th not comply with the standards necessary to meet art.8(2) as it was e
in a legal scheqla which was sufficiently clear or transparent to enable rtll-?et s.et. T
to understand in what circumstances and in what conditions publi Clt?z-en
we;eo :::mpowered to carry out such activities.’ PR
A made it an offence to intentionally intercept a ication i
course of trfmsmjssion by a public telecomrilunicatiopns s;;r:r]nnusﬁgzmn'm th'e
was done with the authority of a warrant issued by the Secretar;/ of Sts telther l-t
1nte_rc_:ept0r had reasonable grounds for believing that either the sendEl o
recipient had consented to the interception. However, the limited remit erf o
meant t_hat the UK continued to face adverse findings by the Court at St(r) II)OCA
in relation to interception. In the case of Halford v United Kingdom.6 thas(jomg
found that the tapping of a telephone which was part of a private netwjorkfv i
covered by IOCA and thus without a proper legal basis. In a variety of casels It;(l}t
Court also _foun_d that the failure by the UK to regulate surveillance by ele ;S .
eavesdropping in other ways breached art.8.7 In the UK courts in R yv E ; Zam-f
was hei(.i that calls from a cordless telephone which were intercepted lbetwﬁic H]
base unit and the telephone were not covered by IOCA. pE
%en thelConvention rights were implemented in the United Kingdem by th
HRA it was imperative that the entire area of surveillance was reviewad: anél ut:
on to a proper statutory footing. The government decided that the appro riI:lt
approach was to deal with both art.5 of Directive 97/66 and '1;1.8(213) (?f th:

(:()I]Ventl()u rlghtS mn tlle same 16 ISlatIOIl and dId 0 1N "GP a d ﬂlB B}
g 5 il L

Article 5 of Directive 97/66 and 2002/58

Article 5(1) of Directive 2002/58 requires Member
confidentiality of

States to ensure the

ok communications and the related traffic data by means of a public communica-
ions nelwor.k aIlld publicly _avallable electronic communications services through
national legislation. In particular they shall prehibit listening, tapping, szorage or

* (1985) EH.RR. 14,

For a mor detail analysi 3
Y . ]
( COTE e E[. alysis see K Starme 2 European Human Rzgkts Law.

Khan v United mgciom (200] )31 EHR.R 45; PG v United om L.R. 308
ted K i Unit Kfﬂgﬂl 2002] Crim

304

the rightg and

1

BACKGROUND

other kinds of interception or surveillance of communications and the related traffic
data by persons other than users, except with the consent of the users concerned,
except when legally authorised to do so in accordance with Article 15(1).”

fn 2010 the UK was found to have failed to have implemer.lted the requi_rement
operly and made consequential amendments to RIPA in 2011, which are
covered below. The provision largely re-states art.5 of Directive 19?,7/66; thp
difference is in the addition of the reference to “Elllld related traffic data” which is
dealt with below. However, in respect of the interception of the content of
communications the provision is identical. It requires Memberl States to prohlb_lt
the interception of communications and access to com_mumcatlon data on public
networks except either where users of the communication system have consented
or the interception is legally authorised. ' . .
The scope of areas where legal authority may permit an interference is not in
fact limited to the derogations provided for by art.15(1), as art.5(2) further

provides that:

“2)  Peragraph 1 shall not affect any legally autht_)rised re_cording of communica-
ions and the related traffic data when carried out in the course of lawful
Lusiness practice for the purposes of providing evidence of a commercial
transaction or of any other business communication”

Kouital 23 provides some further explanation of the scope of this derogation as

LJollows:

“Confidentiality of communications should also be ensured in the course of lawful
business practice. Where necessary and legally authorised, communications can be
recorded for the purpose of providing evidence of a commercial transaction.
Directive 95/46/EC applies to such processing. Parfies to the communications
should be informed prior to the recording about the recording, its purposes and the
duration of its storage. The recorded communication should be erased as soon as
possible and in any case at the latest by the end of the period during which the

transaction can be lawfully challenged”.

The derogations provided for by art.15(1) permit Member States to adopt
legislative measures to restrict the scope of the rights and obligations where the
restriction constitutes a necessary, appropriate and proportionate measure within
a democratic society to safeguard

“ . national security (ie. State security), defence, public security, and the
prevention, investigation, detection and prosecution of criminal offences or of
unauthorised use of the electronic communication system.”

The judgment of the Court of Justice of the European Union (CJEU) in
Productores de Musica de Espaiia (Promusicae) v Telefonica de Espania SAU
(C-275/06) made clear that the grounds of exemption allowed in 95/46/EC should
also be regarded as relevant to 2002/58. Article 15(1) makes it explicit that
Member States may adopt laws to provide for the interception of communications
including cases where the reasons fall outside community competence but the
measures must be in limited to those allowed by the Article. Any abrogation of
the confidentiality of communications must also be in accord with Community
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law including the principles in art.6(1) and (2) of the Trea inci
art.6(1) and (2) enshrine the fact that the Un(io)n is foundedtgﬁzﬂg rineer
llbertly, dtlamocracy, respect for human rights and fundamental freed()I:n;J glples 8
Dgectlve 2_002/58 does not apply to areas outside the scope of EU-1
thus mter_cepnc_m may take place for matters outside scope. Recital 11 of p_e:)W :
makgs this point explicit but also makes it explicit that the Convent; 0'2/58
continue to apply to such interception. RIPA is primary legislationon Tlglgts
provisions apply to all interception which is within its scope. g

Confidentiality of communications data

As noted_ abpve, Directive 97/66 did not impose any restriction on the a
communications data. It did impose restrictions on how such data can be i
thf)se Who provide public electronic services which have now been re o by
DII‘CCUVGIQOQZ/ 58 and are implemented in the UK by the Privacy and Elzzaifd 8
Communications (EC Directive) Regulation 2003 (see Ch.22). Directive 2800111(:
placed access to communications data arising from public electronic comm 2‘/58
FIOHS services on the same footing and subject to the same restrictioumca-
mterception. There has however been no subsequent change to the lns "
statutory provisions in RIPA or the LBP Regulations. S

RIPA covers the acquisition and disclosure of communications data b
de_SIgnated public authorities from public service providers and operators )ji
private systems, such as those used internally in business and public offices Tl? '
L_BP Regulatlons do not deal explicitly with communications data. The cu.n- :
situation therefore is that operators of private networks, both public and pri K
sector, access aqd use communications data for their own purposes such I;sw}mt?
managtlament' without any general supervisory regime other than the dat
protection principles; specifically there is no legal basis for accessing such d'\"«a
It can be assumed that the view of the UK Government was that operatn s ;f
private systems, whether the system controller is in the public or the Iifivate
sector, need no additional powers to access or use communications flata\ The case
of Copland,'® however, suggests that such use and access, by r\ubiic.bodies at
least, engages art.8 of the Convention Rights R

Copland v United Kingdom

Mrs Copland was employed by a Further Education College. During the course of
her employment her telephone and internet useage were monitored by her
employer. There was some dispute over whether interception of contents took
place_: bl_lt the Court took the view that it did not have to decide that as the
monitoring of the communications data amounted to a breach of art.8 in any
event. Mrs Copland had not been told that her communications x;vould be
monltore_d. _The UK government had argued that the monitoring of the
commumcations data did not amount to an interference in private life but the
Court held that it did. The Government also argued that, if there was an
interference, it was on lawful grounds, being incidental to the powers of the

® art.15(1).
% Application No.62617/00.
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college and was proportionate. The Court held that there was no .]aWﬁ_Jl ba'sis as
{here Was NO €XPress power and therefore the question of proportionality d1_d not
arise. It found against the UK on art.8 and also art.13 in that Mrs Copland did not
have an effective remedy for the breach of her art.8 rights. It appears that the UK
Government dealt with the judgment by stating to the Joint Cf)rm‘mttee on Human
Rights in 2007 that it had implemented the Court'’s judgment in Copland by virtue
of Telecommunications (Lawful Business Practice) (Interception of Comn}u.mca-
tions) Regulations 2000 and that this was accepted by the Commuteel of Ministers
in March 2008.'"" However, the response did not deal spec1ﬁca113l/ with
communications data and although it has been accepted by the Committee of
Ministers the result seems open to doubt as the Regulations do not cover

communications data.

COVERAGE OF DIRECTIVES

Areas which -are outside Community competence are outside the remit of
Community:law. Article 3(2) of Directive 95/46/EC specifically sets out those
limits by previding that the Directive does not apply to the processing of personal
data cartied out in the course of activities which fall outside the scope of
Coneeunity law and explicitly not to processing operations

“concerning public security, defence, State security (including the economic
well-being of the State when the processing operation relates to State security
matters) and the activities of the State in the areas of criminal law™.

A directive itself may also be limited in scope because of the basis on which it
was made. Directives are secondary legislation of the Community. A legal basis
for the making of a directive must be found in the Treaties.!? Directive 95/46/EC
was made as an internal market measure on the basis of art.95. Any purported
action under the Directive must fall within the scope of art.95.

The limitations of the legal basis were emphasised by the ruling of the
European Court of Justice in the cases heard on the transmission of Passenger
Name records (PNR) to the United States.!® Following the terrorist attacks of
November 9, 2001 the United States had required airlines to disclose detailed
passenger information relating to those who travelled to the country. In order to
provide a lawful basis for the required disclosures the European Commission had
adopted two decisions, the first holding that the US Bureau of Customs and
Border Protection (CBP), part of the Department of Homeland Security, provided
a sufficient level of protection for the personal data being fransferred and the
other embodying an agreement with the US authorising the transfers.!* The

' http:ftwww.publications.parliament.uk/pa/jt200708/jtselect/forights/173/17317. him [Accessed

October 5, 2012].

" For a fuller discussion of the scope of Community law, see Ch.1, paras 1-16 onwards.

"% Joined Cases C-317/04 and C-318/04 of the European Court of Justice, May 30, 2006.

" Commission decision 2004/535/EC of May 14, 2004 on the adequate protection of personal data
contained in Passenger Name Record of air passengers transferred to the United States Bureau of
Customs and Border Protection ([2004]0J 1.235 p.11) and Council Decision 2004/496/EC of May 17,
2004 on the conclusion of an Agreement between the European Community and the United States of
America on the processing and transfer of PNR data by Air Carriers to the United States of America
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European Parliament applied for the decisions to be annulled on the bag;

e . . S that he
decisions were outwith the competence of the Counci

1 and the Commission_

Community competence

The institutions of the Community do not have competence to rule on matterg

that
are not within the Treaties of the Union. Security is outside th

greed with the
September 30,

Directives 1997/66 and 2002/58 however were implemented by regulationg
iti and are therefore only

made under the European Communities Act 1972
applicable to areas covered by Community competence.

Directive 2002/58 applies, and will be relevant as an aid to interpretatio,
Where the surveillance or interception falls within areas of  Comiunity
competence, as with the monitoring of business calls, but does not apply, and is
only persuasive, at best, when the surveillance or interception is ¢

under that primary legislation. RIPA will therefore apply irrespective of the rules
relating to Community competence. The tortuous relation

by art.5, Implicitly, therefore, monitoring for other purposes
such as national security which are outside Comnunj

on the transfer and processing of PNR data by Air Carriers to the United States Department of

Homeland security, Bureau of Customs and Border Protection ([2004] OI L183 p.83).
"* For a more detailed review, see Ch.1, paras 1-16 onwards.
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i traffic
relevant to the issues raised by the debate on the retention of

ig 1 ; tion rights
- 11 as to the surveillance debate. Where art.8 of_ the C(?OT;::S accesgs o
- ‘flewever interception, and now it appears following Copland,
0 ) ’

i ention
f communications data, must comply with art.8(2) of the Conv

applies
and use ©

rights.

gCOPE OF CONVENTION RIGHTS

Rights Convention and the HRA are only directly bl}l:dllsltg t(;n ﬁ);;b{:;

E H}H'Ilaﬁl ; me circumstances the ECtHR has held‘that the i s
B o o the protection of rights against the actions of anot er privat
e BHSHT}? s sa?d that this applies to art.8. The extent pf the obhgathltl is

ey Courtrt ain the UK have taken account of art.8 in the law as i 1?
e vt Sb dies such as the media in respect of the lpubhcatloq 0
applied to private hOHRA came into effect in 2000.'° It is possible, the.:re“m;e,
o Psuff:ehit: SOuld influence decisions in respect of private bodies, 0‘1;
E iﬁ: \ *E;glencing the interpretation of employment lawls. In Mc(fiow;zm
gxm;rttgl’? ';‘/i r:;::” the EAT considered the applﬁca_tia:)nI oilﬁirtt.?alsg :1;16 EjEHE[ Oli/pheld
4 ) o ic authority. In tha
X Th:g E?Fhlg j{"ili‘b}il{;l\:f:f;t \ZgieitpsluEEZi?lance o?‘/ an employee’s house was not
S if i y it was justified.
: bfadt}a? u;slf;m?s E;)zil?zgha:rtewcoécemed they are ll)oundtf;i:;ti.gn (E(i;r :EZ

X i r obtaining au :
Com.rent-ion rights bl :;{faiik;)?l\;edr;?algziﬁz:glg}? internal syst_ems. Public bO‘dll;!S
| OfICOI:[ﬂIm; ly for authorisation for interception or access of
o 0111){ ﬂb : c{;ta Ifllrjlder the relevant provisions of RIPA for the pur}.)ose ;d
‘tfn'm;inbllciitﬁtllitions This point was made clear in the case of C v Police a

eir ;

18
Secretary of State for the Home Departinent.

perSO

19
C v Police and Secretary of State for the Home Department

igatory Powers Tribunal has exclusive jurisdiction.to hear con}péal.sltlst
e IHVESUB? . f powers relating to surveillance authorised or carn;t:i s
o miu?etifedp olice officer complained to the Tr_ibunal that he ha : :fe
?Sircf{t]c}: ?c.)vell-tesurve?llance by private J'Jwestigautorsl actlmg for (‘;ile Igghhc:d ob een.
The i i t on medical grounds. .
Kir— :;13};31;3 Zaglzeggﬁggninjury” award after trippmg o_verhg
aWﬂrde_d Comﬁa'e‘m tation. The force wished to check the extent of the mjuriel;s
Ea;pet #eie]?io "l[L]feScompiainant asserted that the surveillance shou}gegawgr eg:llz
aﬁthgilised under the provisions O.f 5.26 of‘ RI_PA. :2;;1 Sliaézyis s re
—ri—" C'(?Ie]?t Sun{'elEt?gzeoﬁf?;zgigcngperation", jand will result
2 se of a specific investig
ilfot;l::hzblzzifi{;g of prixlfjate information about a person.

i i i 2000.
16 See Ch.2 for the cases on privacy and the media decided since October

17 UKEAT/007/04 sl
'® Investigatory Powers Tribunal, No.IPT/03/32/H, November 14,

3 2006.
¥ Tnvestigatory Powers Tribunal, No.JPT/03/32/H, November 14,
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The case hinged on whether the surveillance by a ublic authori
rllftr\}l; purpose such as employment-related matter 13Was oovi;zgt{);ors zgnvate
Tri uqal held that 1t was not and that only surveillance for the purpos- o
Efpitliatow t_‘uncﬁons of public bodies can be authorised and carried oeust .
gk ccordingly the claimant had to bring his claim within the gene alllnder
pplymg art.8 and data protection and privacy rights, rather than h e
remedy before the specialist tribunal. ! -
As part of its judgment the Tribunal made some general comments gn th
e

nature of surveillance, the takine of ph 5 :
mare generally: g of photographs and the obtaining of informatign

f;mm\ﬁléf.nlzf; by pubcllic authorities (or indeed anyone else) is not in itself unlawfu] at

» Dor does 1t necessarily engage Article 8 of th i 3
. e Co

(e})lga::l;lple':, general obsewqtlon of members of the public by the policeni‘lfleftlﬁleonl o

lawﬁlliryll?gozl;t th:al_r trm]t‘tme public duties to detect crime and to enforce the i:lvl(rs.e

ul. S not mterfere with the privacy of the individual citizen i 5

requires specific justification; see, for example, Friedl v Austrial;ulzg?;SHleagv}a[}PiIt{%it

0Tlll‘utsh th(:]ill?] nowdbe treated with some caution given the ECtHR and UK case law
b [% 839]1;383‘/ (ij ﬁlg?ii?t; hé\zstodf; Commissioner for Police of the
: i . the Court o e jori
dflf:tdEd tl;lat thej Mt_atropolitan Police had actedplzlnaile:\z?f'u?]}tzvv ;ltnoer(inii T:g:iﬂf)‘;,
{3 ographs which it had taken of an anti-arms trade campaigner as h ”
leaving tlhe AGM of Reed Elsevier Plc (“REP”). Although the poli i
Justified in taking the photographs in the first instance the court sa?g 112?1‘[ ‘f]f;;

hOyLlld ha\de bee“ de tro ed aitel a S]l“It SpaCG ()f t]“]e once it was Icallsed tha

REGULATION OF INVESTIGATORY POWERS ACT 2000

Communications data

Soam‘ﬁél:;?t;oqi_data él;der RIPA covers traffic data under Dire~tive 2002/58 but
chinition. Chapter II makes provision for authori "
rde oriscd persons to obtai
communications data from telecommunicati - i
: . ation operators subject to service
;pé);t;}:}g:t?tqotlces and places operators under obligations to make clisclosure(;f
» Il 1mposes no obligation on operators t i i
g ol ‘ P § to retain data for any specific
, 2 point which caused problems for both iti
as the prohibition in Directive 2 1hs sefantion of ol
i s 97/66 and 2002/58 on the retenti
i ( tion of traffic data
was opposed to the wishes of the investipati i oy
. tion and intelli iti
have widespread access t o cificant periods (¥l
0 such data accumulated o igni i i
. : : ver significant periods. This
cg;]rfu\zfligzzlgnidgrsss(ed, fg hlezajz)t in part, in the rules governing thepretention of
ata (see Ch.24). Tt should be noted fo
) tion: I completeness that access
communications data may not be sought exclusively under RIPA. There are

0 See Ch.6 for the case law on photography:.
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numerous statutes which pre-date RIPA but which would also potentially allow

for the relevant public body to seek such information for the purposes of their

functions.*'

Definition of communications data

This is defined as:

“(z)  any traffic data comprised in or attached to a communication (whether by the
sender or otherwise) for the purposes of any postal service or telecommuni-
cations system by means of which it is being or may be transmitted;

(b) any information which includes none of the contents of a communication

' (apart from any information falling within paragraph (a)) and is about the use
made by any person—of any postal service or telecommunications service;
or in connmection with the provision to or use by any person of any
telecommunications service, of any part of a telecommunications system;

() any information not falling within paragraph (a) or (b) that is held or
obtained, in relation to persons to whom he provides the service, by a person

nroviding a postal service or telecommunications service”.??

The cofteiis of any communication are not included in the definition. Traffic
data’1s defined in relation to any communication as:

“() any data identifying, or purporting to identify, any person, apparatus or
location to or from which the communication is or may be transmitted,

(b)  any data identifying or selecting, or purporting to identify or select, apparatus
through which, or by means of which, the communication is or may be
transmitted,

(c) any data comprising signals for the actuation of apparatus used for the
purposes of a telecommunication system for effecting (in whole or in part)
the transmission of any communication, and

(d)  any data identifying the data or other data as data comprised in or attached to
a particular communication, but that expression includes data identifying a
computer file or computer programme access to which is obtained, or which
is run, by means of the communication to the extent only that the file or
program is identified by reference to the apparatus in which it is stored™. >

It appears from the breadth of the definition that cookies would be capable of
being communications data. If that is the case then, under Directive 2002/58, an
employer who reviews the cookies on the system to see which websites have
been visited by employees would be accessing communications data.

It is further provided that traffic data includes any references to the actual
apparatus through which it is transmitted.”*

Chapter II applies to conduct in relation to a postal service or telecommunica-
tions service for obtaining communications data other than conduct consisting in

2 See Freedom from Suspicions—Surveillance reform for a digital age, para.153, quoting Lord
MacDonald in Review of Counter Terrorism and Security Powers(Com 8003, January 201 1).

2 521(4).

2 §21(5).

# 5 21(7).
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MONITORING OF COMMUNICATIONS, INTERCEPTION AND ACCESg

t};e interception of communications in the course of their transmission by meang
gatiech a service or system and the disclosure to any person of communicationg
It provides that conduct to which the Chapter applies shall be lawful where :
1s conducted by an authorised person in accordance with the authorisation 25r a4
noted earlier however it makes no provision for establishing the [awfu]né g
access to and use of communications data other than under Ch.IL e
_ It provi_des for designated persons to serve notice on postal or telecommunicgy
tlons service operators requiring the operator to disclose specified communj s
tions data®® and places a duty on the service providers to comply with f];i’
requirements of the notice?” as far as is reasonably practicable.?® If the operat ;
does_ not already have the data in his possession the notice may require];]jm :.or
obtain it, if the operator is capable of doing so. The obligation on the operat :
may be enforced by civil proceedings for an injunction by the Secreta of St e
“or other appropriate relief” 20 B ¥
The @signated person must believe that it ig necessary to obtain the
communications data for one of the specified interests or purposes and that it ig
proportionate to the objective to be achieved that the data be obtained.

Specified interests or purposes

These are partially set out in reg.22(2), but the list is not exhaustive as it includes
a provision for the Secretary of State to specify further purposes by order. There

has beep one order under this provision.?® The purposes provided for in the
sub-section are:

the interests of national security;

the purpose of preventing or detecting crime or of preventing disorder:

the interests of the economic well-being of the United Kingdom; j

the purpose of protecting public health; ’

_the purpose of assessing or collecting any tax, duty, levy ‘oi other

lmposition, contribution or charge payable to a govemment dpr;altmellt'

® the purpose, in an emergency, of preventing death or injurv<or fmy dame,lge:
to a person’s physical or mental health, or of mitigatits any injury or

damage tlo a person’s physical or mental health; )

to assist in investigations into alleged miscarriages of justice; and

to identify and notify the next of kin of a deceased or incapable person.

The_ c_:ategor_ies of designated persons are officials or office holders for public
authorities as listed or as prescribed by the Secretary of State.3' Such persons are

then entitled to authorise others of the same level or rank to exercise the powers.

25

Regulation of Investigatory Powers Act 2000 5.21(1).
26 5.22(4).

27 3.22(6).

2 §29(7).

2 5.22(8).

3 The Regulation of Investigatory Powers (Communication iti i
ixmendmer'lt) Order 2006 (SI 2006/1878), repiag:ed by SI 2010/:801.) Y Chdilions] Funotiort

Regulation of Investigatory Powers Act 2000 $.25(2).
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All authorisations and notices must be given in writing and contain prescribed
parﬁculafs.32 A notice may have effect for a month but may be renewed. Notices
may also be cancelled. The Secretary of State may make arraqggments for
contributing to the cost of complying with notices under these provisions.

These provisions potentially allow officials of public authorities widespread
owers to serve notices requiring communications data with no other
authorisation. The Home Secretary brought out a draft order under s.25(2) in June
2002, which listed a wide range of public authorities includi_ng government
departments, local authorities, fire authorities and others as prescribed authorities.
The draft met with stiff opposition and was withdrawn by the Government.** It
was replaced by a narrower list under which access to all categories of
communications data was restricted to broadly policing and associated
organisations while other public bodies have access to only a_sub-sj.et of the
possible categories of communications data. The number of bodies wqh access
was extended by subsequent orders until in 2007°* a total of 795 public bodies
were able to request some level of communications data** The use of
communications data by some public bodies has been widely criticised, for
example a local authority using the powers to check whether a family were using
schools t vrtich they were not entitled because they did not live in the catchment
area3® A4 a result the Government issued a further consultation in April 2009,
Thi: vesulted in the replacement of the previous Orders by one consolidated
Coder which sets out the additional purposes for which access to the data can be
granted and lists the organisations and individual authorised to seek access.*” The
response did not satisfy critics. The criticisms of the provisions are not only
directed at the number of bodies that may access communications data but the
absence of an independent authorisation process. The Coalition programme for
government included a commitment to address problems with RIPA and the
Protection of Freedoms Act 2012 includes a provision requiring judicial sanction
before allowing local authority access to communications data. This now appears

as 55.23A and 23B of RIPA as inserted by 5.37 of the 2012 Act.

The term operator simply means a person who provides a telecommunications
service. Therefore notices can be served on those who provide services other than
as a public telecommunications service, such as providers of private systems in
hotels or businesses.

Codes of practice

The provisions relating to codes are found in ss.71 and 72. Section 71 provi(_ies
(inter alia) that the Secretary of State must issue one or more codes of practice
relating to the exercise and performance of the powers and duties under Pts I-TII

32 Regulation of Investigatory Powers Act 2000 s.23(1) and (2).

3 See the website for the Foundation for Information Policy research (www.fiprorg [Accessed
October 5, 2012]) for relevant press releases.

¥ The Regulation of Investigatory Powers (Communications Data) Order 2003 (SI 2003/3172)
amended by the Regulation of Investigatory Powers (Communications Data) (Additional Functions
and Amendment) Orders 2005 (SI 2007/1083) and 2006 (SI 2006/1873).

35 Report of the Interception Commissioner.

36 Poole Borough Council, reported by BBC, April 2010.

37 The Regulation of Investigatory Powers (Communications Data) Order 2010 (SI 2010/480).

813

1834338322388 1" Il

23-20

23-21




