CHAPTER ONE

Introduction to Fraud Data
Analytics

he world’s best auditor using {i:e world's best audit program cannot

detect fraud unless their vample includes a fraudulent transaction.

This is why fraud data aualytics (FDA) is so critical to the auditing
profession.

How we use fraud data analytics largely depends on the purpose of the audit
project. If the fraud data analytics is used in a whistle blower allegation, then
the fraud data_aralytics plan is designed to refute or corroborate the allega-
tion. If the fraua data analytics plan is used in a control audit, then the fraud
data analytics would search for internal control compliance or internal control
avoidance. If the fraud data analytics is used for fraud testing, then the fraud
data analyticsis used to search for a specific fraud scenario that is hidden in your
database. This book is written for fraud auditors who want to integrate fraud
testing into their audit program. The concepts are the same for fraud investiga-
tion and internal control avoidance—what changes is the scope and context of
the audit project.

Interestingly, two of the most common questions heard in the profession
are, “Which fraud data analytic routines should I use in my audit?” and,
“What are the three fraud data analytics tests I should use in payroll or
disbursements?” In one sense, there really is no way to answer these questions
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because they assume the fraud auditor knows what fraud scenario someone
might be committing. In reality, we search for patterns commonly associated
with a fraud scenario or we search for all the logical fraud scenario permuta-
tions associated with the applicable business system. In truth, real fraud data
analytics is exhausting work.

I have always referred to fraud data analytics as code breaking. It is the
auditor’sjob to search the database using a comprehensive approach consistent
with the audit scope. So, the common question of which fraud data analytics
routines should I use can only be answered when you have defined your audit
objective and audit scope. A key element of the book is the concept that while the
fraud auditor might not know what fraud scenario a perpetrator is committing,
the fraud auditor can identify and search for all the fraud scenario permuta-
tions. Therefore, the perpetrator will not escape the long arni ot the fraud data
analytics plan.

Once again, the question arises as to which fraud data analytic routines
I should use in my next audit. Using the fraud risk cssessment approach, the
fraud data analytics plan could focus on those fraua risks with a high residual
rating. The auditor could select those fraud vi<ks-that are often associated with
the particular industry or with fraud scenavio; previously uncovered within the
organization—or the auditor might siigly limit the scope to three fraud sce-
narios. Within this text, we plan to ¢xy lain the methodology for building your
fraud data analytics plan; readers will need to determine how comprehensive
to make their plan.

WHAT IS FRAUD DATA ANALYTICS?

Fraud data analytics is the process of using data mining to analyze data for
red flags that correlate to a specific fraud scenario. The process starts with
a fraud data analytics plan and concludes with the audit examination of
documents, internal controls, and interviews to determine if the transaction
has red flags of a specific fraud scenario or if the transaction simply contains
data errors.

Fraud data analytics is not about identifying fraud but rather, identifying
red flags in transactions that require an auditor to examine and formulate a
decision. The distinction between identifying transactions and examining the
transaction is important to understand. Fraud data analytics is about creating
a sample; the audit program is about gathering evidence to support a conclu-
sion regarding the transaction. The final questions in the fraud audit process:
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Is there credible evidence that a fraud scenario is occurring? Should we perform
an investigation?

It is critical to understand that fraud data analytics is driven by the fraud
scenario versus the mining of data errors. Based on the scenario, it might be
one red flag or a combination of red flags. Yes, some red flags are so overpow-
ering that the likelihood of fraud is higher. Yes, some red flags simply correlate
to errors. The process still needs the auditor to examine the documents and
formulate a conclusion regarding the need for a fraud investigation. It is impor-
tant to understand the end product of data analytics is a sample of transactions
that have a higher probability of containing one fraudulent transaction versus
a random sample of transactions used to test control effectiveness. One could
argue that fraud data analytics has an element of Las Vegas. Gamblers try to
improve their odds of winning. Auditors try to improve theircdds of detecting
fraud. Figure 1.1 illustrates the concept of improving your odds by reducing the
size of the population for sample selection.

Within most literature, a vendor with no streeta:idress is a red flag fraud.
But a red flag of what? Is a blank street address “eid indicative of a shell com-
pany? How many vendors have no address ir: the-accounts payable file because
all payments are EFT? If a vendor receives payment through the EFT process,
then is the absence of a street address in youi database a red flag? Should a street
address be considered a red flag of a ¢heli company? Is the street address linked
to a mailbox service company? VWhat are the indicators of a mailbox service
company? Do real companies t:s2 mailbox service companies? Fraud examiners
understand that locating aiic identifying fraudulent transactions is a matter of
sorting out all these questions. A properly developed fraud data-mining plan is
the tool for sorting o1t the locating question.

To start your journey of building your fraud data analytics plan, we will
need to explain afew concepts that will be used through the book.

1,000,000 Transactions

100,000
Transactions

100
Transactions

FIGURE 1.1 Improving Your Odds of Selecting One Fraudulent Transaction
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What Is Fraud Auditing?

Fraud auditing is a methodology to respond to the risk of fraud in core busi-
ness systems. It is a combination of risk assessment, data mining, and audit
procedures designed to locate and identify fraud scenarios. It is based on the
theory of fraud that recognizes that fraud is committed with intent to conceal
the truth. It incorporates into the audit process the concept of red flags linked
to the fraud scenario concealment strategy associated with data, documents,
internal controls, and behavior.

It may be integrated into audit of internal controls or the entire audit may
focus on detecting fraud. It may also be performed because of an allegation or
the desire to detect fraudulent activity in core business systems. For our discus-
sion purposes, this book will focus on the detection of fraud when there is no
specific allegation of fraud.

Fraud auditing is the application of audit procedures cesigned to increase
the chances of detecting fraud in core business systems. The four steps of the
fraud audit process are:

1. Fraud risk identification. The process sta' ts with identifying the inherent
fraud schemes and customizing the inhzrent fraud scheme into a fraud sce-
nario. Fraud scenarios in this context will be discussed in Chapter 2.

2. Fraud risk assessment. In the treditional audit methodology the fraud
risk assessment is the procecs of linking of internal controls to the fraud
scenario to determine thie extent of residual risk. In this book, fraud data
analytics is used as an assessment tool through the use of data-mining
search routines to aetermine if transactions exist that are consistent with
the fraud scenerio data profile.

3. Fraud audiv vrocedure. The audit procedure focuses on gathering audit evi-
dence that is outside the point of the fraud opportunity (person committing
the fraud scenario). The general standard is to gather evidence that is exter-
nally created and externally stored from the fraud opportunity point.

4. Fraud conclusion. The conclusion is an either/or outcome, either requiring
the transaction to be referred to investigation or leading to the determina-
tion that no relevant red flags exist. Chapters 6 through 15 contain rele-
vant discussion of fraud data analytics in the core business systems.

What Is a Fraud Scenario?

A fraud scenario is a statement as to how an inherent scheme will occur in a
business system. The concept of an inherent fraud scheme and the fraud risk
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structure is discussed in Chapter 2. A properly written fraud scenario becomes
the basis for developing the fraud data analytics plan for each fraud scenario
within the audit scope. Each fraud scenario needs to identify the person com-
mitting the scenario, type of entity, and the fraudulent action to develop a fraud
data analytics plan. The auditing standards also suggest identifying the impact
the fraud scenario has on the company.

While all fraud scenarios have the same components, we can group the
fraud scenarios into five categories. The groupings are important to help
develop our audit scope. The groupings also create context for the fraud sce-
nario. Is the fraud scenario common to all businesses or is the fraud scenario
unique to our industry or our company? There are five categories of fraud
scenarios:

1. The common fraud scenario. Every business system ha¢ tiie same listing of
common fraud scenarios. I do not need to understan.d your business pro-
cess, conduct interviews of management, or prepare a flow chart to identify
the common fraud scenarios.

2. The company-specific fraud scenario. The ¢ompany-specific fraud scenario in
a business cycle because of business praciices, design of a business system,
and control environment issues. I'd01eed to understand your business pro-
cess, conduct interviews of management, or prepare a flow chart to identify
the common fraud scenarios:

3. The industry-specific fraud s:enario. The industry specific fraud scenarios
are similar to the cominon fraud scenario, except the fraud scenario only
relates to an industiy. To illustrate the concept, mortgage fraud is an issue
for the banking in:dustry. This category of fraud scenarios requires the
fraud auditer tv be knowledgeable regarding their industry. However,
using the mcthodology in Chapter 2, a nonindustry person could create a
credible list of fraud scenarios.

4. The unauthorized fraud scenario. The unauthorized fraud scenario occurs
when an individual, either internal or external to the company, commits
an act by overriding company access procedures.

5. The internal control inhibitor fraud scenario. The concept of internal control
inhibitor is to identify those acts or practices that inhibit the internal con-
trol procedures from operating as designed by management. The common
internal control inhibitors are collusion and management override.

Chapter 2 will explain the concept of the fraud risk structure and how to
write a fraud scenario that drives the entire fraud audit program. Chapter 2
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will also cover the concept of fraud nomenclature. In the professional
literature, we use various fraud words interchangeably, which I believe creates
confusion within the profession. Words like fraud risk statement, fraud risk,
and inherent fraud schemes, fraud scenario, fraud schemes, and inherent fraud risk
are used to describe how fraud occurs for the purpose of building a fraud risk
assessment or fraud audit program. Within this book, I will use the phrase
fraud scenario as the words that drive our fraud data analytic plan.

What Is Fraud Concealment?

Fraud concealment is the general or specific conditions that hide the true nature
of a fraudulent transaction. A general condition is the sheer size of database,
whereas a specific condition is something that the perpetrator does knowingly
or unknowingly to cause the business transaction to be pre<ecsed in the busi-
ness system and hide the true nature of the business transaciion.

To illustrate the concept, all vendors need an address or a bank account
to receive payment. On a simple basis, the perpetraicr uses his or her home
address in the master file. On a more sophisticaw=a level, the perpetrator uses
an address for which the linkage to the pevr etrator is not visible within the
data—for example, a post office box in a civv state, or country that is different
from where the perpetrator resides. Tixe 1vaud data analytics plan must be cali-
brated to the level of fraud sophisticaiion that correlates to the specific condition
of the person committing the frauc scenario. In Chapter 3, the sophistication
model will describe the concepis of low, medium, and high fraud concealment
strategies. The calibration <cncept of low, medium, and high defines whether
the fraud scenario can bhe detected through the master file or the transaction
file. It also is a key.coneept of defining the audit scope.

It is important fo distinguish between a fraud scenario and the associated
concealment strategies. Simply stated, the fraud scenario is the fraudulent act
and concealment is how the fraudulent act is hidden. From an investigation
process, concealment is referred to as the intent factor. From a fraud audit pro-
cess, the concealment is referred to as the fraud concealment sophistication
factor.

What Is a Red Flag?

A red flag is an observable condition within the audit process that links to the
concealment strategy that is associated with a specific fraud scenario. A red
flag exists in data, documents, internal controls, behavior, and public records.
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Fraud data analytics is the search for red flags that exist in data that links to
documents, public records, persons, and eventually to a fraud scenario.

The red flag is the inverse of the concealment strategy. The concealment
strategy is associated with the person committing the fraud scenario and the
red flag is how the fraud auditor observes the fraud scenario.

The red flag theory becomes the basis of developing the fraud data profile,
which is the starting point of developing the fraud data analytics plan. The red
flags directly link to the fraud concealment strategy. The guidelines for using
the red flag theory are discussed in Chapter 3.

What Is a False Positive?

A false positive is a transaction that matches the red flags identified in the fraud
data profile but the transaction is not a fraudulent transaction. It is neither
bad nor good. It simply is what it is. What is important i3 that the fraud data
analytics plan has identified a strategy for addressing faise positives. Funda-
mentally, the plan has two strategies: Attempt to recuce the number of false
positives through the fraud data analytics plani or allow the fraud auditor to
resolve the false positive through audit procedure. There may be no correct
answer to the question; however, ignoring the question is a major mistake in
building your plan.

What Is a False NegativeT

A false negative is a transaciica that does not match the red flags in the fraud
data profile but the transaction is a fraudulent transaction. From a fraud
data analytics perspective, false negatives occur due to not understanding
the sophistication ot <oncealment as it related to building your fraud data
analytics plan. Otier common reasons for a false negative are: data integrity
issues, poorly designed data interrogation procedures, the lack of data, and the
list goes on.

While false positives create unnecessary audit work for the fraud auditor,
false negatives are the real critical issue facing the audit profession because the
fraud scenario was not detected.

he false positive conundrum: Refine the fraud data analytics or resolve
the false positive through audit work.
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There is no real correct answer to the question. The fraud data analyt-
ics should attempt to provide the fraud auditor with transactions that have
a higher probability of a person committing a fraud scenario. The fraud data
interrogation routines should be designed to find a specific fraud scenario. That
is the purpose of fraud data analytics. However, by the nature of data and fraud,
false positives will occur. Deal with it. The real question is how to minimize
the number of false positives consistent with the fraud data analytics strategy
selected for the fraud audit.

Remember, fraud data analytics is designed to identify transactions that
are consistent with a fraud data profile that links to a specific fraud scenario.
There needs to be a methodology in designing the data interrogation routines.
The methodology needs to be based on a set of rules and an understanding of the
impact the strategy will have on the number of false positives.and the success
of fraud scenario identification.

The reality of fraud data analytics is the process wiil-nave false positives;
said another way, there are transactions that will 1ia7e all the attributes of a
fraud scenario, but turn out to be valid business fransactions. That is the real-
ity of the red flag theory. Unfortunately, the rezality of fraud data analytics is
that there will also be false negatives based on the strategy selected. This is why
before the data interrogation process stats, there must be a defined plan that
documents the auditor judgment. Scnior audit management must understand
what the plan is designed to acciraplish and why the plan is designed to fail.
Yes, based on the correlation G audit strategy and sophistication of fraud con-
cealment, you can design ¢ ylan to fail to detect a fraud scenario. At this point
in the book, do not read this as a bad or good; Chapter 3 will explain how to
calibrate your data iaterrogation routines consistent with the sophistication of
concealment.

To provide « real-life example, in one project involving a large vendor
database, our fraud data analytics identified 200 vendors meeting the profile
of a shell company. At the conclusion, we referred five vendors for fraud
investigation. In one sense, the project was a success; in another sense, we had
195 false positives.

IfI could provide one suggestion based on my personal experience, the per-
son using the software and the fraud auditor need to be in the same room at
the same time. As reports are created, someone needs to look at the report and
refine the report based on the reality of the data in your database. Fraud data
analytics is a defined process and with a set of rules. However, the process is not
like the equation 1 + 1 = 2. It is an evolving process of inclusion and exclusion
based on a methodology and fraud audit experience. So, do not worry about the
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false positive, which simply creates unnecessary audit work. Worry about the
false negative.

FRAUD DATA ANALYTICS METHODOLOGY

I commonly hear auditors talk about the need to play with the data. This is one
approach to fraud detection. The problem with the approach is that it relies
on the experience of the auditor rather than on a defined methodology. I am
not discounting audit experience, I would suggest that auditor experience is
enhanced with a methodology designed to search for fraud scenarios. In fact,
the data interpretation strategy explained in Chapter 3 is a combination of
professional experience and methodology.

The fraud data analytics methodology is a circular approach to analyzing
data to select transactions for audit examination (Figure 1.2).

Fraud scenario. The starting point for building «{raud data analytics plan
is to understand how the fraud risk structure links to the audit scope. The
process of identifying the fraud scenarios within the fraud risk structure
and how to write the fraud scenariz s ciscussed in Chapter 2.

Strategy. The strategy used to wrifc data interrogation routines needs to
be linked to the level of sophistication of concealment. For purposes of this
book there are four general su ategies, which are explained in Chapter 3.

Scenario

e N

ﬂ

Entity Concealment
Transaction
-

FIGURE 1.2 Circular View of Data Profile
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Sophistication of concealment impacts the success of locating fraudulent trans-
actions. A common data interrogation strategy for searching for shell com-
panies is to match the addresses of employees to the address of vendors.
While a great data analytics step, the procedure is not effective when the
perpetrator is smart enough to use an address other than a home address.
So, at this level of concealment, we need to change our strategy. A com-
plete discussion of fraud concealment impact on fraud data analytics is in
Chapter 3.

Building the fraud data profile is the process of identifying the red flags that
correlates to entity and transaction. All fraud scenarios have a data profile
that links to the entity structure (i.e., name, address, etc.) and the trans-
action file (i.e., vendor invoice). The specific red flags will be discussed in
Chapters 6 through 15.

The plan starts with linking the fraud scenario to the fraul aata profile. Then it
uses the software to build the data interrogation routires to identify the red
flags and overcome the concealment strategies:

In reality, the search process is seldom one-dizaeisional. It is a circular pro-
cess of analyzing data and continually rétining the search process as we
learn more about the data and the existence of a fraud scenario in the core
business system.

Assumptions in Fraud Data Analytics

1. The certainty principle. The degree of certainty concerning the finding of
fraud will depend on thie'evel of concealment sophistication and the on/off
access to books anarecords. When the fraud is an on-the-book scheme and
has a low level‘of sophistication, the auditor will be able to obtain a high
degree of certaitity that a fraud scenario has occurred. Consequently, with
an off-the-buok fraud scenario and high level of sophistication, the audi-
tor will not achieve the same degree of certainty that a fraud scenario has
occurred. Therefore, the auditor must recognize the degree of certainty dif-
ferences when developing the fraud audit program.

The difficulty in ascertaining the degree of certainty directly influences
the quality and quantity of evidence needed. If an auditor assumes a low
level of certainty with regard to a fraud scenario occurring, then the audi-
tor may not incorporate the gathering of credible evidence at all. However,
if an auditor is well versed in fraud scenario theory and, therefore, estab-
lishes some degree of certainty that a scenario has occurred, the audit plan
needs to incorporate the obtaining of the appropriate amount and quality
of evidence to justify that degree of certainty.
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Specifically, as part of the fraud audit plan, it should first be determined
what elements of proof will be necessary to recommend an investigation.
Then a decision is needed to determine if the chosen elements are attain-
able in the context of a fraud audit based on the specific scenario, conceal-
ment sophistication, and access to books and records.

2. The linkage factor. The term link is used extensively throughout the entire
book as it aptly highlights the relationship between the various fraud audit
program components and objectives. For example, the fraud audit program
is built by linking the data mining, audit testing procedures, and audit
evidence considerations to a given fraud scenario found in the risk assess-
ment. At its core, the concept of linkage is a simple one; however, with
the traditional audit program as a frame of reference, many auditors have
difficulty grasping the idea that fraud audit procedures shcuid be designed,
and therefore, linked to a specific fraud scenario. The entire book is based
on the linkage factor. All fraud data analytic rontities must be linked to
a fraud scenario or all fraud scenarios must v« linked to a fraud data
analytics routine.

3. Cumulative principle. Seldom is one red flag sufficient to identify a fraud sce-
nario within a database. It is the totaliiv of the red flags that are indicative
of a fraud scenario. The process shcild incorporate a summary report of
the tests to score each entity or iransaction. When we search for fictitious
employee, commonly referreiito as a ghost employee, a duplicate bank test
will identify false positiveszacause two or more employees are family mem-
bers. However, when ca« of the employees is a budget owner and the sec-
ond employee has a different last name, address, no voluntary deductions,
postal box addr#ss ‘and no contact telephone number, it is the totality of
the red flags versus anyone red flag. This is an important concept to incor-
porate into tize fraud data analytics plan.

4. Basis for selection for testing. Fraud data analytics is all about selecting trans-
actions for fraud audit testing. The basis for selection must be defined and
understood by the entire team.

THE FRAUD SCENARIO APPROACH

The approach is simple. In essence, you develop an audit program for each fraud
scenario. The starting point is to identify all the fraud scenarios within your
audit scope. Within the audit project this is the process of developing your fraud
risk assessment. The final step in the fraud risk assessment is the concept of
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residual risk. The dilemma facing the profession is how the concept of residual
risk should impact the decision of when to search for fraud in core business
systems. The question cannot be ignored, but there is no perfect answer to the
question. It is what I call the likelihood conundrum.

The Likelihood Conundrum: Internal Control Assessment
or Fraud Data Analytics

Does the auditor rely on internal controls or does the auditor perform fraud
data analytics? There is no simple answer to the question; I suspect one answer
could be derived from the professional standards that the auditor follows in the
conduct of an audit. In my years of teaching audit professionals the concept
of fraud auditing, I have seen the struggle on the auditors’ faces. The reason
for the struggle is that we have been told that a proper set ot internal controls
should provide reasonable assurance in preventing frauc scenarios from occur-
ring. There are many reasons why an internal contro! wili fail to prevent a fraud
scenario from occurring. The easiest fraud concept to anderstand why internal
controls fail to prevent fraud is the concept of’iziernal control inhibitors. We
cannot ignore collusion and management svcrride in regard to fraud.

We need to understand that fraud cen vccur and comply with our internal
controls. T suspect this is an area ¢! great disagreement in the profession
between the internal control auditors and the fraud auditors. Even if you
believe that internal controls aiid separation of duties will prevent fraud, what
is the harm in looking for is=ud? So, we give management a confirmation
that fraud scenarios are not occurring in the business system. We do the
same confirmation with internal controls: Because we see the evidence of an
internal control we.assume that the control is working. If the auditor is serious
about finding traua in an audit, then the auditor must start looking for fraud.
For me, the likelihood conundrum is much ado about nothing. Management,
stockholders, and boards of directors all think we are performing tests to
uncover fraud.

How the Fraud Scenario Links to the Fraud Data
Analytics Plan

With each scenario, the auditor will need to determine which scenarios are
applicable to fraud data analytics and which fraud scenarios are not applica-
ble to fraud data analytics. For example: A product substitution scheme can
occur when the receiver accepts an inferior product but indicates the product
conforms to the product requirements. This fraud scenario does not lend itself
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to fraud data analytics because the clue is not in the data. However, a vendor
that consistently submits invoices exceeding the purchase order within the pay-
ment tolerances can be identified. Once the list of scenarios relevant to the plan
are identified the next step is to understand how the three critical elements of
the scenario impact the plan.

The elements of scenarios that are relevant to creating an effective fraud
data analytics plan are: the person who commits the scenario, the type of
entity, and the type of action we are looking for.

To illustrate the concept, as a starting point we will consider the “who”
as either the budget owner, accounts payable function, or a senior manager.
A common test is to search for vendors created in the master file at off-periods.
If the scenario is focusing solely on the budget owner, is the off-period test rel-
evant to the scope of the project? Now let’s change the persoii ccmmitting the
scenario to someone in the accounts payable function. Now ite off-period test
is relevant to the audit scope.

The second aspect of a scenario is the type of eiitity. Are we searching for
a false vendor or a real vendor? If the vendor is real, then searching for ven-
dors with P.O. boxes is not relevant because i=al vendors tend to use P.O. boxes,
whereas if we are searching for real vendais operating under multiple names,
then a duplicate test on the address ficld is+elevant.

The third aspect of a scenario ische fraudulent action. If the vendor is real
and the fraud scenario is overbillii¢ based on unit price inflation, then search-
ing for a sequential pattern ofiavoices is not relevant. The test should focus
on changes in unit price.or comparisons of unit prices for similar items among
common vendors.

The fourth elem>n* of a fraud scenario is the impact statement. While crit-
ical to the fraud scenario statement, the impact statement is not typically asso-
ciated with the aata analytics plan but is critical to the investigation process.
The following two scenarios illustrate the concept:

1. Senior manager acting alone or in collusion with a direct report/causes a
shell company to be set up on the vendor master file/causes the issuance
of a purchase order and approves a false invoice for services not received/
causing the diversion of company funds.

2. Senior manager acting alone or in collusion with a direct report/causes
a shell company to be set up on the vendor master file/causes the
issuance of a purchase order and approves a false invoice for services not
received/depositing the funds in an off-the-book bank account for
the purpose of paying bribes.
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A close examination of the two fraud scenarios reveals that the fraud data
analytics plan is exactly the same for both scenarios. In both scenarios, the
fraud data analytics is searching for a shell company and a pattern of false
invoices.

From a fraud investigation plan, the first scenario is an asset misappropria-
tion scenario while the second scenario is associated with a corruption scheme
mostly connected to an FCPA violation.

SKILLS NECESSARY FOR FRAUD DATA ANALYTICS

Building a fraud data analytics plan requires a defined skill set. The absence of
one skill set will diminish the effectiveness of the plan. The audit team needs to
ensure all the right skills are contained within the team:

Knowledge of fraud. Since fraud data analytics isiie process of searching for
fraudulent transactions, the auditor must h:ve a full understanding of the
fraud concepts.

Fraud scenarios. This skill relates to how- tc write a fraud statement that cor-
relates to developing a fraud data arn«lytics statement. For an analogy, the
scenario approach should be censidered the system design aspect of the
project and creating the routines is the program aspect of the project, or
the scenario creates the questions and the fraud data analytical plan cre-
ates the answers.

Information technology knowledge. Data reside in large, complex database
systems. The ability to communicate with the IT function to locate and
extract the datais'the starting point of the data interrogation phase of the
plan.

Audit software knowledge. Coding software, whether writing scripts or using
software functions, is necessary to write the data interrogation routines.
The ability of the auditor to clean data, reformat data, combine data, and
create reports is an absolutely necessary skill.

Audit knowledge. Fraud data analytics is just one aspect of conducting an
audit. Understanding fraud risk assessment, building audit scopes, design-
ing audit steps, and formulating conclusions based on audit evidence rules
is what fraud data analytics is all about. Second, designing fraud test proce-
dures for the selected items is just as important as the fraud data analytics.
Understand data from a real-world perspective. In each data column there
is information. We need to understand how to use that information.
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To illustrate the concept, using something as easy as an address field in a
vendor database, the information in the field may correlate to a payment
address, a physical address, a public mailbox service address, a nonpublic
mailbox service address, mail forwarding services, or a bookkeeping
service company. Yes, you must understand the data in a data field from
a business perspective to develop a data interrogation routine. A vendor
invoice number may have several patterns, depending on the industry
and size of the business. The patterns are: no invoice number, date format,
sequential ascending project number with a progress billing number,
numeric or alpha format, and a sequential number linked to a customer
number. So, how does the pattern link to the fraud scenario or the
fraud concealment?

SUMMARY

As a conclusion to Chapter 1 and throughout'tiie remainder of the book,
I would like to offer some of the lessons learhed throughout my fraud audit
career. First, note the important points to1noerstand about fraud data analyt-
ics, and then note some of the commui :istakes one can make in fraud data
analytics. I hope you find the points t.seful as you conduct your next fraud data
analytics project.

Axioms of Fraud Data Anzlytics

The world’s best audit program and the world’s best auditor cannot detect
fraud unless the'r sample includes a fraudulent transaction.

I do not knew. what a perpetrator will do, but I do know everything the
perpetrator ¢an do.

While we do not know how a perpetrator will commit a fraud or how he
will conceal the fraud, we can determine the logical permutations.

The better you can describe the fraud scenario, the more likely you will be
able to find it.

False positives will occur. You try to resolve false positives either through
your fraud data analytics or through an auditor performing audit
procedures.

In fraud data analytics, fraud likelihood is based on data versus the effec-
tiveness of internal controls.

We search for transactions that mirror the red flag theory of the fraud
scenario.
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The better we understand data, the better we can use data to search for a
fraudulent transaction.

Errors and fraud have a lot in common.

Red flags correlate to both errors and fraud.

Data are not perfect.

Databases contain data errors, caused either by mistake or with intent.
We can only search data when the data reside in our databases.

Fraud data analytics is both a science and an art.

Common Mistakes in Fraud Data Analytics

No plan. Please do not jump in without a plan.

Starting the fraud data analytics process without a clearly defined fraud
scope.

Creating reports that do not link to a specific fraud scenrio.

Searching for data exceptions versus the red flags-of a traud scenario.
Assuming that a data integrity issue is an indicawor of fraud.

Failure to understand the integrity of the daia being examined.

Failure to understand the type of data tri= ¢ reside in a data field.

No effective plan for false positives.

Not worrying about false negatives.

The fraud data analytics strategy-is not calibrated for the level of fraud con-
cealment sophistication.

No planned audit procedurc for the fraud data analytics report.

Chapters 2 to 5 are intended to provide a methodology for building your

fraud data analyties plan. The remaining chapters are intended to describe the
common fraudscerarios in a core business system and how to build your fraud
data analytics plan to locate the fraud scenario in core business systems.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile (None)
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Average
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Average
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Average
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


		2016-12-05T13:10:31-0500
	Certified PDF 2 Signature




