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Chapter 1

Industry Overview —Banks and
Savings Institutions

Gray shaded text in this chapter reflects guidance issued but not yet effec-
tive as of the date of this guide, July 1, 2016, but becoming effective on or
prior to December 31, 2016, exclusive of any option to early adopt ahead of
the mandatory effective date. Unless otherwise indicated, all unshaded text
reflects guidance that was already effective as of the date of this guide.

Description of Business

1.01 Banks and savings institutions provide a link between entities that
have capital and entities that need capital. They accept deposits from entities
with idle funds and lend to entities with investment or spending needs. This
process of financial intermediation benefits the econony by increasing the sup-
ply of money available for investment and spending: 1t also provides an efficient
means for the payment and transfer of funds betwuven entities.

1.02 Government, at both the federa' ard state levels, has long recog-
nized the importance of financial intermed:ction by offering banks and savings
institutions special privileges and prcte tions. These incentives—such as ac-
cess to credit through the Board o' scvernors of the Federal Reserve System
(Federal Reserve) and federal insar:ince of deposits—have not been similarly
extended to commercial enterprises. Accordingly, the benefits and responsibil-
ities associated with their pubiiz role as financial intermediaries have brought
banks and savings institutions under significant governmental oversight. Fed-
eral and state regulations affect every aspect of banks and savings institu-
tions' operations. Similarly, legislative and regulatory developments in the last
decade have radicaliv-changed the business environment for banks and savings
institutions.

1.03 Although banks and savings institutions continue in their traditional
role as financial intermediaries, the ways in which they carry out that role
became increasingly complex in the most recent decade. Under continuing
pressure to operate profitably, the industry adopted innovative approaches to
carrying out the basic process of gathering and lending funds. The management
of complex assets and liabilities, development of additional sources of income,
reactions to technological advances, responses to changes in regulatory policy,
and competition for deposits all added to the risks and complexities of the
business of banking. These include the following:

® Techniques for managing assets and liabilities that allow insti-
tutions to manage financial risks and maximize income have
evolved.

® Income, traditionally derived from the excess of interest collected
over interest paid, became dependent on fees and other income
streams from specialized transactions and services.
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2 Depository and Lending Institutions

® Technological advances accommodated complex transactions,
such as the sale of securities backed by cash flows from other
financial assets.

® Regulatory policy alternately fostered or restricted innovation.
Institutions have looked for new transactions to accommodate
changes in the amount of funds they generally must keep in re-
serve or to achieve the desired levels of capital in relation to their
assets.

® Regulatory policy has expanded and become increasingly complex
in response to increasing complexities in the industry and recent
economic recessions.

1.04 In addition, competition arose from within the industry, and also
from other competitors such as investment companies, brokers and dealers
in securities, insurers, and financial subsidiaries of commercial enterprises.
These entities increased business directly with potential depositors and bor-
rowers in transactions traditionally executed through banks and savings insti-
tutions. This disintermediation increased the need for innovative approaches
to attracting depositors and borrowers.

1.05 This disintermediation also led to a sharp incresse in consolida-
tion within the financial institution industry, which createc several large and
highly complex financial holding companies. With the ~h:u.ges previously men-
tioned and the increased size of many financial institations, a dramatic shift
in lending, capital market activities, and sourcei; of funding occurred. During
this transformation of the industry, the regula‘ory system issued additional
guidance in an effort to keep pace with the “hanges in the industry.

1.06 The economic recession, which ctficially began in 2007, revealed vul-
nerabilities in financial institutions and ti:e regulatory system that contributed
to unprecedented strain and strecs on financial institutions and in financial
markets. As a result, certain finaucial institutions either failed or came close
to failure and many additienatvidespread repercussions affected or continue
to affect this industry. Total assets of "problem" institutions reached their high-
est levels since 1993 during the first quarter of 2010, per the FDIC's Quarterly
Banking Profile. In aadition, the number of bank failures reached the highest
level since 1992. The =conomic crisis fueled the demand for financial reform. As
aresult, on July 21, 2010, the president signed the Dodd-Frank Wall Street Re-
form and Consumer Protection Act (the Dodd-Frank Act) into law in response
to weaknesses in the financial services industry that were believed to have con-
tributed to the economic recession. See further discussion of the Dodd-Frank
Act beginning at paragraph 1.31.

1.07 The innovation and complexity related to this industry creates a
constantly changing body of business and economic risks. These risk factors,
and related considerations for auditors, are identified and discussed throughout
this guide.

Regulation and Oversight

1.08 As previously discussed, the importance of financial intermediation
has driven governments to play a role in the banking and savings institutions
industry. Banks and savings institutions have been given unique privileges and
protections, including the insurance of their deposits by the federal government
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Industry Overview—Banks and Savings Institutions 3

through the FDIC and access to the Federal Reserve's discount window and
payments system. (See chapter 2, "Industry Overview—Credit Unions," of this
guide for the roles and responsibilities of the National Credit Union Admin-
istration [NCUA]). Currently, the federal oversight of institutions receiving
these privileges falls to the following three agencies:

a. The Federal Reserve, established in 1913 as the central bank of the
United States, which has supervisory responsibilities for bank and
saving and loan holding companies, state chartered banks that are
members of the Federal Reserve, and foreign banking organizations
operating in the United States

b. The FDIC, established in 1934 to restore confidence in the bank-
ing system through the federal insurance of deposits, which has
supervisory responsibilities for state chartered banks and savings
institutions that are not members of the Federal Reserve

c. The Office of the Comptroller of the Currency (OCC), created in
1863, which regulates and provides federal charters for national
banks and federal savings associations

1.09 The Federal Reserve and the FDIC are indepciident agencies of the
federal government. The OCC is a bureau of the U/S. Department of Trea-
sury (Treasury). Each state has a banking departmient and are members of an
organization called the Conference of State Banl{ Suoervisors.

1.10 Although each agency has its own ji7: sdiction and authority, the col-
lective regulatory and supervisory responsiliilities of federal and state banking

agencies include the following:

® Establishing (either dirac:ly or as a result of legislative mandate)
the rules and regulatious that govern institutions' operations

Supervising instit:utions' operations and activities

Reviewing and approving organization, conversion, consolidation,
merger, or.otier changes in control of the institutions and their
branche:

® Apriaising (in part through on-site examinations) institutions'
financal condition, the safety and soundness of operations, the
quality of management, the adequacy and quality of capital, asset
quality, liquidity needs, and compliance with laws and regulations

1.11 Given the nature of their duties to consider a bank's risk character-
istics and loss behavior, the banking agencies also have significant influence in
aiding banks and savings institutions with technical details on the application
of U.S. generally accepted accounting principles (GAAP) in regulatory report-
ing. For example, the agencies also have certain authority over the activities
of auditors serving the industry. Further, the Federal Reserve, the FDIC, the
OCC, and the NCUA constitute the Federal Financial Institutions Examination
Council (FFIEC). The FFIEC sets forth uniform examination and supervisory
guidelines in certain areas related to banks' and savings institutions' and credit
unions' activities, including those involving regulatory reporting matters.

1.12 This chapter discusses the current regulatory approach to the su-
pervision of banks and savings institutions and provides an overview of major
areas of regulation and related regulatory reporting. Legislative efforts over
time to regulate, deregulate, and reregulate banks and savings institutions
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4 Depository and Lending Institutions

are also addressed in this chapter. Other specific regulatory considerations are
identified throughout this guide in the relevant chapters.

1.13 In addition to supervision and regulation by the federal and state
banking agencies, publicly held holding companies are generally subject to the
requirements of federal securities laws, including the Securities Act of 1933 and
the Securities Exchange Act of 1934 (the 1934 Act). Holding companies whose
securities are registered under the 1934 Act must comply with its reporting
requirements through periodic filings with the SEC. Publicly held institutions
that are not part of a holding company are required under Section 12(i) of
the 1934 Act to make equivalent filings directly with their primary federal
regulators. Each of the agencies has regulations that provide for the adoption
of forms, disclosure rules, and other registration requirements equivalent to
those of the SEC as mandated by the 1934 Act.

1.14 Both the Financial Institutions Reform, Recovery, and Enforcement
Act of 1989 (FIRREA) and the Federal Deposit Insurance Corporation Im-
provement Act of 1991 (FDICIA) were adopted to protect the federal deposit
insurance funds through the early detection and intervention in problem insti-
tutions, with an emphasis on capital adequacy.

Regulatory Background

1.15 Declining real estate markets in the mid-193%: contributed heavily
to widespread losses in the savings institutions industiy, evidenced by the in-
solvency of the savings industry's federal deposgit iasirance fund. The FIRREA
provided funds for the resolution of thrift inst:tutions, replaced the existing
regulatory structure, introduced increased r-galatory capital requirements,
established limitations on certain investmuiits and activities, and enhanced
regulators' enforcement authority. The FIRREA redefined responsibilities for
federal deposit insurance by designaiing separate insurance funds, the Bank
Insurance Fund (BIF), and the Saviags Associations Insurance Fund (SAIF).
The FIRREA also established the itesolution Trust Corporation (RTC) to dis-
pose of the assets of failed:thritts. The RTC is no longer in existence and its
work is now being done by tie FDIC.

1.16 As the 19805 came to a close, record numbers of bank failures began
to drain the BIF. Tt FDICIA provided additional funding for the BIF but
also focused the leact-cost resolution of and prompt corrective action (PCA) for
troubled institutions and improved supervision and examinations. The FDI-
CIA also focused the regulatory enforcement mechanism on capital adequacy.
Many of the FDICIA's provisions were amendments or additions to the existing
Federal Deposit Insurance Act (FDI Act).

1.17 In April 2006, the FDIC merged the BIF and the SAIF to form the
Deposit Insurance Fund (DIF). This action was pursuant to the provisions in
the Federal Deposit Insurance Reform Act of 2005 (Reform Act). Under the
Reform Act, the FDIC may set the designated reserve ratio, calculated as the
target insurance fund size as a percentage of estimated insured deposits, within
a range of 1.15 percent to 1.50 percent of estimated insured deposits.

1.18 A desire to allow banks to serve a broad spectrum of customer fi-
nancial needs caused Congress to pass legislation in 1999. The Gramm-Leach-
Bliley Act (also known as the Financial Services Modernization Act) changed
the types of activities that are permissible for bank holding company affili-
ates and for subsidiaries of banks. The bill created so-called financial holding
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Industry Overview—Banks and Savings Institutions 5

companies that may engage in a broad array of activities. Financial holding
company affiliates could provide insurance as principal, agent, or broker and
may issue annuities. These affiliates may engage in expanded underwriting,
dealing in, or making a market in securities, as well as engage in expanded
merchant banking activities. The legislation affirmed the concept of functional
regulation.

1.19 Federal banking regulators continue to be the primary supervisors
of the banking affiliates of financial holding companies and state insurance au-
thorities supervise the insurance companies, and the SEC and securities self-
regulatory organizations supervise the securities business. Each functional
regulator determines appropriate capital standards for the companies it su-
pervises. The Treasury and the Federal Reserve have the authority to approve
additional activities to be permissible for financial holding companies. To main-
tain financial holding company status, all of a bank holding company's insured
deposit taking subsidiaries must be "well capitalized," "well managed," and
have at least a satisfactory Community Reinvestment Act rating.

1.20 In 1970, the Bank Secrecy Act (BSA) was enacted to address the
problem of money laundering. The BSA authorized the Tieasury to issue reg-
ulations requiring financial institutions to file reports, keep certain records,
implement anti-money-laundering programs and comgliance procedures, and
report suspicious transactions to the governmert (See Title 31 U.S. Code of
Federal Regulations [CFR] Chapter X). These reswiations, promulgated under
the authority of the BSA, and subsequentlyth » USA-Patriot Act of 2001, are
intended to help federal authorities detec:; deter, and prevent criminal ac-
tivity. The Financial Crimes Enforcemant Network (FinCEN), an arm of the
Treasury, administers these regulatici.c.

1.21 On December 2, 2014 t1.e FFIEC released the revised Bank Secrecy
Act/Anti-Money Laundering (RSA/AML) Examination Manual (manual). The
revised manual provides curreut guidance on risk-based policies, procedures,
and processes for banking urganizations to comply with the BSA and safe-
guard operations from ieoney laundering and terrorist financing. The manual
has been updated to further clarify supervisory expectations and incorporate
regulatory changes since the manual's 2010 update.

1.22 In 2092, the Sarbanes-Oxley Act was enacted in response to high-
profile business failures which called into question the effectiveness of the
CPA profession's self-regulatory process as well as the effectiveness of the
audit to uphold the public trust in the capital markets. The requirements of
the Sarbanes-Oxley Act and the SEC regulations implementing the Act are
wide-ranging. The banking regulatory agencies also passed regulations imple-
menting certain provisions of the Sarbanes-Oxley Act. Paragraphs 1.105-.117
provide additional information regarding regulatory issuances related to the
Sarbanes-Oxley Act. In addition, the Sarbanes-Oxley Act created the PCAOB,
which has the authority to set and enforce auditing, attestation, quality con-
trol, and ethics (including independence) standards for auditors of issuers. It
also is empowered to inspect the auditing operations of public accounting firms
that audit issuers as well as impose disciplinary and remedial sanctions for
violations of the board's rules, securities laws, and professional auditing and
accounting standards.

1.23 Key economic issues affecting the regulations are centered on the
ability of financial institutions to operate profitably—for example, the costs
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6 Depository and Lending Institutions

and benefits of regulations, the effects of unemployment and future corporate
layoff plans, levels of interest rates, and the availability of credit.

Deposit Insurance Fund

1.24 On October 7, 2008, the FDIC established a Restoration Plan for the
DIF to return the DIF to its statutorily mandated minimum reserve ratio of 1.15
percent within 5 years. In February 2009, the FDIC amended its Restoration
Plan to extend the restoration period from 5 to 7 years. Congress then amended
the statute governing the Restoration Plan, in May 2009, to allow the FDIC
up to 8 years to return the DIF reserve ratio to 1.15 percent. In September
2009, the FDIC amended the Restoration Plan consistent with the statutory
change and, pursuant to the amended Restoration Plan, adopted a uniform 3
basis point increase in initial assessment rates effective January 1, 2011.

1.25 The Dodd-Frank Act requires the FDIC to set a designated reserve
ratio of not less than 1.15 percent for any year and to increase the level of the
DIF to 1.35 percent of estimated insured deposits by September 30, 2020.! In
March 2016, the FDIC approved a final rule, effective July 1, to.increase the
DIF to the statutorily required minimum level of 1.35 on instituficns with total
consolidated assets of $10 billion or more while providing credits to institutions
that have assets or less than $10 billion. Readers are encouraged to consult the
full text of this final rule on FDIC's website at www.fdic.org. The Dodd-Frank
Act also called for a revision to the definition of the d=posit insurance assess-
ment base. The intent of changing the assessment vase was to shift a greater
percentage of overall total assessments away frara csommunity institutions and
toward the largest institutions.

1.26 In response to the provisions ot viie Dodd-Frank Act, in February
2011, the FDIC's board of directors, throuzh the issuance of Financial Institu-
tion Letter (FIL)-8-2011, adopted the finzl rule Deposit Insurance Assessment
Base, Assessment Rate Adjustmen's, Uividends, Assessment Rates, and Large
Bank Pricing Methodology to redeiine the deposit insurance assessment base,
as required by the Dodd-Fra:nl: Act; alter the assessment rates; implement
the Dodd-Frank Act's DIF dividend provisions; and revise the risk-based as-
sessment system for all iarge insured depository institutions (IDIs).2 The final
rule

® redefiies the deposit insurance assessment base as average consol-
idated total assets minus average tangible equity (the assessment
base had previously been defined as total domestic deposits).

® makes generally conforming changes to the unsecured debt and
brokered deposit adjustments to assessment rates.

creates a depository institution debt adjustment.

® eliminates the secured liability adjustment.

1 The Deposit Insurance Fund (DIF) is used to (@) insure the deposits of, and protect the de-
positors of, failed FDIC-insured institutions and (b) resolve failed FDIC-insured institutions upon
appointment of the FDIC as receiver. The reserve ratio represents the ratio of the net worth of
the DIF to aggregate estimated insured deposits of FDIC-insured institutions. The DIF is funded
primarily through deposit insurance assessments.

2 A large insured depository institution (IDI) has at least $10 billion in total assets. In general,
a highly complex IDI will be (a) an IDI (other than a credit card bank) with more than $50 billion in
total assets that is controlled by a parent or an intermediate parent company with more than $500
billion in total assets or (b) a processing bank or trust company with at least $10 billion in total assets.
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® adopts a new assessment rate schedule which became effective
April 1, 2011, and, in lieu of dividends, other rate schedules when
the reserve ratio reaches certain levels.

1.27 In addition, the final rule establishes a new methodology for calculat-
ing deposit insurance assessment rates for highly complex and other large IDIs
(commonly referred to as the Large Bank Pricing Rule). The new methodology
combines capital adequacy, asset quality, management, earnings, liquidity,
and sensitivity to market risk (CAMELS) ratings and financial measures to
produce a score that is converted into an institution's assessment rate. The
Large Bank Pricing Rule authorizes the FDIC to adjust, up or down, an insti-
tution's total score by 15 basis points. The final rule became effective on April
1, 2011. For further information, readers can access the final rule on the FDIC
website at www.fdic.gov.

1.28 In September 2011, the FDIC adopted guidelines describing the pro-
cess that the FDIC will follow to determine whether to make an adjustment,
to determine the size of any adjustment, and to notify an institution of an ad-
justment made to its assessment rate score, as allowed un<cer the Large Bank
Pricing Rule. The guidelines also provide examples of cirzcurnstances that might
give rise to an adjustment. Further information on the giiidelines can be found
in FIL-64-2011, Assessments: Assessment Rate Adjuctment Guidelines, on the
FDIC website at www.fdic.gov.

1.29 In October 2012, the FDIC's board s{ lirectors, through the issuance
of FIL.-44-2012, Assessments: Final Rule ¢ Assessments, Large Bank Pricing,
adopted a final rule to amend and clarify definitions related to higher risk
assets as used by the deposit insurancepricing scorecards for large and highly
complex IDIs. The rule applies oniy v institutions with $10 billion or more in
assets. Specifically, the rule revises the definition of certain higher risk assets,
such as leveraged loans and subprime consumer loans; clarifies the timing of
identifying an asset as higher risk; clarifies the way securitizations (including
those that meet the d=finition of nontraditional mortgage loans) are identified
as higher risk; and further defines terms that are used in the large bank pricing
rule adopted in February 2011. The final rule became effective on April 1, 2013.
For further infoi metion, readers are encouraged to access the final rule in FIL-
44-2012 on the W"DIC website at www.fdic.gov.

1.30 In November 2014, the FDIC issued the Assessments final rule to
revise the FDIC's risk-based deposit insurance assessment system to reflect
changes in the regulatory capital rules. The final rule

® conforms the capital ratios and ratio thresholds in the small insti-
tution assessment system to the new PCA capital ratios and ratio
thresholds.

® conforms the assessment base calculation for custodial banks to
the new asset risk weights using the standardized approach in
the regulatory capital rules.

® requires that all highly complex institutions measure counter-
party exposure for the assessment purposes using the Basel III
standardized approach credit equivalent amount for derivatives
and the Basel III standardized approach exposure amount for se-
curities financing transactions in the regulatory capital rules.
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For further information, readers can access the final rule in FIL-57-2014, As-
sessments: Final Rule, on the FDIC website at www.fdic.gov.

The Dodd-Frank Act

1.31 The Dodd-Frank Act was signed into law by President Obama on
July 21, 2010. It aims to promote U.S. financial stability by improving account-
ability and transparency in the financial system, putting an end to the belief
that certain financial institutions were too big to fail, protecting American
taxpayers by ending bailouts, and protecting consumers from abusive finan-
cial services practices. The Dodd-Frank Act contains many provisions; some
highlights that may be of particular interest to readers are summarized in the
following sections.

1.32 A copy of the full Dodd-Frank Act, as signed by the president, can be
found at www.gpo.gov. The AICPA is also following any developments related
to the Dodd-Frank Act on its website at www.aicpa.org on the "Federal Issues"
page under "Advocacy."

Financial Stability Oversight Council

1.33 The Dodd-Frank Act created a new systemic risk regulator called
the Financial Stability Oversight Council (FSOC). Tle “wo main goals of the
FSOC are to identify risks to the financial stability of the United States bank-
ing system and to promote market discipline by tlimiinating the moral hazard
of "too big to fail." To meet these goals, the FSO{ has many powers to identify
any company, product, or activity that could threaten U.S. financial stability.
The FSOC is chaired by the Secretary ot the Treasury, and voting members
are heads of nine federal financial reg:latory agencies, including chairmen
of the Federal Reserve, the FDIC, ¢nd the SEC, among others. The FSOC is
authorized to facilitate regulatory coordination, facilitate information sharing
and collection, designate nonhani financial companies for consolidated super-
vision, designate systemic financial market utilities and systemic payment,
clearing or settlement activities, and recommend stricter standards for the
largest, most interconuecied firms, break up firms that pose a "grave threat"
to financial stability, and recommend Congress close specific gaps in regula-
tion. Further information on the FSOC and proposed rulings can be found at
www.treasury.gov/initiatives/Pages/FSOC-index.aspx.

Leverage and Risk-Based Capital Requirements

1.34 Title 1, "Financial Stability," of the Dodd-Frank Act requires the
appropriate federal banking agencies to establish minimum leverage and risk-
based capital requirements, on a consolidated basis, for IDIs, depository insti-
tution holding companies, and nonbank financial companies supervised by the
Federal Reserve. The minimum leverage and risk-based capital requirements
for IDIs established by the agencies under this section of the Dodd-Frank Act
should not be less than the generally applicable requirements, which should
serve as a floor for any capital requirements that the agencies may require,
nor be quantitatively lower than the generally applicable requirements that
were in effect for IDIs as of the date of enactment. The provisions of Section
171 of the Dodd-Frank Act regarding trust preferred securities can be found in
paragraph 17.20 of this guide.
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1.35 Title VI, "Improvements to Regulation," of the Dodd-Frank Act man-
dates stronger capital requirements for all IDIs, depository institution holding
companies, and any company that controls an IDI and provides that any com-
pany in control be accountable for the financial strength of that entity.

Consumer Financial Protection Bureau

1.36 The Consumer Financial Protection Bureau (CFPB) is an indepen-
dent agency that consolidates much of the federal regulation of financial ser-
vices offered to consumers. The CFPB is expected to ensure that consumers
receive clear, accurate information to shop for mortgages, credit cards, and
other financial products (but not products subject to securities or insurance
regulations); to provide consumers with one dedicated advocate; and to pro-
tect them from hidden fees and deceptive practices. The CFPB also oversees
the enforcement of federal laws intended to ensure the fair, equitable, and
nondiscriminatory access to credit for individuals. The director of the CFPB re-
places the director of the Office of Thrift Supervision (OTS) on the FDIC board.
The CFPB is led by an independent director appointed by the president and
confirmed by the Senate and has a dedicated budget in the I"ederal Reserve.

1.37 The CFPB has the authority to examine and 2n/orce regulations for
banks and credit unions with assets of over $10 billion; all mortgage-related
businesses (nondepository institution lenders, service:rs, mortgage brokers, and
foreclosure operators); providers of payday loans; svudent lenders; and other
nonbank financial entities, such as debt cclivctors and consumer reporting
agencies. Banks and credit unions with aissets of $10 billion or less will be
examined for consumer compliance by “he appropriate regulator. The CFPB
also is able to autonomously write riles for consumer protections governing
all financial institutions (banks 2nd naonbanks) offering consumer financial
services or products.

1.38 For further information on the CFPB and the progress the agency
has made since its incepiien, readers can access the CFPB website at www
.consumerfinance.goy.

Derivatives Trading

1.39 The odd-Frank Act provided the SEC and the Commodity Futures
Trading Commission (CFTC) with the authority to regulate over-the-counter
derivatives and required central clearing and exchange trading for derivatives.
The SEC has regulatory authority over specific security-based swaps (includ-
ing credit default swaps), and the CFTC has primary regulatory authority
over all other swaps, including energy-rate swaps, interest-rate swaps, and
broad-based security group or index swaps. Standardized swaps will be traded
on an exchange or in other centralized trading facilities, which will promote
transparency; standardized derivatives will also have to be handled by central
clearinghouses. The Dodd-Frank Act requires all cleared swaps to be traded on
a registered exchange or board of trade.?

3 The SEC has proposed numerous rulings related to the provisions on derivative trading in-
cluded in the Dodd-Frank Wall Street Reform and Consumer Protection Act (Dodd-Frank Act). Read-
ers are encouraged to visit the "Dodd-Frank Act Rulemaking: Derivatives" page on the SEC website
to access further information.
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1.40 The Dodd-Frank Act also provided regulators the authority to im-
pose capital and margin requirements on swap dealers and major swap
participants.* The credit exposure from derivative transactions will be con-
sidered in banks' lending limits.

1.41 Banks are allowed to continue engaging in principal transactions
involving interest-rate, foreign-exchange, gold, silver, and investment-grade
credit default swaps, subject to Section 619 of the Dodd-Frank Act (commonly
referred to as the Volcker Rule) limitations on proprietary trading. See discus-
sion of the Volcker Rule in paragraph 1.54. For commodities, most other metals,
energy, and equities, banks must shift their swap operations to a separately
capitalized affiliate within the holding entity.

Lending Limits

1.42 Section 610 of the Dodd-Frank Act revises the statutory definition of
loans and extensions of credit to include credit exposures arising from deriva-
tive transactions, repurchase agreements, reverse repurchase agreements,
securities lending transactions, and securities borrowing transactions (collec-
tively, securities financing transactions). This revised definition aiso is appli-
cable to all savings associations.

1.43 IndJune 2013, the OCC finalized its lending limits 12terim rule, which
consolidated the lending limits rules applicable to natiavca: banks and savings
associations, removed the separate OCC regulation. gz eraing lending limits for
savings associations, and implemented Section 610G o"the Dodd-Frank Act. The
final rule outlines the methods that banks can <haose from to measure credit
exposures of derivative transactions and securiiies financing transactions. A
bank may choose which method it will use;!.avwever, the OCC may specify that
a bank use a particular method for safeiy 2n1d soundness reasons. Banks may
request OCC approval to use a different 1:iethod to calculate credit exposure for
certain transactions. If the Model Maiaod® is used, the OCC must approve the
use of the model and any subsequeat changes to an approved model. The final
rule continues to provide tha* 1nans and extensions of credit, including those
that arise from derivative trai.sactions and securities financing transactions,
must be consistent with sate and sound banking practices.

1.44 Derivative trar.sactions. Banks can generally choose to measure the
credit exposure ot deitvatives transactions through

® the Conversion Factor Matrix Method.®

4 In November 2015, the Office of the Comptroller of the Currency (OCC), the Board of Governors
of the Federal Reserve System (Federal Reserve), the FDIC, the Farm Credit Administration, and
the Federal Housing Finance Agency (collectively, the agencies) issued the final rule Margin and
Capital Requirements for Covered Swap Entities to implement Sections 731 and 764 of the Dodd-
Frank Act. The final regulations establish minimum margin and capital requirements for registered
swap dealers, major swap participants, security-based swap dealers, and major security-based swap
participants for which one of the agencies is the prudential regulator. The final rule was effective
April 1, 2016. Readers may access the full text of the regulation from any of the agencies websites.

5 Under the Model Method, the credit exposure of a derivative transaction should equal the sum
of the current credit exposure of the derivative transaction and the potential future credit exposure of
the derivative transaction. See Title 12 U.S. Code of Federal Regulations (CFR) Part 32.9 for further
discussion on the calculation of current credit exposure and the potential future credit exposure.

6 Under the Conversion Factor Matrix Method, credit exposure arising from a derivative trans-
action should equal and remain fixed at the potential future credit exposure of the derivative trans-
action, which should equal the product of the notional principal amount of the derivative transac-
tion and a fixed multiplicative factor utilizing the conversion factor matrix found in Table 1 to 12
CFR 32.9.

AAG-DEP 1.40 ©2016, AICPA



Industry Overview—Banks and Savings Institutions 11

® the Current Exposure Method.”

® an OCC-approved internal model.

1.45 For credit derivatives (transactions in which banks buy or sell credit
protection against loss on a third-party reference entity), the final rule pro-
vides a special rule for calculating credit exposure based on exposure to the
counterparty and reference entity.

1.46 Securities financing transactions. The final rule specifically exempts
securities financing transactions relating to Type I securities (such as U.S. or
state government obligations) from the lending limits calculations. For other
securities financing transactions, banks can choose to measure credit exposure
by the following methods:

® Locking in the attributable exposure based on the type of trans-
action

Using an OCC-approved internal model
Using the Basel Collateral Haircut Method?®

1.47 Information for community banks. The firnal rule minimizes the com-
pliance burden on small and midsize banks of measuring the credit exposure
of derivative transactions and securities finarciug transactions by providing
different options for measuring the exposurcs ior each transaction type. The
options permit banks to adopt complianea 4iternatives that fit their size and
risk management requirements, consisvcent with safety and soundness and the
goals of the statute. Community banks should note that derivative transactions
include interest rate swaps; however, community banks may use the Conver-
sion Factor Matrix Method, which.1z an easy-to-use lookup table that locks in
the attributable exposure at ¢1:¢ execution of the transaction. The simplest cal-
culation of securities financiug transactions, excluding those related to Type 1
securities, is the Basic Method, which locks in the attributable exposure based
on the type of transaction.

Securitization

1.48 The Podd-Frank Act requires changes to rules and regulations for
securitization transactions. The Dodd-Frank Act also requires entities that
sponsor products such as mortgage-backed securities to retain at least 5 percent
of the credit risk, unless the underlying loans meet standards that reduce the
risk. It also requires these sponsors to disclose more information about the
underlying assets, including analysis of the quality of the underlying assets.

7 Under the Current Exposure Method, credit exposure for derivative transactions is calculated
by adding the current exposure (the greater of zero or the mark-to-market value) and the potential
future credit exposure (calculated by multiplying the notional amount by a specified conversion factor
taken from Table 4 of the Advanced Approaches Appendix of the capital rules, which varies based
on the type and remaining maturing of the contract) of the derivative transactions. The current
exposure method incorporates additional calculations for netting arrangements and collateral and
utilizes multipliers that are more tailored to compute the potential future credit exposure of derivative
transactions.

8 The Basel collateral haircut method applies standard supervisory haircuts (the percentage
reduction of the amount that will be repaid to creditors) for measuring counterparty credit risk for
such transactions under the capital rules' Basel II Advanced Internal Ratings-Based Approach or the
Basel III Advanced Approaches.
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1.49 In January 2011, the SEC adopted new rules related to represen-
tations and warranties in asset-backed securities offerings, as outlined in Re-
lease No. 33-9175, Disclosure for Asset-Backed Securities Required by Section
943 of the Dodd-Frank Wall Street Reform and Consumer Protection Act. These
rules require securitizers of asset-backed securities to disclose fulfilled and
unfulfilled repurchase requests. The rules also require nationally recognized
statistical rating organizations to include information regarding the represen-
tations, warranties and enforcement mechanisms available to investors in an
asset-backed securities offering in any report accompanying a credit rating
issued in connection with such offering, including a preliminary credit rating.’

1.50 Pursuant to Section 945 of the Dodd-Frank Act, the SEC issued Re-
lease No. 33-9176, Issuer Review of Assets in Offerings of Asset-Backed Securi-
ties, which requires any issuer registering the offer and sale of an asset-backed
security to perform a review of the assets underlying the asset-backed security.
In addition, the rule amended Regulation AB by requiring an asset-backed se-
curity issuer to disclose the nature, findings, and conclusion of its review of the
assets.

1.51 Section 942(a) of the Dodd-Frank Act eliminated the automatic sus-
pension of the duty to file under Section 15(d) of the 1934 Act for asset-backed
securities issuers and granted the SEC the authority to issu€ rules providing
for the suspension or termination of such duty. To imnlenient Section 942(a),
the SEC issued Release No. 34-65148, Suspension_cf the Duty to File Reports
for Classes of Asset-Backed Securities Under Section 15(d) of the Securities Ex-
change Act of 1934, which establishes rules to.trovide certain thresholds for
suspension of the reporting obligations for asset vacked securities issuers.

1.52 In October 2014, the OCC, the Weaeral Reserve, the FDIC, the SEC,
the Federal Housing Finance Agency, aid tne U.S. Department of Housing and
Urban Development (HUD) issued the joiat final rule Credit Risk Retention to
implement the credit risk retenticiu requirements of Section 15G of the 1934
Act, as added by Section 941 «f tne Dodd-Frank Act. Section 15G generally
requires the securitizer of assel-backed securities to retain not less than 5 per-
cent of the credit risk of the assets collateralizing the asset-backed securities.
Section 15G includes a varisty of exemptions for these requirements, including
an exemption for asgev-bhacked securities that are collateralized exclusively by
residential mortgages that qualify as qualified residential mortgages. The final
rule became effective February 23, 2015.

1.53 In connection with making amendments to its "safe harbor" rule
that were necessary due to the implementation of FASB Statement No. 166,
Accounting for Transfers of Financial Assets, an amendment of FASB State-
ment No. 140 (codified in FASB Accounting Standards Codification [ASC] 860,
Transfers and Servicing), and FASB Statement No. 167, Amendments to FASB
Interpretation No. 46(R) (codified in FASB ASC 810, Consolidation), the FDIC
included a condition to qualify for the safe harbor that, among other conditions,
sponsors must retain an economic interest of no less than 5 percent of the credit
risk of the financial assets underlying a securitization until the joint intera-
gency regulations that are required to be adopted under the Dodd-Frank Act

9 In August 2011, the SEC made a technical correction to the final ruling due to an incorrect
paragraph reference in an instruction to Rule 15Ga-1. See Release No. 33-9175A, Disclosure for Asset-
Backed Securities Required by Section 943 of the Dodd-Frank Wall Street Reform and Consumer
Protection Act.
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become effective. The sponsor is not permitted to hedge the credit risk of the
retained interest but may hedge certain other risks (such as interest rate and
currency). Other conditions are also necessary to qualify for the safe harbor.
The rule grandfathers the previous safe harbor rule for transfers of financial
assets on or prior to December 31, 2010. For further information on the FDIC's
safe harbor rule, readers are encouraged to access the September 27, 2010,
board minutes from the "FDIC Board Meetings" page on the FDIC website.

Volcker Rule

1.54 The Volcker Rule prohibits banking entities and affiliated compa-
nies from proprietary trading; acquiring or retaining any equity, partnership,
or other ownership interest in a hedge fund or private equity fund; and spon-
soring a hedge fund or private equity fund. Proprietary trading consists of
transactions made by an entity that affect the entity's own account but not the
accounts of its clients. Banks are allowed to make de minimis investments in
hedge funds and private equity funds using no more than 3 percent of their
tier 1 capital in all such funds combined. Also, a bank's investment in a private
fund may not exceed 3 percent of the fund's total ownership-interest. Nonbank
financial institutions supervised by the Federal Reserve a'sc have restrictions
on proprietary trading, hedge fund investments, and. ‘nr.vate equity invest-
ments. See discussion on final rulings enacted as a rezult of the Volcker Rule
in paragraphs 18.77-.78 of this guide.

Thrift Regulations

1.55 The Dodd-Frank Act abolished ‘iiec OTS, which had been the fed-
eral supervisor for federal savings asscciations and thrift holding companies.
Its authority for federal savings associations and rulemaking for all savings
associations was transferred to the OCC, its authority for state savings as-
sociations was transferred to the.i'DIC, and its authority for thrift holding
companies (also known as savings and loan holding companies or SLHCs) was
transferred to the Federal 1’cserve. However, the thrift charter has been pre-
served. In January 2011, t*.e Federal Reserve, the FDIC, the OCC, and the OTS
issued a Joint Impleraentation Plan to provide an overview of actions taken by
the agencies to efficiently and effectively implement Sections 301-326 of the
Dodd-Frank Act. The transfer of authority took place on July 21, 2011, and
certain regulsiions have been enacted in response, as subsequently discussed.

1.56 In July 2011, the OCC issued an interim final rule that republishes
regulations issued by the OTS, prior to its transfer of powers, that the OCC
has authority to promulgate and enforce. This rule, which was effective im-
mediately, renumbers and issues these former OTS regulations as new OCC
regulations (recodified in Chapter I at Parts 100—197), with nomenclature and
other technical amendments to reflect the OCC supervision of federal savings
associations. These newly issued OCC regulations supersede the OTS regula-
tions for purposes of the OCC supervision of federal savings associations.

1.57 In August 2011, the Federal Reserve issued an interim final rule
establishing regulations for SLHCs. This rule provides for the corresponding
transfer from the OTS to the Federal Reserve of the regulations necessary
for the Federal Reserve to administer the statutes governing SLHCs. The
three components to the rule include new Regulation LL (Part 238), which sets
forth regulations generally governing SLHCs; new Regulation MM (Part 239),
which sets forth regulations governing SLHCs in mutual form; and technical
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amendments to current Federal Reserve regulations necessary to accommodate
the transfer of supervisory authority for SLHCs from the OTS to the Federal
Reserve.

1.58 In August 2011, the FDIC published an interim final rule reissuing
and redesigning certain transferring OTS regulations. In republishing these
rules, the FDIC only made technical changes to existing OTS regulations. The
OTS regulations were recodified in Chapter III at Parts 390-391.

1.59 In December 2011, the OCC issued Bulletin OCC 2011-47, OTS Inte-
gration: Supervisory Policy Integration Process, to outline the process that the
OCC intends to follow to fully integrate the OTS policy guidance documents into
a common set of supervisory policies that applies to both national banks and
federal savings associations. Phase 1 involves rescinding a significant number
of documents including OTS documents that transmitted or summarized rules,
interagency guidance, or Examination Handbook sections that are no longer
useful because of the elimination of the OTS, the passage of time, or duplicate
existing OCC guidance. The OCC has announced the rescission through nu-
merous bulletins. Phase II focuses on guidance that requires further review,
substantive revision, or combination or guidance that is considered unique to
federal savings associations. Readers are encouraged to access tne "OTS Inte-
gration" page on the OCC website for further developments on the integration
of the two agencies.!®

Resolution Plans!!

1.60 The FDIC and the Federal Reserve: issued a joint rule to imple-
ment Section 165(d) of the Dodd-Frank Act. This rule requires bank holding
companies with assets of $50 billion or mor< and companies designated as sys-
temically important by the FSOC to repart periodically to the FDIC and the
Federal Reserve the company's plan for its rapid and orderly resolution in the
event of material financial distress ¢t failure.

1.61 The goal of this ruleiiz to achieve a rapid and orderly resolution of
an organization that would nct cause a systemic risk to the financial system.
The final rule also establisies specific standards for the resolution plans (com-
monly referred to as living wills), including requiring a strategic analysis of
the plan's component*s, a description of the range of specific actions to be taken
in the resolution; ana analyses of the company's organization, material en-
tities, interconnections and interdependencies, and management information
systems, among other elements.

1.62 The rule requires companies to update their plans annually. A com-
pany that experiences a material event after a plan is submitted has 45 days
to notify regulators of the event.

10 Office of Thrift Supervision (OTS) policies and guidance remain applicable to federal savings
associations until rescinded, superseded, or revised. In some cases, the OCC may amend an OTS rule,
policy, or practice that is cross-referenced in more than one document or affects only a portion of a
document. If overlapping guidance exists, any guidance or regulation issued by the OCC after July
21, 2011, that specifically includes federal savings associations in its scope will prevail. If a document
has not been rescinded, but a portion of the content no longer applies, the superseded portion will be
grayed out electronically.

11 Tn December 2014, the FDIC issued guidance for resolutions plans that IDIs with assets
greater than $50 billion must submit periodically to the FDIC. The guidance includes direction
regarding the elements that should be discussed in a fully developed resolution strategy and the cost
analysis, clarification regarding assumptions made in the plan, and a list of significant obstacles to
an orderly and least costly resolution that institutions should address.
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1.63 Separately, the FDIC's board of directors approved a complementary
final rule under the FDI Act to require IDIs with $50 billion or more in total
assets to submit periodic contingency plans to the FDIC for resolution in the
event of the depository institution failure. The final rule became effective on
April 1, 2012.

1.64 The final rule requires these IDIs to submit a resolution plan that
will enable the FDIC, as receiver, to resolve the bank to ensure that depos-
itors receive access to their insured deposits within one business day of the
institution's failure, maximize the net present value return from the sale or
disposition of its assets, and minimize the amount of any loss to be realized by
the institution's creditors.

1.65 Both the final rule related to certain bank holding companies and
systemically important companies and the final rule related to certain IDIs can
be found on the FDIC website at www.fdic.gov.

Stress Testing

1.66 Section 165(i) of the Dodd-Frank Act requires ccrtain companies to
conduct annual stress tests (commonly referred to as Iioad-Frank Act Stress
Testing) in accordance with the regulations proposec by their respective pri-
mary financial regulatory agencies, as well as semiarnual company-run stress
tests. Specifically, it requires the primary financ’al regulatory agency to define
the stress tests; establish methodologies for “he conduct of the stress tests,
which must include at least three differerit szts of conditions (baseline, ad-
verse, and severely adverse); establish tlie i'orm and content of the report that
institutions are required to submit; aad instruct the institution to publish a
summary of the results of the Doda: ¥rank Act institutional stress test.

1.67 In May 2012, the Federal Reserve, the OCC, and the FDIC jointly
issued final supervisory guicarice on stress testing for banking organizations
with more than $10 billicx 1. total consolidated assets that became effective
on July 23, 2012. The guicance highlights the importance of stress testing as
an ongoing risk management practice that supports a banking organization's
forward-looking assessment of its risks. In addition, the guidance highlights
five principles tuavshould be part of a banking organization's stress testing
framework. The framework should (@) include activities and exercises that are
tailored to the exposures, activities, and risks of the organization; (b) employ
multiple conceptually sound activities and approaches; (c) be forward looking
and flexible; (d) be clear, actionable, well supported, and used in the deci-
sion making process, and (e¢) include strong governance and effective internal
control. Furthermore, the guidance discusses four types of stress testing ap-
proaches and applications, which include scenario analysis, sensitivity anal-
ysis, enterprise-wide stress testing, and reverse stress testing. Readers can
access the supervisory guidance from any of the agencies' websites.

1.68 In conjunction with the release of stress testing guidance, the Federal
Reserve, the FDIC, and the OCC also released a statement to clarify that com-
munity banks are not required or expected to conduct the type of stress testing
required of larger organizations. However, the statement also noted that all
banking organizations, regardless of size, should have the capacity to analyze
the potential impact of adverse outcomes on their financial condition. Exam-
ples of such interagency guidance that addresses potential adverse outcomes
as a part of sound risk management practices include, but are not limited to,
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interest rate risk (IRR) management, commercial real estate concentrations,
and funding and liquidity management.

1.69 On October 9, 2012, the Federal Reserve, the FDIC, and the OCC
issued final rules on company-run stress testing for companies with more than
$10 billion in total assets as required by the Dodd-Frank Act. Readers can
access the stress test requirements of each agency from the respective agencies'
websites.?

Regulatory Capital Matters

1.70 Capital is the primary tool used by regulators to monitor the finan-
cial health of insured financial institutions. Regulatory intervention is focused
primarily on an institution's capital levels relative to regulatory standards.
The agencies have a uniform framework for PCA, as well as specific capital
adequacy guidelines set forth by each agency.!?

1.71 In addition to assessing financial statement disclosures, which are
discussed in chapter 17, "Equity and Disclosures Regarding Capital Matters,"
of this guide, the auditor considers regulatory capital from' the perspective
that noncompliance or expected noncompliance with regulatary capital require-
ments may be a condition, when considered with other facuors, that could indi-
cate substantial doubt about an entity's ability to contin 1o as a going concern.
This discussion provides an overview to help auditvrs understand regulatory
capital requirements. Capital regulations are‘c(mziex, and their application
by management requires a thorough understai ding of specific requirements
and the potential impact of noncompliance. Accordingly, the auditor should
consult the relevant regulations and regt.lavory guidance, as necessary, when
considering regulatory capital matters.

Capital Adequacy

1.72 The FDIC, the OCC. «nd the Federal Reserve historically had com-
mon capital adequacy guiasiines which differed in some respects from those of
the OTS, prior to its trausfer of powers, involving minimum (a) leverage capi-
tal and (b) risk-based cayital requirements.!* Capital adequacy guidelines are
now substantially the same for banks and savings associations. A summary of
the general requireinents follows. Specific requirements are set forth in Title
12, Banks and Banking, of U.S. CFR and in the instructions for the FFIEC's
Consolidated Reports of Condition and Income (Call Report) and the Federal
Reserve's Consolidated Financial Statements for Holding Companies—FR Y-
9C. The reports are required to be filed quarterly and contain certain financial

12 Tn March 2014, the OCC, the Federal Reserve, and the FDIC issued Supervisory Guidance for
Banking Organizations With Total Consolidated Assets of More Than $10 Billion but Less Than $50
Billion.

13 This chapter discusses federal capital requirements. Separate state requirements may exist
that also should be considered for purposes of assessing the entity's ability to continue as a going
concern.

14 Tn accordance with FASB Accounting Standards Codification 942-505-50-1G, savings insti-
tution holding companies are not subject to regulatory capital requirements separate from those of
their subsidiaries. Bank holding companies do have capital requirements separate from those of their
subsidiaries. Chapter 17, "Equity and Disclosures Regarding Capital Matters," of this guide provides
additional guidance.
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information, including information used in calculating regulatory capital ratios
and amounts.!®

1.73 The OCC, the Federal Reserve, and the FDIC established a mini-
mum common equity tier 1 capital ratio of 4.5 percent, tier 1 capital ratio of 6
percent, total capital ratio of 8 percent, and leverage ratio of 4 percent. The cap-
ital rules limit capital distributions and certain discretionary bonus payments
if banks do not maintain a capital conservation buffer of common equity tier
1 capital above minimum capital requirements. Advanced approaches organi-
zations (defined as banking organizations with $250 billion or more in total
consolidated assets or total consolidated on-balance sheet foreign exposure of
$10 billion or more) must also maintain a minimum supplementary leverage
ratio of 3 percent. Although advanced approaches banking organizations are
not required to comply with the minimum supplementary leverage ratio until
January 1, 2018, they were required to begin reporting the ratio as of January
1, 2015. By statute, the FDIC and the OCC also require all federal and state
savings associations to maintain a tangible capital requirement of 1.5 percent
of assets. The advanced approaches and standardized capital ratio calculations
can be found at 12 CFR 3.10 (OCC), 12 CFR 217.10 (Federa1 Reserve), and 12
CFR 324.10 (FDIC).

@ Update 1-1 Regulatory: Regulatory Capitai Rules

The regulatory final rule Regulatory Capitai &:ies: Regulatory Capital, En-
hanced Supplementary Leverage Ratio Star.cords for Certain Bank Holding
Companies and Their Subsidiary Insurza Depository Institutions, issued by
the Federal Reserve, the OCC, and thz 1'2{C in April 2014, will become effec-
tive on January 1, 2018. Banking arguitizations subject to the requirements
were required to calculate and pibiicly disclose the ratio beginning January
1, 2015.

The final regulatory rule stiengthens the agencies' supplementary leverage
ratio standards for large, iz.terconnected U.S. banking organizations and is
applicable to any U.&. ¢op-tier bank holding company with more than $700
billion in total consclidated assets or more than $10 trillion in assets un-
der custody and any IDI subsidiary of these bank holding companies. The
final rule estailhiches enhanced supplementary leverage ratio standards for
covered bank houlding companies and their subsidiary IDIs. Among other pro-
visions of the final rule, an IDI that is a subsidiary of a covered bank holding
company must maintain a supplementary leverage ratio of at least 6 percent
to be well capitalized under the agencies' PCA framework.

Readers are encouraged to consult the full text of this final rule at any of the
respective agencies' websites.

1.74 Risk-based capital standards of the FDIC, the OCC, and the Federal
Reserve explicitly identify concentrations of credit risk, risks of nontraditional

15 Banking agencies provide additional regulatory capital guidance through examination manu-
als and other communications, such as Supervision and Regulation (SR) letters issued by the Federal
Reserve, Financial Institution Letters issued by the FDIC, and Bulletins issued by the OCC. The OTS
provided additional regulatory capital guidance through examination manuals and other communica-
tions such as CEO memos, thrift bulletins, and regulatory bulletins. Readers are encouraged to visit
the "OTS Integration" page of the OCC website for further information regarding OTS documents,
which have either been rescinded or maintained.
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activities, and IRR as qualitative factors to be considered in examiner as-
sessments of an institution's overall capital adequacy; however, the standards
require no specific quantitative measure of such risks.

1.75 The FDIC, the OCC, and the Federal Reserve have augmented their
IRR requirements through a joint policy statement, Joint Agency Policy State-
ment on Interest Rate Risk, that explains how examiners will assess institu-
tions' IRR exposure.'®'” The policy statement also suggests that institutions
with complex systems for measuring IRR may seek assurance about the insti-
tution's risk management process from internal and external auditors.

1.76 The Market Risk Rule (MRR) establishes risk-based regulatory cap-
ital requirements for bank holding companies, state member banks, SLHCs,
national banks, federal savings associations, and state savings associations
(collectively, banking organizations) with significant exposure to certain mar-
ket risks. The MRR implements the Amendment to the Capital Accord (Mar-
ket Risk Amendment or MRA) to incorporate market risks issued by the Basel
Committee on Banking Supervision (Basel Committee) in 1996 and modified
in 1997, 2005, 2009, and 2010. The MRR is set forth at 12 CFR 217, subpart
F (Federal Reserve), 12 CFR 3, subpart F (OCC), and 12 CFR.524, subpart F
(FDIC).

1.77 The effect of the market risk capital rules is thet any banking organi-
zation regulated by the federal banking agencies, with cizaificant exposure to
market risk, generally must measure that risk usiing {vs'own internal value at
risk model, and hold a commensurate amount of ¢api.al. The amount of capital
required to be held includes tier 1 and tier 2-<: yital. The regulatory capital
requirements only apply to banking organiza*ions whose trading activity on a
worldwide consolidated basis equals 10 percat or more of the total assets or
totals $1 billion or more.

1.78 In June 2012, the OCC, th= "ederal Reserve, and the FDIC amended
the market risk capital rule. The.ainendment revises the calculation of market
risk to better characterize the 11sizs facing a particular institution and to help
ensure the adequacy of capitat related to the institution's market risk-related
positions. Under the amendment, additional charges were implemented for
stressed VaR, credit rizk. correlation trading, and other securitizations. The
amendment became 21tactive on January 1, 2013, and can be accessed from
any of the agencies' websites.

1.79 Institutions are required to report certain financial information to
regulators in quarterly Call Reports, which include amounts used in calcula-
tions of the institution's various regulatory capital ratios and amounts.

1.80 Under the capital adequacy standards of the OCC, the Federal Re-
serve, and the FDIC, a banking organization must deduct certain assets from
common equity tier 1 capital. A banking organization is permitted to net asso-
ciated deferred tax liability against some of those assets prior to making the
deduction from tier 1 capital, if the deferred tax liability is associated with the
assets and the deferred tax liability would be extinguished if the associated
asset becomes impaired or is derecognized under GAAP. Deductions from com-
mon equity tier 1 capital include goodwill and other intangible, deferred tax

16 Federal Register Vol. 61, No. 124 [26 June 1996], pp. 33166-33172.

17 The OCC incorporated the joint policy statement into its "Interest Rate Risk" booklet of the
Comptroller's Handbook.
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assets that arise from net operating loss and tax credit carryforwards, gains
on sale in connection with a securitization, any defined benefit pension fund
net asset held by entities that are not depository institutions (unless the bank-
ing organizations has unrestricted and unfettered access to the assets in that
fund), investments in a banking organization's own capital instruments, mort-
gage servicing rights (above certain levels) and investments in the capital of
unconsolidated financial institutions (above certain levels).

Prompt Corrective Action

1.81 The FDICIA made capital an essential tool for regulators to monitor
the financial health of insured banks and savings institutions. Regulatory in-
tervention is now focused primarily on an institution's capital levels relative to
regulatory standards. In Section 38, "Rules, Regulations, and Orders," of the
FDI Act, the FDICIA added (to the existing capital adequacy guidelines set
forth by each agency) a uniform framework for prompt corrective regulatory
action. Holding companies are not subject to the PCA provisions.

1.82 Section 38 provides for supervisory action at certain institutions
based on their capital levels. Each institution falls inte one of five regula-
tory capital categories (see paragraph 1.85) based primerily on four capital
measures, total risk-based capital; tier 1 based capitil; common equity tier 1
capital; and leverage ratios.!® These capital ratios are¢ defined in the same man-
ner for Section 38 purposes as under the respect ve wgencies' capital adequacy
guidelines and regulations. For savings assoziations, tier 1 leverage capital is
comparable to core capital.

1.83 Regulations also specify a mizi»mum requirement for tangible equity,
which is defined as tier 1 capital pluc catstanding perpetual preferred stock
not included in tier 1 capital. In calculating the tangible capital ratio, the
regulations specify specific deductions that should be applied to total assets
included in the ratio denomi:ator.

1.84 An institution n:ay be reclassified between certain capital categories
if its condition or an.activity is deemed by regulators to be unsafe or unsound.
A change in an institution's capital category initiates certain mandatory—and
possibly additional discretionary—action by regulators.

1.85 Under Section 38 of the FDI Act, an institution is considered

a. well capitalized if its capital level significantly exceeds the required
minimum level for each relevant capital measure;

b. adequately capitalized if its capital levels meets the required mini-
mum level for each relevant capital measure;

c. undercapitalized if its capital level fails to meet the required mini-
mum level for each relevant capital measure;

d. significantly undercapitalized if its capital level is significantly be-
low the required minimum level for each relevant capital measure;
and

e. critically undercapitalized if its capital level fails to meet any level
specified under subsection (c)(3)(A) of Section 38 of the FDI Act.

18 With respect to an advanced approaches national bank or advanced approaches federal savings
association, on January 1, 2018, and thereafter, the leverage measure also includes the supplementary
leverage ratio.
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1.86 The PCA levels are defined as follows:

Common
Total Tier 1 Equity
Risk-Based | Risk-Based Tier 1
Capital Capital Risk-Based | Leverage
Ratio Ratio Capital Ratio | Ratio*
Category (Percent) (Percent) (Percent) (Percent)
Well capitalized >10 and >8 and >6.5 and >5
Adequately >8 and >6 and >4.5 and >4
capitalized
Undercapitalized <8 or <6 or <4.50r <4
Significantly <6 or <4 or <3 or <3
undercapitalized
* With respect to an advanced approaches national bank or advanced
approaches federal savings association, on January 1, 2018, and
thereafter, the leverage measure also includes capital adeyuacy
guidelines for the supplementary leverage ratio in determination of both
adequate capitalization and undercapitalization.

1.87 Critically undercapitalized institutions =i e those having a ratio of
tangible equity to total assets of 2 percent or less.

1.88 An institution will not be considacer] well capitalized if it is under a
capital-related cease-and-desist order, forimal agreement, capital directive, or
PCA capital directive.

1.89 Actions that may be takzen under the PCA provisions range from the
restriction or prohibition of certaia activities to the appointment of a receiver
or conservator of the institutica's net assets.

1.90 Regulators will aiso require undercapitalized institutions to submit a
plan for restoring the inistitution to an acceptable capital category. For example,
each undercapitalized institution is generally required to submit a plan that
specifies the following:

®  Steps the institution will take to become adequately capitalized
® Targeted capital levels for each year of the plan

® How the institution will comply with other restrictions or require-
ments put into effect

® Types and levels of activities in which the institution will engage

1.91 Noncompliance or expected noncompliance with regulatory capital
requirements may be a condition that, when considered with other factors,
could indicate substantial doubt about an entity's ability to continue as a going
concern. The implementation of the PCA provisions warrants similar attention
by independent accountants when considering an institution's ability to remain
a going concern.
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Annual Independent Audits and Reporting Requirements

1.92 The primary source of annual independent audits and reporting re-
quirements is Section 36, Early Identification of Needed Improvements in Fi-
nancial Management, of the FDI Act. In 1991, Section 112 of the FDICIA added
Section 36 of the FDI Act. 12 CFR 363 (Part 363) of the FDIC's regulations im-
plements Section 36 of the FDI Act. Part 363 was initially adopted by the
FDIC's Board of Directors in 1993 and was most recently amended in 2013.
Section 36 and Part 363 also establish minimum qualifications for auditors
that provide audit and attest services to IDIs. Section 36 and Part 363 apply to
each FDIC IDI having total assets of $500 million or more at the beginning of
its fiscal year. The requirements specified in Section 36 and Part 363 are in ad-
dition to any other statutory and regulatory requirements otherwise applicable
to an IDI.

1.93 Notwithstanding the requirements of Section 36 of the FDI Act
and Part 363, the Federal Reserve requires certain bank holding companies
to submit audited financial statements (under authority of 12 CFR 225.5
[Regulation Y]).

1.94 Also, audit requirements for savings associations, state savings as-
sociations, and SLHCs are set forth in 12 CFR 162.4 ‘OCC), 12 CFR 238.5
(Federal Reserve), and 12 CFR 390.322 (FDIC). In general, the OCC, the Fed-
eral Reserve, and the FDIC may require an independent audit of any such
entity that they supervise when needed for any identified safety and sound-
ness reason. However, audits for safety aind scundness are required as follows:

® Savings associations supzrvised by the OCC, regardless of size,
with a composite safety «nd soundness CAMELS rating of 3, 4,
or5

® SLHCs supervised hy tie Federal Reserve, which control savings
association subtidlary(ies) with aggregate consolidated assets of
$500 million v* more

® State savings associations supervised by the FDIC, regardless of
size, with, & composite safety and soundness CAMELS rating of 3,
4, or'5

12 CFR 162.4 (>CC), 12 CFR 238.5 (Federal Reserve), and 12 CFR 390.322
(FDIC) provide that these audits should be conducted by an independent public
accountant who is in compliance with the AICPA Code of Professional Conduct
and meets the independence requirements and interpretations of the SEC.'°

1.95 Part 363, "Annual Independent Audits and Reporting Require-
ments," of the FDIC's rules and regulations, which implements Section 36
of the FDI Act, also includes guidelines and interpretations (guidelines) to fa-
cilitate a better understanding of, and full compliance with, the provisions of
the Section 36. On July 20, 2009, a final rule which amended the regulation
and guidelines in Part 363 was published in the Federal Register (Vol. 74, No.
137 [20 July 2009], pp. 35726-35761). The final rule applies to Part 363 Annual
Reports with filing deadlines on or after the effective date of the amendments,
which was August 6, 2009. The compliance date for the provision of the final

19 12 CFR 162.4 (OCC), 12 CFR 238.5 (Federal Reserve), and 12 CFR 390.322 (FDIC) have not
been updated to include a reference to the independence requirements of the PCAOB or independent
public accountants registered with the PCAOB.
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rule that requires institutions' boards of directors to develop and adopt writ-
ten criteria pertaining to audit committee member independence was delayed
until December 31, 2009. The provision of the final rule that requires the con-
solidated total assets of a holding company's IDI subsidiaries to comprise 75
percent or more of the holding company's consolidated total assets in order for
an institution to be eligible to comply with Part 363 at the holding company
level became effective for fiscal years ending on or after June 15, 2010.

1.96 Part 363 applies to any IDI with total assets above certain thresholds
and requires annual independent audits, assessments of the effectiveness of
internal control over financial reporting, and compliance with laws and regula-
tions pertaining to insider loans and dividend restrictions, the establishment of
independent audit committees, and related reporting requirements. The asset
size threshold for reporting on an institution's internal control is $1 billion and
the threshold for the other requirements generally is $500 million. The FDIC's
FIL-33-2009, Annual Audit and Reporting Requirements: Final Amendments
to Part 363, issued on June 23, 2009, provides a summary of the final rule
and highlights certain amended annual and other reporting requirements. The
general requirements, as amended, are summarized in the follovrig text.

1.97 Annual reporting requirements. According to Scctions 363.2 and
363.4, management is required to prepare and file a Part 563 Annual Report
that includes the following:2°

a. Comparative financial statements in accoraance with GAAP, which
should be audited by an independent public accountant.

b. A management report that must-<aptain the following:

i. A statement of manzgement's responsibilities for prepar-
ing the institution's annual financial statements, for es-
tablishing and maintaining an adequate internal control
structure and procedures for financial reporting, and for
complying witn laws and regulations relating to safety
and sounduess pertaining to insider loans and dividend
restrictions, which are designated by the FDIC and the
apouropriate federal banking agency.

ii. ~Anassessment by management of the institution's compli-
ance with the designated laws and regulations pertaining
to insider loans and dividend restrictions during such fis-
cal year. The assessment must state management's con-
clusion regarding compliance and disclose any noncom-
pliance with these laws and regulations. The assessment
must clearly state whether the institution has or has not
complied with these regulations. Disclosure is not depen-
dent on the degree or materiality of any noncompliance.
Statements such as "management believes that the insti-
tution complied, in all material respects with the desig-
nated safety and soundness laws and regulations" do not
present a definitive and unconditional conclusion regard-
ing compliance as envisioned under Part 363.

20 The reporting requirements may be satisfied for certain subsidiaries through reporting by
their holding companies. These exemptions are discussed in Section 363.1(b) of the rule.
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iii. For an institution with consolidated total assets of $1 bil-
lion or more at the beginning of its fiscal year, an assess-
ment by management of the effectiveness of such internal
control structure and procedures as of the end of such fis-
cal year. (See paragraphs 1.110—.111 for additional infor-
mation regarding the internal control reporting require-
ments.)

c¢. The management report must be signed by the CEO and the chief
accounting officer or the CFO at the insured depository level or the
holding company level as specified in Section 363.2(c).

1.98 Independent public accountant. As amended, Section 363.3 clari-
fies the independence standards applicable to accountants and requires the
following:

a. Each IDI should engage an independent public accountant to audit
and report on its annual financial statements in accordance with
generally accepted auditing standards or the PCAOB's auditing
standards, if applicable, and Section 37 of the F1 Act.

b. For each IDI with total assets of $1 billion ori:cre at the beginning
of the institution's fiscal year, the indepead=at public accountant
who audits the institution's financial sitatements should examine,
attest to, and report separately on “h¢ assertion of management
concerning the effectiveness of tiie institution's internal control
structure and procedures for. finarcial reporting. The attestation
and report should be made ir accordance with attestation stan-
dards established by the AICPA or the PCAOB's auditing stan-
dards, if applicable. T2 accountant's report must not be dated
prior to the date of the management report and management's
assessment of the.effeciiveness of internal control over financial
reporting.

c¢. When the indepindent public accountant performing services un-
der Part 65 ceases to be the institution's accountant, the ac-
countant imust provide the FDIC, the appropriate Federal banking
agenc,, end any appropriate State bank supervisor with written no-
tification of such termination within 15 days after the occurrence
ol'such an event. Guideline 20 to Part 363 provides additional
guidance regarding an independent public accountant's notice of
termination.

d. The auditors must report certain communications on a timely basis
to the audit committee. The requirements for communications with
audit committees, consistent with the requirements under Section
363.3(d), are set forth in the applicable professional standards. The
applicable AICPA professional standards, which include AU-C sec-
tion 260, The Auditor's Communication With Those Charged With
Governance; AU-C section 240, Consideration of Fraud in a Finan-
cial Statement Audit; AU-C section 265, Communicating Internal
Control Related Matters Identified in an Audit; and AT section 501,
An Examination of an Entity's Internal Control Over Financial
Reporting That Is Integrated With an Audit of Its Financial State-
ments (AICPA, Professional Standards), provide guidance regard-
ing certain matters required to be communicated to those charged
with governance, such as audit committees. PCAOB AS 1301,
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Communications with Audit Committees, and AS 2201, An Audit of
Internal Control Over Financial Reporting That Is Integrated with
An Audit of Financial Statements (AICPA, PCAOB Standards and
Related Rules), address the requirements for communication of cer-
tain matters to audit committees for audits of public companies.

The auditors must report certain communications on a timely
basis to the audit committee. The requirements for communi-
cations with audit committees, consistent with the requirements
under Section 363.3(d), are set forth in the applicable professional
standards. The applicable AICPA professional standards, which
include AU-C section 260, The Auditor's Communication With
Those Charged With Governance; AU-C section 240, Considera-
tion of Fraud in a Financial Statement Audit; AU-C section 265,
Communicating Internal Control Related Matters Identified in
an Audit; and AU-C section 940, An Audit of Internal Control
Over Financial Reporting That Is Integrated With an Audit of
Its Financial Statements (AICPA, Professional Standards), pro-
vide guidance regarding certain matters required to oc communi-
cated to those charged with governance, such as aizat committees.
PCAOB AS 1301, Communications with Audi’, Co.nmittees, and
AS 2201, An Audit of Internal Control Over Finuncial Reporting
That Is Integrated with An Audit of Financ.o: Statements (AICPA,
PCAOB Standards and Related Rules), alJdiess the requirements
for communication of certain matters v audit committees for au-
dits of public companies.?

e. The auditors must retain the work'ng papers related to the audit of
the IDI's financial statements and, if applicable, the evaluation of
the institution's internal contzol over financial reporting for seven
years from the report reiease date, unless a longer period of time
is required by law.

. The auditors must, comply with the independence standards and
interpretations or the AICPA, the SEC, and the PCAOB. To the
extent that any of the rules within any one of these independence
standards (A1CPA, SEC, and PCAOB) is more or less restrictive
than the corresponding rule in the other independence standards,
auditors must comply with the more restrictive rule.

g. Prior to commencing any services for an IDI under Part 363,
the independent public accountant must have received a peer re-
view, or be enrolled in a peer review program, that meets ac-
ceptable guidelines. Acceptable peer reviews include peer reviews

21 Statement on Auditing Standards (SAS) No. 130, An Audit of Internal Control Over Fi-
nancial Reporting That Is Integrated With an Audit of Financial Statements (AICPA, Professional
Standards, AU-C sec. 940), was issued in November 2015. The SAS is effective for integrated audits
for periods ending on or after December 15, 2016.

The Auditing Standards Board concluded that, because engagements performed under AT
section 501, An Examination of an Entity's Internal Control Over Financial Reporting That Is In-
tegrated With an Audit of Its Financial Statements (AICPA, Professional Standards), as well as
related attestation Interpretation No. 1, "Reporting Under Section 112 of the Federal Deposit In-
surance Corporation Improvement Act" (AICPA, Professional Standards, AT sec. 9501 par. .01-.07),
are required to be integrated with an audit of financial statements, it is appropriate to move the
content of AT section 501 from the attestation standards into generally accepted auditing stan-
dards.

Readers are encouraged to consult the full text of this SAS on the AICPA's website at
WWW.aicpa.org.
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in accordance with the AICPA's Peer Review standards and inspec-
tions conducted by the PCAOB. For auditors required to conduct
their audits in accordance with PCAOB standards, registration
with the PCAOB is mandatory. Within 15 days of receiving notifi-
cation that a peer review has been accepted or a PCAOB inspection
report has been issued, or before commencing any audit under this
part, whichever is earlier, the independent public accountant must
file two copies of the most recent peer review report and the public
portion of the most recent PCAOB inspection report, if any, accom-
panied by any letters of comments, response, and acceptance, with
the FDIC. Also, within 15 days of the PCAOB making public a pre-
viously nonpublic portion of an inspection report, the independent
public accountant must file two copies of the previously nonpublic
portion of the inspection report with the FDIC.

1.99 Filing and notice requirements. As amended, Section 363.4 extends
the annual report filing deadline for nonpublic institutions and includes the
following requirements:

a. A Part 363 Annual Report must contain the fellewing:
i. Audited comparative annual finazici2i statements
ii. The independent public accountant's report thereon

iii. A management report (se= .appendix B to Part 363 for
illustrative management r2ports)

iv. For an institution witi: consolidated total assets of $1 bil-
lion or more at thzt.eginning of its fiscal year, an assess-
ment by manageineat of the effectiveness of such internal
control structurzand procedures as of the end of such fis-
cal year

v. Ifapplicabie, the independent public accountant's attesta-
tion eport on management's assessment concerning the
institution's internal control structure and procedures for
tinancial reporting

Geneially, the filing deadline for a Part 363 Annual Report is 120
day: alter the end of the fiscal year for an institution that is neither
a puplic company nor a subsidiary of a public company, and 90 days
after the end of the fiscal year for an institution that is a public
company or a subsidiary of public company.

b. Except for the Part 363 Annual Report and the peer reviews and in-
spection reports, as previously described, which should be available
for public inspection, all other reports and notifications required
under Part 363 are exempt from public disclosure by the FDIC.

c. Institutions must file with the FDIC a copy of any management
letter or other report issued by its independent public accountant
with respect to such institution and the services provided by such
accountant pursuant to Part 363 within 15 days after receipt. (See
Section 363.4(c) for examples of such reports.)

1.100 Audit committees. Section 363.5 and Guidelines 27 to 35 to Part
363 provide guidance, address the composition requirements for audit com-
mittees, specify the audit committee's duties regarding the independent public
accountant, require audit committees to ensure that audit engagement letters
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do not contain unsafe and unsound limitation of liability provisions, and re-
quire boards of directors to develop and apply written criteria for evaluating
audit committee members' independence.

1.101 General qualifications. Section 36(g)(3)(A) of the FDI Act provides
that all audit services required by Section 36 should be performed by an inde-
pendent public accountant who has agreed to provide regulators with access
to audit documentation related to such services, if requested; and has received
a peer review that meets guidelines acceptable to the FDIC. Guideline 13 to
Part 363 also requires accountants to agree to provide copies of audit docu-
mentation to regulators. Interpretation No. 1, "Providing Access to or Copies of
Audit Documentation to a Regulator," of AU-C section 230, Audit Documenta-
tion (AICPA, Professional Standards, AU-C sec. 9230 par. .01-.15), and AU-C
section 230 provide additional information to auditors.

1.102 Enforcement actions against auditors. In August 2003, the FDIC,
the OCC, the Federal Reserve, and the OTS jointly issued final rules that
establish procedures under which the agencies can remove, suspend, or bar
an accountant or firm from performing audit and attestation services for IDIs
subject to the annual audit and reporting requirements of Section 36 of the
FDI Act. The final rule can be accessed at www.fdic.gov/news/".ews/financial/
2003/£i10366.html.

1.103 Under the final rules, certain violations of l4w, negligent conduct,
reckless violations of professional standards, or lack ot qualifications to per-
form auditing services may be considered good cause to remove, suspend, or
bar an accountant or firm from providing audil and attestation services for
institutions subject to Section 36 of the FDI Act and Part 363. In addition, the
rules prohibit an accountant or accounting f'rm rrom performing these services
if the accountant or firm has been removuod. suspended, or debarred by one of
the agencies, or if the SEC or the PCAOJ3 takes certain disciplinary actions
against the accountant or firm. The rules also permit immediate suspensions
of accountants and firms in limitecd circumstances.

1.104 Communication wivh independent auditors. Section 36(h) of the
FDI Act and Guideline 17 te f'art 363 require an institution to provide its au-
ditor with certain information including copies of the institution's most recent
reports of condition ana evamination; any supervisory memorandum of under-
standing or written-cgreement with any federal or state regulatory agency; and
areport of any action nitiated or taken by Federal or State banking regulators.

Additional Regulatory Requirements Concerning the
Sarbanes-Oxley Act, Corporate Governance, and
Services Outsourced to External Auditors

1.105 In connection with the Sarbanes-Oxley Act of 2002, the SEC issued
regulations implementing sections of the act, addressing various areas such
as certification of financial statements, auditor independence, non-U.S. GAAP
financial measures, accounting firms' record retention, audit committees, influ-
encing auditors, and other matters. These regulations are not unique to finan-
cial institutions. Management, the board of directors, the audit committee, and
auditors generally should be aware of the requirements of the Sarbanes-Oxley
Act and the implementing SEC regulations.

1.106 In addition to the previously mentioned regulations, in June 2003,
the SEC adopted rules requiring companies subject to the reporting require-
ments of the 1934 Act, other than registered investment companies, to assess
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the effectiveness of their internal control and include in their annual reports
a report of management on the company's internal control over financial re-
porting. The rule also mandates quarterly reports on changes in internal con-
trol. See paragraphs 1.108—.111 and 1.117 for additional information regarding
these rules.

1.107 The banking regulatory agencies also implemented regulations in
connection with the Sarbanes-Oxley Act. These regulations can affect nonpublic
as well as public entities. These regulations include the following:

® On March 17, 2003, the FDIC, the OTS, the OCC, and the Federal
Reserve issued Interagency Policy Statement on the Internal Audit
Function and Its Outsourcing.?? This policy statement reflects
the passage of the Sarbanes-Oxley Act and prohibits an external
auditor from providing internal audit services during the same
period for which the external auditor expresses an opinion on the
financial statements. This prohibition applies to banks, savings
associations, and their holding companies that

— have a class of securities registered »1th either the SEC
or the respective savings associaticri agency under Sec-
tion 12 of the 1934 Act or are recuirzd to file reports with
the SEC under Section 15(d)of that act (commonly re-
ferred to as public companiesand, therefore, required to
have an external audit.

— are savings associations-and banks with assets of $500
million or more thav are subject to the FDIC's external
audit and reporting requirements under Part 363.

— are savings ass2¢ciations and savings association holding
companies thiat are required to have an external audit
by their respective primary federal regulator pursuant
to 12 CFK 162 (OCC), 12 CFR 238.5 (Federal Reserve),
or Subpart R to 12 CFR 390 (FDIC).

For all ctier banks, savings associations, and their holding com-
panies that have external audits of their financial statements but
are nut mandated to do so, the policy encourages such organiza-
ticus to follow the internal audit outsourcing prohibition in Sec-
tion 201 of the Sarbanes-Oxley Act when the SEC's regulations
implementing this prohibition take effect.

On March 5, 2003, the FDIC issued FIL-17-2003, Corporate Gov-
ernance, Audits, and Reporting Requirements, and the Federal
Reserve, the OCC, and the OTS, in May 2003, issued Statement
on Application of Recent Corporate Governance Initiatives to Non-
Public Banking Organizations. This letter and statement require
or recommend that certain nonpublic financial institutions com-
ply with certain sections of the Sarbanes-Oxley Act. Familiarity
with this guidance is recommended for external auditors.

22 In January 2013, the Federal Reserve issued SR letter 13-1, Supplemental Policy Statement
on the Internal Audit Function and Its Outsourcing, to provide institutions with additional guidance
related to interagency guidance that was issued in 2003. Building upon the 2003 interagency guidance,
the supplemental guidance addresses characteristics, governance, and operational effectiveness of an
institution's internal audit function. Further, this supplemental guidance explains changes over the
past several years in banking regulations related to auditor independence and limitations placed on
the external auditor.

27
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® On August 12,2003, the FDIC, the OCC, the Federal Reserve, and
the OTS jointly issued final rules that establish procedures under
which the agencies could remove, suspend, or bar an accountant
or firm from performing audit and attestation services for IDIs
subject to the annual audit and reporting requirements of Section
36. Section 36 applies to institutions with $500 million or more in
total assets.

o Effective April 1, 2003, the Federal Reserve adopted a final rule
to reflect the amendments made to Section 12(i) of the 1934 Act.
These amendments vest the Federal Reserve with the author-
ity to administer and enforce several of the enhanced reporting,
disclosure, and corporate governance obligations imposed by the
Sarbanes-Oxley Act in respect to state member banks that have
a class of securities registered under the 1934 Act.

® On June 30, 2005, the FFIEC issued the BSA/AML manual. The
manual was the result of a collaborative effort of the federal bank-
ing agencies and the Treasury's FinCEN. The manuz! does not set
new standards; instead, it is a compilation of exis‘ing regulatory

requirements, supervisory expectations, and s<urd practices in
the BSA/AML area.

® On November 28, 2005, the FDIC amended Part 363 of its regu-
lations by raising the asset-size threshala irom $500 million to $1
billion for internal control assessments by management and exter-
nal auditors. For institutions betwaen $500 million and $1 billion
in assets, the audit committee oi its board of directors should be
outside directors, the majorizy »r whom should be independent of
management of the instituticn.

® In June 2009, as previously noted, the FDIC's Board of Direc-
tors approved amendments to Part 363 of its regulations. Among
other requiremei:ts, the amendments require both management's
assessment and the auditor's report on internal control over fi-
nancial reparting to disclose the internal control framework used
by management and the auditor and to identify all material weak-
nesses teat have been identified that have not been remediated
as of tiie end of the institution's fiscal year. See the following for
additional information.

1.108 Sarbanes-Oxley Act Section 404 and Part 363. Public companies that
are subject to Section 36 of the FDI Act and Part 363 (more than $500 million in
assets) must prepare reports for the SEC, the FDIC, and other regulators that
are similar in nature. Section 404(a) of the Sarbanes-Oxley Act mandates that
registrants (a) take responsibility for establishing and maintaining adequate
internal control structure and procedures and (b) assess their effectiveness at
the end of each fiscal year. According to the SEC's final rule Management's
Report on Internal Control Over Financial Reporting and Certification of Dis-
closure in Exchange Act Periodic Reports, management generally must create
a Management's Annual Internal Control Report as part of the Annual Re-
port. (Quarterly updating is necessary only if the internal control environment
has changed or is likely to change materially.) The report must contain the
following:
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A statement of management's responsibility for establishing and
maintaining adequate internal control over financial reporting for
the company.

A statement identifying the framework used by management to
evaluate the effectiveness of this internal control.

Management's assessment of the effectiveness of internal control
as of the end of the company's most recent fiscal year, including a
statement about whether internal control over financial reporting
is effective.

Disclosure of any material weaknesses. Management is not per-
mitted to conclude that the registrant's internal control over
financial reporting is effective if there are one or more mate-
rial weaknesses in the issuer's internal control over financial
reporting.

A statement that its auditor has issued an attestation report on
management's assessment, which is normally included in the com-
pany's annual report.

1.109 The SEC coordinated with the FDIC to elizinnrate any unnecessary
duplication between the aforementioned requirements and Section 36 of the
FDI Act and Part 363. Many internal control reg.irements of the Sarbanes-
Oxley Act were structured after Section 36 af tue FDI Act and Part 363. A
comparison of Sarbanes-Oxley and the Par:-533 management requirements
are indicated in the following table for claiiy.

Sarbanes-Oxley Improvement Act of 1991

Fe<«eral Deposit Insurance Corporation

A statement of
management's responsibility
for establishing and
maintaining adequate
internal control ovar
financial report.ing ror the
company

Insured depository institutions (IDIs) with at
least $500 million in total assets, a
statement of management's responsibility for
establishing and maintaining an adequate
internal control structure and procedures for
financial reporting (Financial reporting
generally must encompass both financial
statements prepared in accordance with U.S.
generally accepted accounting principles and
those prepared for regulatory purposes.)

Not required by
Sarbanes-Oxley

IDIs with at least $500 million in total
assets, a statement of management's
responsibility for preparing the institution's
financial statements

Not required by
Sarbanes-Oxley

IDIs with at least $500 million in total
assets, a statement of management's
responsibility for complying with designated
laws and regulations relating to safety and
soundness pertaining to insider loans and
dividend restrictions
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Sarbanes-Oxley

Federal Deposit Insurance Corporation
Improvement Act of 1991

A statement identifying the
framework used by
management to evaluate the
effectiveness of internal
control over financial
reporting

IDIs with $1 billion or more in total assets, a
statement identifying the internal control
framework used by management to evaluate
the effectiveness of internal control over
financial reporting

Management's assessment
of the effectiveness of
internal control over
financial reporting as of the
end of the company's most
recent fiscal year

IDIs with $1 billion or more in total assets, a
statement expressing management's
conclusion concerning whether internal
control over financial reporting is effective as
of the end of its fiscal year

Disclosure of any material
weakness (and the related
stipulation that
management is not
permitted to conclude that
the company's internal
control over financial
reporting is effective if there
are one or more material
weaknesses)

For IDIs with $1 billion or more in total
assets, management must disclog= all
material weaknesses in internal vontrol over
financial reporting, if any, that 't has
identified that have not been remediated
prior to the IDI's fiscal year-end.
Management is precl.ded from concluding
that the institutiown's initernal control over
financial reporiing is effective if there are
one or more 1 atzrial weaknesses

A statement that a
registered public accounting
firm has issued an
attestation report on the
effectiveness of internal
control over financial
reporting

Not requireaby Part 363

Inclusion of the regiztcred
public accounting fim's
attestation report on the
effectiveness of internal
control over financial
reporting in the annual
report

For IDIs with $1 billion or more in total
assets, the management report component of
the annual report must include the
independent public accountant's attestation
report concerning the effectiveness of the
institution's internal control structure over
financial reporting

1.110 IDIs with $1 billion or more in total assets as of the beginning of its
fiscal year that are subject to both Part 363 and the SEC's rules implementing
Section 404 of Sarbanes-Oxley Act (as well as holding companies permitted to
file an internal control report on behalf of their IDI subsidiaries in satisfaction
of the FDIC and SEC regulations) can choose to either prepare two separate
management reports to satisfy the FDIC's and Sarbanes-Oxley Act Section 404
requirements or prepare a single management report that satisfies both the
FDIC and Sarbanes-Oxley Act Section 404 requirements.

AAG-DEP 1.110

©2016, AICPA



Industry Overview—Banks and Savings Institutions 31

1.111 Ifasingle report is prepared it must contain the following combined
requirements of the preceding chart:

® A statement of management's responsibility for preparing the reg-
istrant's annual financial statements, for establishing and main-
taining adequate internal control over financial reporting for the
registrant, and for the institution's compliance with laws and reg-
ulations relating to safety and soundness designated by the FDIC
and the appropriate federal banking agencies.

® A statement identifying the framework used by management to
evaluate the effectiveness of the registrant's internal control over
financial reporting as required by the 1934 Act Rule 13a-15 or
15d-15.

® DManagement's assessment of the effectiveness of the registrant's
internal control over financial reporting as of the end of the reg-
istrant's most recent fiscal year, including a statement regarding
whether or not management has concluded that the registrant's
internal control over financial reporting is effective, and of the in-
stitution's compliance with the designated satety and soundness
laws and regulations pertaining to insider loans and dividend
restrictions during the fiscal year. This discussion must include
disclosure of any material weakness in the registrant's internal
control over financial reporting identitied by management and
disclosure of any instances of nor: ompliance with the designated
safety and soundness laws an regulations pertaining to insider
loans and dividend restrictions.

® A statement that the regiscered public accounting firm that au-
dited the financial statetaents included in the registrant's annual
report, has issued an aitestation report on the effectiveness of the
registrant's intevnal control over financial reporting.

Finally, it is important tc 1.ote that the institution or holding company will
have to provide the regictered public accounting firm's attestation report on
management's assessment in its annual report filed under the 1934 Act. For
purposes of the 1eport of management and the attestation report, financial
reporting gen2ially must encompass both financial statements prepared in
accordance with GAAP and those prepared for regulatory reporting purposes.

1.112 Section 404(b) of the Sarbanes-Oxley Act and Part 363 require
the external auditor to attest to, and publicly report on the effectiveness of
the company's internal control and procedures for financial reporting. Section
404(b) states, that any such attestation should not be the subject of a separate
engagement. Auditors are expected to expand their scope in relation to internal
control.

1.113 In September 2010, the SEC issued Final Rule Release No. 33-9142,
Internal Control Over Financial Reporting in Exchange Act Periodic Reports of
Non-Accelerated Filers, to conform its rules to Section 404(c) of the Sarbanes-
Oxley Act, as added by Section 989G of the Dodd-Frank Act. Section 404(c)
provides that Section 404(b) of the Sarbanes-Oxley Act should not apply with
respect to any audit report prepared for an issuer that is neither an accelerated
filer nor a large accelerated filer as defined in Rule 12b-2 under the 1934 Act.
Prior to enactment of the Dodd-Frank Act, a nonaccelerated filer would have
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been required, under existing SEC rules, to include an attestation report of its
registered public accounting firm on internal control over financial reporting
in the filer's annual report filed with the SEC for fiscal years ending on or after
June 15, 2010. For further information on conforming changes adopted as a
result of this ruling, Final Rule Release No. 33-9142 can be accessed on the SEC
website at www.sec.gov. Notwithstanding the SEC's final rule, IDIs subject to
Part 363 of the FDIC's rules and regulations must continue to comply with the
requirements of Section 363.3(b) regarding the independent public accountant's
attestation report on management's assessment of the effectiveness of internal
control over financial reporting.

1.114 For aninstitution thatis a public company or a subsidiary of a public
company that is required to comply with the auditor attestation requirement of
Section 404 of the Sarbanes-Oxley Act, the auditor's report would be prepared
in accordance with AS 2201.

1.115 Generally, for an institution that is not a public company or a
subsidiary of a public company, the auditor's report would be prepared in
accordance with AT section 501.

Generally, for an institution that is not a public company or o subsidiary of
a public company, the auditor's report would be prepared in ~ccordance with
AU-C section 940.%

1.116 Guideline 18A of Part 363 of the FDIC's *egulations provides ad-
ditional guidance regarding the standards that ¢1:¢itors should follow when
reporting on internal control.

1.117 Section 404 of the Sarbanes-Ox’ey Act does not specify where the
management report might appear. Howe e, SEC Final Rule Release No. 33-
8238, Management's Reports on Interna: Control Over Financial Reporting and
Certification of Disclosure in Exchar.ge Aci Periodic Reports, explains that it is
important for management's reperi tu be in close proximity to the corresponding
attestation report issued by the company's registered public accounting firm.
Positioning the report near ‘1:< company's Management's Discussion and Anal-
ysis disclosure or immediately preceding the company's financial statements
would be two appropriete locations.

Other Reporting Considerations

1.118 Banks and savings institutions often engage auditors to perform
assurance services other than those required by Section 36 of the FDI Act.
Such engagements may relate to the following:

a. Student loans. Lenders participating in the Federal Family Ed-
ucation Loan Program may be required to engage an auditor to
examine and report on management's assertions regarding com-
pliance with certain U.S. Department of Education requirements.
This examination is performed in accordance with (i) Government
Auditing Standards (also known as the Yellow Book) issued by
the Comptroller General of the United States, (i1) AT section 601,
Compliance Attestation (AICPA, Professional Standards), and (iii)
the Audit Guide Compliance Audits (Attestation Engagements) for

23 See footnote 21.
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Lenders and Lender Servicers Participating in the Federal Fam-
ily Education Loan Program issued by the U.S. Department of
Education. This examination requirement applies to lenders with
origination levels exceeding a specified dollar amount.?*

b. Federal Home Loan Mortgage Corporation (Freddie Mac) borrow-
ings. Banks or savings institutions that are members of the Fred-
die Mac system may borrow from their respective district Federal
Home Loan Bank. Borrowings are generally secured by the pledg-
ing of assets, often in the form of a blanket lien. The district banks
maintain separate and distinct credit policies that have varying
requirements concerning a member bank's engagement of auditors
to render assurance services relating to the adequacy of collateral
maintenance levels. It is incumbent on the auditor to ascertain
the professional standards that may be applicable to the requested
services. The engagement generally takes the form of (i) an agreed-
upon procedures engagement performed in accordance with AT
section 201, Agreed-Upon Procedures Engagements (AICPA, Pro-
fessional Standards), or (ii) an audit engagemer:t performed in ac-
cordance with AU-C section 806, Reporting ¢n Compliance With
Aspects of Contractual Agreements or Regr:iatory Requirements in
Connection With Audited Financial Statew.ents (AICPA, Profes-
sional Standards).

c. Loan servicing. Lenders who service nuortgage loans for others may
be required to engage an auditor 0 examine management's asser-
tions about compliance with mi¢izaum servicing standards set forth
in the Uniform Single Attes:at.on Program for Mortgage Bankers
(USAP). Companies that ore issuers or servicers, or both, of pub-
licly registered commetcizi-mortgage backed securities and private
label residential-mortgage backed securities must also submit re-
ports prepared ir accordance with Item 1122; and compliance with
applicable servicii.g criteria, of Regulation AB, Asset-Backed Secu-
rities, publisiicd by the SEC in 2004.2% The Item 1122 engagement
largely encompasses and expands upon the USAP engagement.
Both tlze USAP and Regulation AB are attestation engagements
perfcriced in accordance with AT section 601 as further described
in paragraphs 4.36-.37 of this guide.

d. HUD programs. To the extent that a bank or savings institution
originates or services HUD loans through a subsidiary that is desig-
nated a nonsupervised mortgagee, or a supervised mortgagee, com-
pliance with the Consolidated Audit Guide for Audits of HUD Pro-
grams is required, as further described in paragraphs 4.33-.35 of
this guide.

e. FDIC Loss Sharing Purchase and Assumption Transactions. The
FDIC's Resolutions Handbook states that a loss sharing transac-
tion is a purchase and assumption (P&A) transaction that the FDIC

24 Readers are encouraged to visit the National Council of Higher Education Loan Program's
website for the most recent audit guide and related amendments.

25 In September 2014, the SEC published Regulation AB II, which incorporates significant revi-
sions to Regulation AB and other rules governing the offering process, disclosure, and reporting for
asset-backed securities. Regulation AB II became effective November 24, 2014. A one-year transition
period was adopted by the SEC for all the new rules under Regulation AB II with the exception of
those rules related to asset-level disclosure that fall under a two-year transition period.
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commonly uses as a resolution tool for handling failed institutions
with more than $500 million in assets. A P&A is a resolution trans-
action in which a healthy institution purchases some or all of the
assets of a failed bank or thrift and assumes some or all of the lia-
bilities, including all insured deposits. The Resolutions Handbook
also states that a loss sharing P&A uses the basic P&A structure,
except for the provision regarding transferred assets. Instead of
selling some or all of the assets to the acquirer at a discounted
price, the FDIC agrees to share in future loss experienced by the
acquirer on a fixed pool of assets (covered assets). The Resolutions
Handbook for P&A agreements requires that "[wlithin 90 days after
each calendar year end, the acquiring bank must furnish the FDIC
a report signed by its independent public accountant containing
specified statements?® relative to the accuracy of any computations
made regarding shared loss assets. AICPA Technical Questions
and Answers (Q&A) section 9110.16, "Example Reports on Fed-
eral Deposit Insurance Corporation Loss Sharing Purchase and
Assumption Transactions" (AICPA, Technical Questions and An-
swers), provides examples of how the auditor mightrespond.

@ Update 1-2 Attestation: Clarification and RecodiScacion

Statement on Standards for Attestation Engagements (SSAE) No. 18, A¢-
testation Standards: Clarification and Recodifice:ziore (AICPA, Professional
Standards), issued in April 2016, is effective for practitioners' reports dated
on or after May 1, 2017.

To address concerns over the clarity, lengt!. and complexity of its standards,
the Auditing Standards Board establisiic? clarity drafting conventions and
undertook a project to redraft all the stai:dards it issues in clarity format. The
redrafting of SSAEs (or attestation standards) in SSAE No. 18 represents the
culmination of that process. TlLe attestation standards are developed and
issued in the form of SSAEs«@na are codified into sections. SSAE No. 18 re-
codifies the "AT" section numuers designated by SSAE Nos. 10-17 using the
identifier "AT-C" to differentiate the sections of the clarified attestation stan-
dards (AT-C sections’ imom the attestation standards that are superseded by
SSAE No. 18 (AT cections). The AT sections in AICPA Professional Stan-
dards remain effective through April 2017, by which time substantially all
engagements for which the AT sections were still effective are expected to be
completed.

This edition of the guide has not been updated to reflect changes as a result
of this SSAE, however, this paragraph will be updated in a future edition.
Readers are encouraged to consult the full text of this SSAE on the AICPA's
website at www.aicpa.org.

26 The term specified statements is not defined in the FDIC's Resolutions Handbook. The practi-
tioner is advised to read the terms of the loss share agreement and confirm that the audit requirement
in that agreement provides for the receipt of a report expressing negative assurance.
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