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The purpose of this book is to examine the legal obligations that professionals owe  1.01
their clients in respect of confidential information concerning the clients. Tt is writ-
ten from the premise that in'miateers of confidentiality and disclosure of informa-
tion the same fundamentziggal principles apply to all professionals and that any
variations in the obligatiedtis'of different profesional groups need w be rationally
justifhed by differencesin the nature of the service provided to the client or the
information that the F:ufuiiunsl handles. This d‘ﬂj:rtl:r will introduce some of the
issues raised in the book. We first examine the question of what information or
data are and the types that exist. We distinguish information from property and
note thar information has been equated o property as part of 2 means w justify
confidentiality obligations. The second parnt of the chaprer examines the types of
obligation there are and distinguishes privilege, confidence, and privacy, and dis-
cusses criminalization, The third part asks who the clients and professionals are,
and the fourth looks at disclosure obligations and introduces some of the issues to
be covered.

The substantive pare of the book will first examine different private law causes of 1.02
action—the wrong of misuse of private information, the related equitable wrong
of breach of confidence, and various miscellaneous torts that might be commit-
ted. We also look at contractual confidence actions. Because of the overlap with
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confidence, we examine breaches of fiduciary duty and how some (but not all)
professionals may be liable for a breach of fiduciary duty, either becawse of misuse of
information acquired in their professional capacity or because of conflicts berween
clients where a risk may exist that they will use information for the benefic of a
competing client. We examine the private law remedies and selected disciplinary
proceedings. The second part of the book mainly examines when disclosure can
be ju.lt.lﬁl:cl, or l:umpl:ﬂl:d. That includes the quuliun of Fu]:rlin: interest, which
is also relevant to the ha.lam:i:ng process under the misuse of private information
wrong, but also consent and waiver. Cl:mlpdlnd disclosure mi.Ehl be in the course
of a wial—for the administration of justice—or in the course of a police or other
official investigation. We then examine legal professional privilege, data protection,
and public interest immunity, and finally material on collateral use of documents
revealed through disclosure, open justice, and restrictions on public reporting of
COUrt processes.

A. Information

Information and data

Dntimpurta.nt distinction to make at the olils#t is between information and data,
An important sector of the law as it affeci professionals is thar of dara protection,
and it is important that it refer to datis“not information—protection. Although
for the purposes of a breach of coniidence or misuse of private informarion action
the distinction is largely blurred\there is a clear distinction, Data are quantitative
or qualitative statements orhumbers assumed o be factual and not a product of
analysis or interpretation.\lnformation is built from data; data are informadon in
latent form,! which,i¥yei to be processed.

Types of information: personal, commercial, governmental

For the purposes of a breach of confidence action, information is ‘that which informs,
instructs, tells or makes aware' .2 Information is also a thing.] Each picce of inforima-
tion is a definable and ascerminable l:hing. Information must be ascertainable. In
[:nn:fhm:f W‘?ﬁﬁngd‘ﬂ)vrep Cﬂfﬁ'm:sfhmr“‘ ﬂununuwj said that the daimane

' “Information cam ... be conceived of as “dun” that has been “processed” in some way': P Rach,
“Whar b “Pesonal Informadon®® (2002) 20 NEULR 40, 51, The Information Commissioner's
Oiifice ]'u:‘pm:lul:l:l a booklet, Detremining st Fforereion is Dvata for the Ph'llru:w:gl"nﬁ'r P, avail-
able ar: t.htl:p-ﬂ'ﬁ:n.:lrﬁ.nhl'ﬁ|r-ﬂrg:nhl!hrndgpik:mrdalaTmhutth rhI'E-E].-rddir:'l fonsx [accessed
| Eiluj:.r 201 5}.

Commissionsr af Police v Owiiradoman | 1988] | NZLR 335, 402,

¥ R Heverly, “The Information Semi-Commona’ (2003) 18 Beredley Technalogy L] 1127, 1144,

4 (1987) 14 FCR 434, 44%; F5S Trrved o L eivire Speems Le [ 1999] FSR 504, 512 (Mummery L]}
Brosks v (éystager O (UKD Lo [ 1999] TRLR 590; LAC » fnvernsional Corena Ressrrcer (1989 148
LR {4ch) 14, 77 {Sopinka [},
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must be able o identify with specificity the information in question. No all infor-
mation is a thing of value.® The fact that the sun is in the sky is not of value to me;
everybody else knows it. The conhdentiality of the informadon makes it valuable. Of
course, information to be conwrolled and valuable need not be secret or confidential,
but if it is not confidential the rights in the information are of a significantly different
characrer.® Absent other defined intellectual property rights such as copyright in the
information, its confidentiality and identifiability is cridical. That it is identifiable is
vital both to the cause of action itself and 1o the remedy. Things can be traced; if infor-
mation is a thing, it can be raced and a proprietary remedy made available.”

Personal information is information about an individual or natural person. In com-
mon parlance it refers to such things as a person’s politcal and religious beliefs,
medical history, menral stability, emotions, sexuality, intimare relationships, gen-
etic makeup, 1Q, criminal history, and financial affairs. This is information tha
the individual can reasonably expect to keep 1w himself or withhold from others®
or which, as Wacks puts it, the individual is likely to view as “intimate or sensidve’?
The sensitivity of information depends very much upon the puiposes for which it is
used. " Seen as raw data an individual’s name and address ait siot normally sensitive
information, but a list of persons engaged in controvsisiil research involving ex-
perimental work on animals' or who are thought 2 beunfic o work with children
is. What impact use for a particular purpose hds bri'the sensitivity of informarion
depends upon socieral expecrations, the personai circumsmances of the individual,
and that individual's personal sensirivities ahd culture.

In Phillips p News Group Newspapers'>Mann | said of confidential commercial in-
formation that it need not be inforniation which could be easily sold, or has the
same obviously conhdential\quality as a customer list. It has w be informarion
which relares 1o commerce {or.business) and within that context 1o have a conhden-
tial quality." The folloxing eriteria have been suggested. The party claiming con-
fidentiality must believe that the release of the information would be injurious to
him or aui'v:mmgcum to another." Commercially sensitive information also comes

3 JE Penncr, The fdew of Prapersy in Law (OUP 1997) 111-12.

8 Copyright, trade mark, patent, crc.

! I3 Sheehan, ‘Information. Tracing Remedies and the Remedial Constructive Trust® | 2005]
RLR B2.

& NZ Law Commission. Prisacy: Comeeprrama fower (SP18 2008) paras 2 14-2.22.

¥ R Wacks, Peronal Iuformation: Privacy and e Law (OUP 1993) 26,

0 R (sn the applicavion of Rebereson) v City of Witkeficld Merapolitan Council [2001] EWHC
Admin 915; [2002] 2 WLR 889, [34].

" Frrusraine v Uncaged Campaigns Lad |2001) 2 All ER 385, [8).

2 P Roch, “What is “Pesonal Information™" (2002) 22 NZULR 40, 42; Vewebls v NGN Ll
[2001] 1 All ER 908,

3 [2010] EWHC 2952

M ihed [49).

% N Marcham, M Warksy, and [ Christic {ecls), Tisprnabar & Chrissie: The Lawe of Privecy avd the Media
{2l ecdin, Swveer & Maxwell 200 1) para 4.68; Fhorsy Marchall [Exports) Ledd v Credinde [1979] Ch 227,
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in several different varieties, and we examine this in more deril in chaprer 4. It
could be a elient list, or a conhdental recipe or work process {which might be par-
ented, or might not). lvis information that a corporate body (rypically, although ie
might be an unincorporated business entiry) wishes to keep secrer so as toallow it o
carry on its business. These two categories can overlap in that a sole trader carrying
on his business mighr consider the financial atfairs of his business 1o be personal—
they may be transacred through his personal bank account.

Governmental information relates to any information held by and abour the
government or another public authority, Much of this is freely accessible, The
Freedom of Information Act 2000 allows members of the public to make requests
of public authorities for informarion held abour themselves. In AG v Guardian
Newspapers'® it was said thar the position of the Crown was special and thar there
needed 1o be some detriment shown, To the same effect in Commonwealth of
Australia v John Fairfax & Sons,'" the Australian government sought injuncrions
restraining the publication of a book containing alleged secrer marerial relating
tor the East Timor crisis and the Indonesian invasion in-41975. Mason | held thar
disclosure of confidential informarion would only be teitrained if it was inimical
to the business of government or national securizy\Fle said that'® while it mighe
be sufficient derriment to a private person thzidisclosure of information would
lay his affairs open 1o discussion and criticiain; the same could not be sald of the
government, particularly in a democrady where open discussion of the govern-
mient is & public good. It is therefore gniscessary condition of relief that the public
interest be damaged.

Information and properyy.diztinguished

Property can come in & wumber of different varieties; however, we commonly use
the term as shorehasd Yot private property. The argument has been made that infor-
meation is property,” and historically, as we see in chaprer 4, the property justifica-
tion has been important in explaining conhdence, Despite, however, the presence
of some property elements, such as information’s susceptibility to being bought
and sold, other property elements are not present and the property analogy has fre-
quently been misused. The foeus classicus is Phipps ¢ Boaredman. That case revolved
around the question of whether rustees had misused wust property in buying

& [19en] 1 AC 109 (HLY on povernment information see M Richardson, K Bamert. M Bryan,
anad M Vranken Search af Comfadtrsee | Edward Elgar 200 2} 130-346,

'7 (1980) 147 CLR 39.

¥ ihid 52.

LY Wieineb, Information and T"r-up:rt_:,"' (1988) 39 LITLf 1 ]7;5.“?'#1.! LSA (1980 Sup Ci 765,
F Gurry, "Breach of Conhdence’ in PP Finn (ed), Ewmnr on Eguity (Bomerworchs 19850 110, 122-23
has & lise of proprievary parallels. T Aplin, L Bendy, PP [ohnson, and 5 Malynics (eds), Girry o Brech
af Comfiderice (2nd exdn, OUP 2012) paras 9.746F. Heverly (n 3) angues informarion s a particular sort

ufg;'npcrr;.r. A SCITL=COmCHLE, st |:lri1.'l|:|: property
[1967] 2 AC 46.
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shares in a company as a result of information acquired as trustees, Their Lordships
were split. Lord Hodson, for instance, argued that confidential information could
legitimarely be regarded as property.?' Lord Upjohn, in contrast, denied this.?? He
was relied upon in the Court of Appeal in Dowglas v Hello™?

‘The analogy with property rights has been raken to extremes. Some commercial cases
have suggested thar third parties must be dishonest if they are 1o be liable 1o the claim-
ant on subsequent revelation of the information.® This is similar wo the concepr of
dishonest assistance in a breach of trust, The central case in this area® is discussed in
Thomas v Pearce, ™ and the idea was recently accepted in ABK Lid v Foxwell 7 Arrernpas
to make analogies with equitable wrongs such as dishonest assistance are conceprually
very difficult. It is almost impossible to assist a breach of confidence without knowing
the information, which would comespond 1o receipt. In thar case the proper analogy
is with knowing receipt, where the test is one of unconscionability.” The question of
third party liability and the relaionship with dishonest assistance is explored further
in chapter 6. The application ot dishonest assistance mirrors the test where the wrong
complained of is that of breach of hduciary dury.?®

There are stave-sponsored methods of creating properny i -the form of copyright, 1
trade marks, and patents ® We must trear with some i dny suggestion that infor-
mation that has not been put through this state-spédsored route is property, or that
there are property rights in the information.”! Kohler and Palmer, however,

that treating informartion as property may(iiy-some contexts be helpful, although
it is not absolutely equivalent with othergocepted property assets.® Information
Cannot I:H:' !i.l:l'.l‘l!:'l'.l..'!g'!l It CaAnmoL lI o &"fll'litd-u Fn'-,'_'if FE:I“.II'I:! create thlﬂﬂ'ﬁ "il'i[l'l
seeing information as being propériy.™

21 ihid 107. Seeabo LordGdel ar 1115,

2 ibid 127, See Lond Ciban ar 102, and Viscount Dilhorne ar B9-00,

a |m1 WQB 125, [127].

M Thorsts v Pratrer [2000] FSR 718,
H Rl Bravvied Airlivnes ¢ Tin [1965] 2 AC 378,
[M}U]HH TIR, 7023,

' [2002] EWHC 9, [82-83].

B | Glisrer and | Lee {eds), Hambury and Martin Modern Eguity (20nh edn, Sweer & Maxwell
2015) parss 25.013-25.105; BOCT » Abindele [2001] Ch 437. Curiously, the heading in ABK »
Fu.'n.m".l'l: knowing recept .

B Cotnavn Inventmens v Dhunlap Heypwood [1999] 3 All ER 649, 671.

¥ See genenally L Bently and B Sherman, fresellecrmal Property (4ch adn, OUP 2014).

N il rp Schrweppes 1 FB Foods[1999] | SCR 142; A Litcke ‘Restinuian for Bresch of Canfidence’
| 2000] LMCLQ 142,

£ " Kohler l.m] | FnJrrn:r. 'InEu-rrrul:i.un fl] I'm'Pn'!:r' in M Maleser and E Mrﬂ:nnd:i.ck l:-ad.!}.
Futeresss fn Crooaty (1L 1998) 1.

3 jhid 20; Onfird » Mass (1978) 68 Cr App R 183; Rv Stewsses [1988] 1 SCR 963,

¥ R v Seewarr | 1988] 1 SCR 963 but see the analogy to conversion drawn in Seager ¢ Cipoles (Vo 20
[1969] | WLE 809; PBH Biks An fotrodlsctton oo the Law of Resinudon (Revied edn, Claneidon
Press 1989 344,

L } Lipn:m., I':F‘|J|:|:-|:|:|.'i..|'||5 Vahuble Commercial Information in the D-LEII:-'I! A!r Law, Pnlic:p and
Practice’ (2001] &1 | Technology L and Palicy 2.
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Confdential information is excludable. The action of breach of confidence enforces
this; however, a property right needs w be exigible against an indehnite group.
Smith argues this is not so of conhdental information.® Property requires righs.
In a Hohfeldian sense, if the information is known l:ml].r to oneself, one may have
privileges and powers, but no rights.”” As more people know the information, the
number E.E.&i.l‘llt whom one has li.EITII becomes lalgc: but can never become indef-
inite. If it does so the information has ceased 1o be confidential ** Crucially, confi-
dential information cannot be transferred so that the new holder has the same rights
as the previous owner, The previous owner still knows the information and so it has
not been completely separated from him. Bridge and colleagues discuss the ques-
ton,™ arguing thar rransactions described as sales are actually usually licenses. Whar
is undeniable is that the transferor remins knowledge, The fact that more people
know the information has a normative ﬁEniﬁﬂrtc. Eventually the information will
cease to be confidential ® To the extent that rights still inhere in the information
they will be indistinguishable from any other intellectual property monopoly. If we
see information as being anything that is capable of carryingmeaning,* it becomes
clear that informartion cannot be per se ownable. The infénnation thar the sun is in
the sky cannot be owned. This follows naturally from ghe face that one person cannot
exclude others from the information.® Informaribo &f this nature cannot be con-
fidential either. Nonetheless, as we see in chapée)'7, the fact that information is an
identifable thing means it can be traced 2162 proprietary remedy awarded where
appropriate. Perhaps the best view is theitspressed by Gurry on Breach of Confidence
thar the benehit of the confidence ub];il'-qrinn a5 a chose in action is pmpcrr].r.“

B.\ Cunhdentiality Obligations

Confidentiality an< ovivacy distinguished

We will look in derail ar the justificarions for confidentiality in chaprer 4, bur it must
be distinguished from privacy which is a relared bur distinct idea. English law has
developed a wrong on misuse of private informartion which is wider in some respects
than conhdence, but it has not developed a broader privacy rore.*® The previous

% |0y Smich, The Law of Tracing (OUP 1997) 368.

1 See on privileges WN Hohfeld, ‘Fundamental Legal Conceprions as Applied in Judicial
Reasoning” (1913} 23 Yale L] 16, 36; P Elftheriadis, "The Analysis of Property Righes” (1994) 16
(LS 31. Conrrass A Halpin, "Hohfdd’s Conception: From Eighr co Two' [1985] CL] 435.

Smith (n 36) 369,

LY H-rl-dge. L. Grallifer, (o Mebdedd, and 5 "ﬂ"urlhlingl!nn {edzh, The .F..n'ur.l:,"ﬁ'rmﬂ' Hr.ﬁmgr-[!«im
B¢ Maxwell 200 3) para 25,030,

o Erreer v Fodphare (1823) 1 5im & 50 398, 57 ER 159,

A Heverly (n 3) 1149,

42 M Bridge, Persomad Praperry Lase {(4th edn, Clarendon Press 2015) 3.

43 L—mn}- [m 19 para l‘l.WiTApl'u'i ‘Conhdential Information .:.l]"'mpzrlrfl:.!ﬂ‘l L L H.ing-l L_T 172

M Wigtemwight v Home Office [2003] UKHL 53, [2004] 2 AC 406.
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taking unwanted photographs or, at least as frequently, by spying on them and rak-
ing pictures with long-lens cameras, as happened o the Duchess of Cambridge in
September 2012 when Clover magazine in France obtained and published ropless
photographs of her on holiday. Second, the two actions may have different defences
in that the defence of public interest in the private information wrong is swallowed
largely by the balancing act berween articles 8 and 10, informed by the exceprions
to privacy allowed in article 8 and the qualifications to arricle 10. Public interest in
its older form may still be of relevance in breach of conhdence cases, particularly
where commercial informarion is involved.* This is covered in chaprer 9 where we
also see how different (or similar) the tests are in practice.

There are many different theoretical justifications and accounts of privacy, covered in
further derail in chaprer 2. The most famous is probably Warren and Brandeis’ con-
ception of the right as one to be let alone” . Many notions of privacy rely on nodons
of control and of excluding the outside world.*® However, other theorists maintain
thar privacy is a condition—a starc of acoessibility to the self.® For now the vital poing
is thar privacy should not be equated with secrecy. First, seestoy is relied upon to con-
ceal the truth. It is ar least arguable thar privacy can be ibvaded by the circulation of
informarion thar is false.*® The Supreme Court of Canaga has said, “[t]he publication
of defamatory comments constitures an invasios ofthe individual's personal privacy
and is an affront o thar person’s digniry.™' Seesind, it is not only people who have
secrels; companies and governmens®™ hay@ jecrets wo. In fact, in law, secrecy is gen-
erally associated with the public sphere ™ Privacy, however, is about the protection
of the individual’s dignity™ and peisenality, and this is entrenched in the article 8
jurisprudence discussed in chapser 2. This means that a company, which cannot feel
mental pain, cannot be swipped of dignity. Privacy for a company (if chis exists ac
all} is an intermediate good) not an end in isell.® When, as has occasionally hap-
pened, a court has ipisieaded w protect a company’s privacy,™ what it has acoually
done is protect its goodwill ¥ However, the information that an obligation protects
need not be personal or intimate. In the business context it may be a rade secret.

“ . Grurry {n 19 paras 16.59< 16,60 points out, the cases on private information show a marked
i-|.||r.|i|'.i:|l desire to -:I-E-Fln From the Fli.nr il.uupnh:lﬂh:-r where Pclm:rua infsrmuation is at soake.

47 % Warren and L Brandsis, *The Right o Privacy’ (1890} 4 Harvard L Rev 193, 193,

bl g CDL Huna, l".:I:||1.-|:||.-,|:iI:|.|l|i::| ng P':riu.q' and Eluichdat g its [mpurtan:-n: Foundational
Considerations For the D-L'I.H.'I:upml:ll.u:f Canada’s Fl-n#,l.iug Frl'l.:.-:.‘].- Tort™ (2011) 37 l]_uu:n's L] 147,
181=82.

b eg R Gavison, "Privacy and the Limit of Law’ (1980) 89 Yale 1] 421.

0 Gurry (n 19) paras 5.69-3.72,

31 Ml v Church of Sciersology of Toronee [1995] 2 SCR 1130, 1179,

s AL v fonathan Cape [1975] 3 All ER 484,

5 g Offficial Secrets Act 1989,

M ABC p Lewavh Game Mears Pry Lrad [ 2001 ) HCA 63, (2001) 185 ALR 1, [43].

= L D'Amare, ‘Comment: Profesor Posner’s Lecture on Privacy’ (1978) 12 Geongia L Rev 497,
494500, see gencrally chaprer 2.

5% e i BSC e p BRC[2000] 3 All ER 989 sce chaprer 2.

¥ ABC v Lewah Canme Meass Pry L [ 2001 ) HCA 63, (2001) 185 ALR 1, [120-23].
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B. Confidentiality Obligarions

Companies, we will see, ought not to be entitled 1o privacy, but they are entidled 1o
protect conhdential commerdal interests. Conhdendalivy is wider than privacy.

A third difference is that a secrer is always something that is intentionally concealed
because disclosure may discredit or otherwise damage the owner of the secrer.®
Privacy may, and often does, provect secrets but it is a state in which A has made
some part of himself inaccessible to B because that part of the self is something
that A thinks Is no concern of B's." Barendt calls this social privacy’.® Feldman
explains, [w]e all have things we would rather not make accessible to others, from
a sense of decency, digniry, or respect for intimacy,™

Rather than attempt to find an all-embracing definition of privacy, some legal theo-
rists describe the forms that it takes. All of the following in one setting or another
have—whether righty or wrongly is disputed in some cases—been described as

aspects of privacy:

1. not tw be identihed (anomymisg)®

2. not to be subjected ro physical interference through, for ssarmple, involuneary
body searches and drugs testing (physical or bodily privko;®

3. freedom from unwanted surveillance by, amongsp-tichiers, stalkers, paparazzi,
busybodies, voyeurs, and agents of the state (anen privacy);

4. not ro have communications monitored-"or intercepted (priveey of
COMmIRICAtions);

5. not 1o make known with whom ond\dssociates (relaional or asociational
privacy);

6. physical space in which to condict ones personal affairs free from unwanted
observation or intrusion (spatiad or tervitorial privacy);

T iru:ll:pcnd-:nl:r in maJcinE decisions about 'quinl:cn:nti:ll].r Fnriw:lti:1 matters
such as contraceptio, \Roortion, marriage. child rearing, and where to live
{decisional privacy);

8. control over the collection, storage, rerrieval, sharing, and use of personal
information (informational privacy, which may also encompass data protec-
tion, examined in chaper 16).54

Directly or indirectly, the goal here is always to prevent unwanted intru-
sion or circulation of personal information, and this is the division thar the

B | Wagner DeCew, fu Punuit of Privacy (Comnell Press 1997) 48: § Bok., Seereec The Enbics of
Comcealrment aad Revelarion (OUP 1984) 10,

% Whagner DeCew (n 58) 56,

M EBa remdr, 'Pr|u=.|::|.' a a Uopstitutional H.'bghl! anal Value' in PBH Birks (e}, ﬁqmqa'ﬂ.d'fuydl:r
{OUP 1997) 6.

¥ D Feldman, Cieil Liberties and Human Righes in Enplond and Wakes (20d edn, QU 2002) 512,

B Laliguete » Gazetie (1991) B CCLT (2d) 3032,
sr_: ﬁﬁq;f}mﬂ: (1988) 26 DLR (4¢h) 399, 514-51%; Henderson » Chief Constabde of Fife 1958

® A Westin, Privacy avnd Frecddom (Bodley Head 1967) 7.
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New Zealand Law Commission has made rather than multiplying the types
and categorizations of privacy cited above and described in the hrst edition of
this book.®

Types of confidentiality obligation

This book discusses contracual duties of confidentiality and equitable duties aris-
ing from a conhdentality relationship or a Aidudary relationship, which can also
have conhdendality implications in terms of the construction of informatdon barri-
ers within solicitors’ or accountancy firms, for example. As we see in chapter 4, the
rationales for Aduciary law and confidence law are such that the principal ought 1o
be able to rely in both cases on the professional not o use or disclose informartion
for his own personal benefit. Some of those confidentiality obligations are derived
from article 8 of the ECHR, as mentioned at paragraph 1.18. The right 1o commu-
nicate confidentially with a lawyer is also an aspect of article 6 of the ECHR, which
provides tor the right to a fair erial. Ardele 6(1) provides

In the derermination of his civil rights and obligations o€ Wi any criminal charge
against him, everyone is entitled to a fair and public hesling within a reasomable
time by an independent and impartial wibunal estailiched by law. Judgment shall
be pronounced publicly but the press and public=aiybe excluded from all or parcof
the trial in the interest of morals, public ordsi 6e/national security in a democratic
socicty, where the interests of juveniles or the protection of the private life of the par-
thes sa require, or m the extent siricily recizsary in the opinion of the court in special
circumstances where publicity would@igjudice the interests of justice.

In the context of lawyers, the Exfispean Court of Human Rights has said that

[a)n accused’s right to comaiinicate with his advocate our of the hearing of a third
person is one of the basic\requirements of a fir trial in a democratic sociery ...
If 2 lawyer were unaiile)to confer with his client and receive confidencial instruc-
tions from him witaut such surveillance, his assistance would lose much of s
usefulness. ™

There are domestic statutory interventions too. The most signihcant of such inter-
vention is the Data Protection Act 1998, based on a Evropean source—a European
C.ummmﬁt:,' Directive. There are current moves, discussed in d'ml:!tn' 16, to inkro-
duce a reformed European regime by regulation.

Internationally there are harmonizing measures in specific areas, which include con-
fdentiality requirements, bur many are not immediately relevant to professionals
excepe in thar they affect the general law. The European Commission proposed,
for example, in November 2013 a draft directive on the general protection of trade
secrets, and the Council of the EU published its General Approach in May 2014.%

# NZLC (n#) para 3.15.

7 Swiezerfand (1991) 14 EHRR 670, GRE,

& See T Aplin. ‘A Critical Evaluation of the Froposed EL Trade Secrets Directive’ [ 2014) 1M 257.
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Article 7 EU Mediation Directive,5® however, does have relevance to professionals.
It requires mediators to be protected from giving evidence in judicial proceedings,
but it seems that because of the lack of mediation privilege in domestic English law,
mediation conhidences are better protected under the directive than in English law.®
Article 9 United Nations Commission on International Trade Law (UNCITRAL)
Model Law on Conciliation is wider still and binds all the Fan‘.i:s to the mediation
process to iu:::p all information n'Jﬂr.ing to the pmﬂ:tdin.gﬁ conhdential, except as
compelled under the law or w0 implement the agreement.™ These obligations are
qualified by public interest defences, discussed in chaprer 9, and by statutory obliga-
tions to divulge information—either for the purposes of criminal investigation, or
other purposes.”

In law there is also an obligation not o disseminate false personal informarion
that is injurious to another; this is the province of defamation—although as we
see in chaprer 5, the relationship between privacy, confidence, and defamartion has
become more complex with the suggestion that truth should not necessarily be a
defence o defamation, and the possibility thar Ralsehoods copld give rise to a claim

in misuse of |:ln'1.r.ll1: information.

Legal professional privilege is the name given to an a%ei'of law that permits a de-
mand for information to be refused,” and this is coécyed in chapeer 15. Unlike con-
hdence law, to which it is related in thar it is usugily said that privileged information
must be conhdential, it only operates as azhi=ld. Traditionally it allows lawyers o
withhold information from the other sidé and keep back communications thar are
relevant to the litigation ar hand. Sucivprivileges are not available 1o other profes-
sionals such as accountants or jousniiists. It is not, however, a rule of admissibility.
Should a privileged communitation—and it is communications and documents
that are protecred, not informarion per se—fall into the hands of another, equirable
remedies to protect conpfidenices need to be used o enjoin the use of the material.
The relationship between privilege and conhdence is therefore relevant o chaprer 6
on remedies in conhdence against third pardes.

A professional may also be subject to professional codes of ethics, bur there are some
marked differences between the different codes. Some of these are discussed—
along with disciplinary sanctions for their breach by the relevant protessional
bodies—in chapter 8. What a code says about privacy or confidentiality, if relevant,

® Directive 2008/52'EC; for comment on the possible gap In protection this leaves see E-M
Henke, "Confidendaliny in che Modd Law and European Mediscion Direorive’ (GRIMN, 200590 33-34:
the dircciive is in'q:]l:ml:nml i the UK I:I-}'Cm-ﬂnlﬂtr Mediatmon [ELT DHiective) H:Euhl'i.m 2011,

¥ M Barilet, "Mediation Secrets in the Shadow of the Law™ (200151 34 IO |12 mediation i not
covered in decail by ihis book.

™ Henke (n 68) 3940,

" Criminal investigations and police powers are covered in chaprer 11; See abio op Health and
Sockal Care Act 2012, 35 253-255 giving the Health and Sockal Care Information Centre power o
&'mll’d Il'ld Ene I:ﬂl'l"-ldﬂl.ti.ﬂl inﬁl-l'l'lul.'im.

T2 Sec B Thanki, The Law af Privilege (2nd edn, OUP 201 1.
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will be taken into account by courts. The Press Complaints Commission Code
of Conduct—the terms of which remain the same ateer the Independent Press
Standards Organisation wok over in September 201 4—have been examined in a
number of cases, and this may be relevant where a ]:lruﬁ:lsiun.ll ]:lrmrl:lu informa-
tion to the press inappropriately or the press somehow intercepis the information.™

Breach of the professional rules may be relevant to the question whether the pro-
tessional has fallen below the standard of care required by the law in deciding on
questions of whether the professional has been negligent in failing to keep the
informarion confidential. In Harvest Trucking v Davis™ Diamond | made useful
reference to the Code of Practice of the British Insurance Association in derer-
mining whether the intermediary had acred negligently. The code may not be
conclusive, however, as demonstrated by the rather more equivocal commenis
in _fofmian v Bingley.”® There are other types of soft law, There is, for example, a
karge body of guidance in the form of circulars, codes of practice, recommenda-
tions, and reports. This may be particularly true in the heplthcare setting where,
tor example, the Deparoment of Health, British Medical Association, and General
Medical Council all have issued guidance: and in dad_protection law, where the
Informarion Commissioner has issued signihcant giicance. For the most part such
guidance has no legal starus, but in pracrice i0will be closely followed by public
sector professionals because failure o do soiwdii be a breach of their terms of em-
plovment and possible non-compliance witivadministrative law dutles. Beyond the
public secror, government guidance may set standards of reasonable conduct, bur
if the guidance is ar variance with grefessional bodies' requiremenis the individual
will have a serious problem. Equaliy it is imporant in multdisciplinary teams thae
the different professional bodics have complementary and not conflicting confi-
dentiality guidance.™ Recenitly, in the context of the health service, questions abour
how confidendaliry, aad informadon sharing should work within such reams was
explored as part ol 3 feview chaired by Fiona Caldicot,”™ which came up with a
revised list of so-called Caldicou Principles:™

1. The use of confidendal dat needs to be clearly defined and scrutinized
2. Personal data should not be used unless absolurely necessary
3. Only the minimum necessary personal data should be used

" See cg TSE » NGN Lid [ 2011] EWHC 1308, [22] (Tugendhar Ji A44 » Associated Ne
201 2] ENHC 2103, [2013] EMLR 2, [54=-56] (Micola Davie [, and upheld [2013] EWCA Civ
554; Weller v Aociared Newspapers [2014] EWHC 1163, [35-58] (Dingemans [},

78 11991] 2 Lloyds Rep 638.

5 [1997] PNLR 392,

" See P Moodie and M 1I.'l;"r!I:ll:, Ll:-l.ui_l-l.l|:|:||i:|l.i|::,-'. Codes and Courts: An Exsmination af the
Signihcance of Protessional Guidelines on Medical Exhics in Determining che Legal Limits of
Confidentialiny” (2000) 29 Anglo-American L Rev 39, 62,

" Department of Healch fuformarton: To Share or mos to Shave: The Iaforsarion Covernance Revteur
1211 33

™ ibid 20-21.
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Information Commissioner’s Office (ICO) stares, difhcult 1o see what use daa
could be put to that would not count as dara processing, ®

Processing is defined in section 1(1) of the Data Protection Act 1998 as:

obeaining, recording or holding the information or dara or carrying our any opera-

ton or set of operations on the information or data, incuding

{a) organization, adaptation, or alieration of the informartion or data;

(b) rexrieval, consultation, or use of the information or dai;

(c) disclosure of the informarion or dara by transmission, dissemination, or other-
wise making available; or

(d} alignment, combination, blocking, erasure, or destruction of the information
or data.

The use of client-provided informarion abour their finances, for example, to choose
appropriate financial investments by an independent hnancial adviser would
involve processing. Thar processing must be undertaken fairly and lawfully under
the first dara protection principle, and we examine this and the other daa pro-
tection principles in chaprer 16, Part of the requirement o liwfulness is that the
processing not bea breach of conhidence, the Human Righs Act. or copyright. The
ICO uses the example of medical and banking infofmydtion as cases where privacy
and confidentiality would be expecred *

A proposed European regulation on data protaction® is currently being developed.
This was first announced in January 20025 and by proposing a regulation rather
than a directive the legislation would)ie directly effective rather than requiring
transposition into narional law, Tie dithculcy which the European Commission
idenrified was that although site data protection directive in 1995 was adopred
partly as a means of aiding the development of the single marker, it had been rans-
posed and enforced différently in different countries so the level of harmonization
desired had not beetrachieved. A regulation would achieve thar aim, as well as
allowing for updates and changes o the law 1o reflect changing rechnologies and
expectations.

Dara protection legislarion is increasingly imporant. Indead, some might consider
it the primary means by which information is protected in the modern world; bur
it is not completely comprehensive, There is, for example, a distinction between
information and data, One such distinction is thar personal dara are by definition
in a record. The Act does not seek o control the disclosure of information from

¥ OO The Guide to Dyt Protection (2010) 25.

B ihid 51.

BV Soo for discumion eg G Vous, “One Year and Loads of Diara On: An Updare on the Proposed
EL General Dara Protection Regulaion” (2003} 16 Journal of Interner Law 1; M Rotenberg and D
Jasobs, ‘Updating the Law of Information Privacy: The Mew Framewark of the European Union’
(2013} 36 Harvard | of Law and Policy 6045, This s discussed in detall o chaprer 16

L thnp:”mm:n]ﬂ.m.rjmfnmmnnh"ﬂ:u -p:rvu-hrcl:inn.rn:wll' 120125 _en.bhem> (accessed 13
Judy 201 5.
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memory of regulate visual or aural surveillance unless the fruies of the surveillance
are reduced to a form that can be processed. Even the coverage of personal data is
not total: the definition of personal data does not include every kind of record™ and
anything recorded for domestic purposes falls ourside the Ace.®

Theinterplay with conhidentialicy obligations iscomplex. Currently Data Protection
Act 1998 section 1 requires the data to be of living persons, although misuse of pri-
vare information and professional ethical guidelines may require some degree of
post-mortem confhidendality; lapse of confidendality post-mortem is dealt with in
chaprer 14.

The impact of new technologies

New electronic technologies and the scope they provide tor larger and larger data-
bases of information provide significant challenges for professionals and the way
in which I:I'LL"'.r work. This i:H:E-:Ln before the pu]:.lin:ntlun of the Arst edition of this
book® but has mushroomed in the past decade with more and(nrore information
being stored online and on databases. It is this trend more thaiv any other that has
led 1o the increasing imporance of data protecrion regimes; and the need for such
regimes so far as possible to be rechnology neutral, so thatthey do not become sig-
nificantly ourdated quickly as rechnology developsti addition, it creates issues for
legal professionals in terms, for instance, of theGiheer volume of data thar might be
subject to disclosure in litigation.

In the medical context there is a trendd 16 larger and larger darabanks. The UK
biobank®? initiative, for example, {8’ major national health resource and a reg-
istered charity. It aims w imorgee the prevention, diagnosis, and treamment of
a wide range of illnesses, such as cancer, heart disease, diabetes, and forms of
dementia, The biobank yceraived 500,000 people aged berween 40 and 69 years
from 2006 o 2010 ke part. They pmvided blood, urine, and saliva EE:I'I'LPIE'.E
tor furure analysis, derailed informarion abour themselves, and they agreed
have their health followed and recorded. The National Health Service (NHS)
has also soughr 1o develop a national computer system with the aim of replacing
paper medical records with a centralized national dectronic database, allowing
a patient from Norwich to walk into a hospital in York, for example, and find all
their details ready at the click of a burton. After the project was abandoned amid
some acrimony regarding the cost, comments online in a newspaper® argued that

its abandonment was welcome because of the number of people in the NHS who

B Mt Protection Act 1998, s Lil)

0 hid s i

M See eg A Vedder, 'Medical Dara, New Information Technologies and the Meed for Mormarive
Principles other than Privacy’ in M Freeman and A Lewis (s}, Lo god Medicime (OUP 20000 441.

" See <huorp:fiwww. ukobank. ac. uks> (soocsed 13 July 201153

a2 chitp:/www, hzgulrd.im.mmfn:mmcmi.ifm:"lm 1 aug/ 03/ nhs-dambasc-digical-disaster»
{accessed 13 Jady 2015),
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would have access 1o a patient’s medical records, and the consequent opportun-
ities for breach of privacy or confidentiality. The porential for computer hackers
to change someone’s medical records was also highlighted, and there have been
signihicant data security issues with other large medical databanks™ which may
give rise to liability under the Dat Protection Act 1998, on which see chaprer 16,
Banks also keep large darabases of their customers’ finances and transacrional
history and use this to facilitate Interner banking services, where customers are
able to pay bills, set up standing orders and direct debits, and view their rransac-
tions online, and there have also been signihcanr issues regarding dara security
redating to bank databases, such as the theft of dara on 27,000 Barclays customers
in February 2014.%

On a smaller scale, solicitors and other business professionals keep darabases of
records about their dients, The American Bar Associatdon adopred in 2012 a
maodel rule thar requires attorneys o keep abreast of modern rechnological devel-
opments, including therefore threats 1o privacy and confidentiality.® Indeed, be-
cause of the cost of large servers and storage, many orgahizations are moving to
so-called cloud computing networks where software (s downloaded thar enables
the solicitor or other professional wo access their mazerial stored on someone else’s
computer and to access it across the Interner: indesd, this is becoming an everyday

occurrence for many of us. Three categoriedc Epublic cloud compuring have been
identified:*"

1. Sofrware as a service: providers stier finished applicarions (Google™ docu-
ments) and dara storage. All stie*user needs is a device with a web browser

2. Platform as a service: agaisthere is no control over infrastructure bur the user
can develop his own appiications

3. Infraseructure as a gesvice: this allows the user to deploy their own operating
systems and copficure processing and storage facilities

All, however, provide processing and storage. Customers are often reluctant o
abandon their entire network and so may use the network o provide overflow
capacity, but smaller firms without big economies may well obtain substantial sav-
ings. It is also possible o have private cloud computing where the data are proteciad
by a corporate firewall. It is not merely businesses who make use of the cloud,
however. Considerable amounts of medical information—often in the hands of
pharmaceurical companies—are placed in the dloud and are extraordinarily useful
in healthcare research.®

™ See abeo B Lo and L Parkam, “The Impact of Web 2.0 on the Doctor-Patient Relarionship”
(20100 }E] Lave, Medicime amd Eilics 17.

B chopo/ fwww, bho.co,uk! news/ule- 261 061 38> (accessed 13 July 2015).

¥ ABRA Model Rule 1.1, Comment 8.

¥ S Yoo, The Changing Pacrerns of Inrerner Usage' (2012) 63 Federal Communicarions L)
67, 83

" PM Schwarez, ‘Information Privacy in the Cloud' (2013) 161 U Penn LR 1623, 1631-32.
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Cloud computing still raises securiry concerns, though. because of the relatively
open way that information is transmitted and the possibility for interception of
the material, although email routing is often handled differently from dara routing
under cdloud computing in ways said to make the latter more secure.® Lawyers in
the United States of America (US) have been advised not to send emails to dients”
Wﬂfk :.d&.rr_'aﬁ b‘!‘l:al.l.ﬂ': dll:' l:l'l:l.Ph}l'El' iy acciss tl'.l.ﬂﬂ' EI'I'.I.Ii]E.. I'-DI.' mmplc, H.I'!.d. o
be wary of doud-computing nerworks."™ Even personal accounts may be seen by
employers if accessed from work because attachments may be saved as temporary
Interner files on the employer’s system. Ax the very least, lawyers and other such
professionals should draw the client’s artention o the dangers inherent in electronic
communication and the potential lack of privacy as a waiver to possible liability.
There Is, as we see, a reasonable expectation of privacy with regard to emails, bur
sensitivity is high and particularly sensitive material should be encrypted " Some
INHS services will not normally use email to send test resuls, although the Caldicon
Review of 20113 suggests that if informed consent has been given, information can
be sent electronically."™ Encryption or password protection mety only be a parvial
solution, although it does show that the information conrainid is intended to be
private and confidential; it is also necessary 1o protect this dévices used 10 connect
to the Internet, including mobile devices such as rabledsand smartphones. Allen
argues that one should never use an unsecure netwGot because everyone else on the
nerwork has access to that device.'™

There are a number of complications wirk\cioud computing. One is that the law
applicable to the data is not necessarily dve law one expects, and different coun-
tries have different laws. This arisesbecause the server on which the daw are stored
need not be in the same jurisdiction as the user. This leads wo questions abour jur-
isdiction'™ and applicable law This book primarily concerns English law and is
not abour the conflices ¢fiesv position. Some comment is in order, however. The

prima facie position wirhin the EU, as discussed in chaprer 16, is thar ransfer of

* Yoo (n 97) #5; on cloud compuring see also M Wittow, ‘Cloud Compuring: Recent Cases and
Anticipating Mew Claims’ (2011) 28 The Computer & Internes Lawyer 18: F Wilson and O Bray,
‘EU Dhans Prorecrion Regularon and Clowd Compuring Conteacr’ (2003) 16 Journal of Internes
Law 1B,

198 K Crews, ‘E-Filing from the Local Coffee Shop: A Practical Look ar Confidentiality, Technology
and the Practice of Law’ (2013} 87 Florda Bar Rev 89; for other practical rips to lawyers see | Allen
and A Hallene, 'Protecring vour Dhags in Cyberspace” (200 30 27 Am | Family Law 198; for a more aca-
demic treatment see B Balin, Risky Mail: Concerna in Confidential Clicne=Amorney Email’ (2012}
81 U Clncinnari L Rev 601,

101 1. Hill, ‘Emerging Technolagy and Client Confidentiality: How Changing Technolagy brings
Eihical [hlemmax {31105 16 Bosion Ur:hm‘it:r]numahﬂ'ﬁdmcr :md-l'ﬂ:hrmhﬁr Lavwe 1.

0 DigH i 771 A); see alsa [ ]'-n::q:h wnd b Goldsnein, 'ﬂ-u.nﬁdnmil].'lr}r' in § Blach, ' Chodaf,
and 5 Green {eds), Syohiroric Eobics (<oh adn, OUF 20093 177, 180-81; for more degall on infermed
comment ser chapeer 13,

9% | Allen, ‘Dara Security in a Mobile World' (20100 27 GP Solo 4.

08 Addressed in Vidal-Hall v Coogle fuc [2015] EWCA Civ 311, where the question was whecher
the claimants could serve out of the: jurisdiction

17

Copmrighted Material

1.3

1.32



1.33

1.34

Comrighted Material
Chapter 1: Iniroduction

personal data ourside the European Economic Area is forbidden unless certain
conditions are met,"™ and this has led, for example, o the EU-US Safe Harbour
Arrangement thar allow US companies to certify that they hold data in such a
way as to ﬂtisﬁr EL law, a]thuush the effectiveness of the arrangement has been
questioned by Rotenberg and Jacobs.'™ The European Commission argues thae
the new Prup-uauﬂdata Fruti:-::tinn n:Eular_i.un will hdpa:.. trust in the ELUs coherent
regulatory framework will be an important point for investors and a key asser; i
will also be clearer whether those providing the cloud-computing services—as
opposed 1o those making use of them—are data controllers, with racher more
extensive obligations, or data processors.'™ That said, Schwartz questions the ef-
ficacy of national (or regional) regulation, noting the truly international way in
which data are processed in the cloud, as a result of the distributed nature of the

Eumputi.ng environment. %

Criminalization of breaches of confidentiality

This book is largely, but not exclusively, concerned with prisase law obligations. Some
Eumpran iuri.'il:t:i-|:I'.in|:|nni.r however, criminalize breaches of pn::ﬁ:ﬁurul SCCTCCV. In
France and Germany, for cample, an unjustified disetasure by a professional can lead
to a criminal fine." There have also been moves 28 EU level to criminalize breaches of
trade secret law, although the particular propos! discussed by Cornish, Llewellyn, and
Aplin was withdrawn by the European Cantistission in 2010, and the current pro-
posals on trade secret protection do norafect the criminal law of the member stares.

English law does not routinely criniinalize breaches of confidentiality or privacy,
although there are some offetices thar may be commired under dara protection
legislation and the Informition Commissioner is empowered to take enforcement
action against such bregohes.'"" The Law Commission provisionally recommended
that there be a crimifiatoffence of unauthorized use or disclosure of a trade secret by
analogy with theft."? However, this proposal was never taken up, and it is difficule

15 [y Prosection Directlve, arts 25-26.

198 Rosenbeng and Jscobs (n 873 63740,

07 Sehwarez (n 98) 1641; see also W Kuan Hon, ] Hérmle, and C Millard, "Dt Protection
Jurisdiction and Clowd Computing: When are Cloud Users and Providers subject to EU Data
Protection Law? The Cloud of Unknowing' (2002) 26 Ind Review of Law, Computers and
Technology 129,

108 Sehwartz (n 98) 1629,

8 Arr 226-13 French Criminal Code ars 200 -202 506 B: ares 185186 56 B ariminalize defima-
o, discussed in 5 Mlichalowski “Medical C-n-rlﬁl:l“l.inﬂl}' and Medical Pri'l."ilr:j;r—.ﬁ. C-u-mi:u.l.rbn af
Fremnch and CGerman Law’ (19598]) § FJ.:mp-Elrl] Healih Law 85, 89-92_ The German crim inal oifence
i more general and does noc just cover professionals. See also am 465 Belgion Criminal Code,

1% T Aplin, WR Cornish, and D Liewelhm teds), Cormiolh, [ iruelfm and Apfin: fnveliecrwal Properey
Lawar (Toh edn, Sweer & Maxwell 20100 para 8.56,

" Diara Progection Acx 1998, 5 40.

LLES P Commision, f.t::f.nr.i.l-'in: ehe Crirmimanl Coade; Miarese a;ermn'i- Secrerr (Law Comm CP
no 150 1997) paras 3.60-3.61.
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The first is that a person commits an offence when he fails 1o comply with an
enforcement order issued when the Informaton Commissioner believes the dam
controller to have breached one of the data protection principles. This offence has,
however, very rarely been prosecuted, and counts as a second order response as the
actual enforcement order is the hirst remedy."™ The second offence under section 47
is commirted by knowingly or recklessly providing false information in response
to an informarion notice,'® Section 55 of the Act provides for an offence of know-
ingly or recldessly withour the dara controller’s consent obraining, disclosing, or
procuring the disclosure of personal data. The fact thar dara protection legislation
is backed up by these criminal sancrions suggests that we wish to censure breaches
ot personal privacy and dara protection, Diata protection legislation is aimed at a
broader group of people than merely professionals. Indead, the consequences of
data security breaches may well be more serious now than when the dara protec-
tion directive was promulgated, and this explains the need 1o censure such acrivity,
Where previously a dara breach mighr disclose a user's address, or at worst credic
card informartion, now a dara breach might compromise allibeir personal informa-
thon, Ofren the end result is idendicy thefr.

Where the professional is in the public sector and discloses information, the com-
mon law offence of misfeasance in public offic2‘may be commirtted. The elements
of the offence are set our in Re AGS ReferduesTNo 3) of 2003.% The offence is
committed when a public officer acring @ such wilfully neglects to perform his
duty or wilfully misconducts himselfwsuch a degree as to amount to an abuse of
the public’s trust in the office holder without reasonable excuse or justification,
There will be a question whether a professional acts as a public officer, but it is
likely that if the professional is acting in an investigative capacity—for example,
a forensic accountant working for the Competition and Markers Authority or
the National Crime figeicy. or a judicial or quasi-judicial role, for example mag-
istrates’ clerk, whit will be a qualified solicitor or barrister—he will count as a
public officer.

In most cases there is a professional body with the power w censure and w take
disciplinary proceedings. 1t is hard to see the merit in adding another mode of cen-
sure, particularly when the professional may be liable to a penalty for breach of dara
protection law as well as subject o civil liability under confidence or private infor-
mation law. The New Zealand Law Commission has identified thar the criminal

' R Jay, Duara Prevecrion Law and Praceice (4th edn, Sweet 8 Maowell 2012) paras 21.13-21.14.
An information notice requines a party to provide information o enable the information com-

misisner oo asscis whether he, as a dar conrolles, is Lump]rlng with the daea Flvnl.-n_'l.inn. pd'iJu.ipll:l-
Sec ibid paras 20,19-20,21.

1 Romenberg and Jscabs (n B7) 626,

132 [2004] EWCA Crim 868, [2005) QB 7% In the context of a police afficer obraining and
dischosing confidential information from the Police Mational Computer see Re AG Referenace No §of
2007 [2007] EWCA Crim 760, [2007] 2 Cr App R (5) 86
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offences that exist mainly protect information on the basis of how or why it was
obtained.'* There is no policy of rendering criminal the disclosute of information
just because it is private or confidendal. The New Zealand Legislaton Advisory
Committee, i lFH.PEIf‘EI.‘iSELIS&L‘dh"" the Mew Zealand Law Commission, 15 suggests
a number of questions:

— Will the conduct cause substantial harm to individual or public interests?

— ls public opinion supportive of criminal sanctions?

— s the conduct best regulated by the criminal law, or are dvil law remedies
maore appropriate?

— Is criminal law simply a ‘convenient’ tool for tackling the issue?

— How will enforcement and prosecution take place?

It is difficult on the basis of these questions to support a E:n:nﬂ privacy crime or a
specific crime directed at professionals. Civil law and professional disciplinary rem-
edies, dealt with in chapter 8, seem adequate and it is doubtful that public opinion
demands a new crime.

C. Who Are the Partics:

Who owes the duty?
Who is the professional?

Professionals come in many different, phises.’™ The most obvious mighe in-
dude: solicivors, barristers, acopiintants, fnancial advisers, auditors, valuers,
quantity surveyors, bankers, anaiinvestment bankers; but there are also healthcare
professionals—doctors, nusics, psychiatrists, dentists, and others, Professionals are
usually engaged by the glieri® not as employees, although increasingly there are in-
house professionals whe have only one client, their emplover.

Some professionals, such as doctors, social workers, and teachers, are invariably
or almost invariably employed—by a school, hospital, or a local authority. Their
clients are not so much their employer but Instead those they are presented with
in the course of their employment. This will equally be so of what we mighe call
business professionals such as solidiors or accountants who are typically organ-
ized in firms of varying sizes and complexity. However, there is often an ideal of
service to others embedded in the professional culwure of the sector. Professionals
are usually required to have degree-level education and a professional training

123 NFLC (n 1 16) para T.47; bor a summary of the various criminal offences in Mew Lealand law
sow paras 2,12 1=2. 162,

W4 ihed para 5.49.

2 Ther is vEry Retle literature, but soe 51 Buhai, 'Probession: A Dehnacion’ (2012) 40 Fordham
Lithan L] 241.

21

ComTighted Material

1.40

1.4



1.42

1.43

1.44

Comrighted Material
Chapter 1: Tniroduction

and accreditation from a professional body, such as the Law Society (Solicitors
Regulation Authority), or General Medical Council (GMC), and frequently con-
tinuing education requirements. This disparity in knowledge berween the dient
and professional requires that the former trust the latter and for the latter to have
an ethos that purs someone else’s interests before their own. The previous edidon of
this work suggested that the existence of such a self-governing regularory body was
not decisive, and indeed it is not. Teachers, for example, have wraditionally not had
such a body; the General Teaching Council existed for a period but was abolished
in 2012, Some of its functions are now carried out by an agency of the Department
of Education. The GMC, by contrast, is wholly independent of the DoH, bur this
does not make teaching any less of a profession whose membets have confidential
informarion abour their pupils,

There is significant discussion in this book about the position of journalists,
Journalists are in a slightly unusual position in that they do not have clients as such,
although they are frequentdy considered members of a probession and there is, for
example, a code of conduct to which they are professistiaily obliged to adhere.
‘This justifies their ereatment in this book. The information they are given is usually
provided to them with a view to its contributing te-4gublished story. What is con-
hdential, however, is the identity of the source.’* Ihis means that the journalist and
(if he is not freelance) the media organizadias-for which he works are often third
parties and their liability as third parties s covered in chapter 6, although they
might also be liable for misuse of privaveinformation covered in chaprer 2, for ex-
ample. Sometimes, and we look avdhis particularly in chaprer 12, a person wo whom
the information relates will seel v discover what information the journalist holds
and the identity of the sourcéwho may be a professional or a person working for the
professional. Although this'might be relevant to criminal investigating authorities,
the case law is almospevciusively in the civil law context and so it is largely omicted
from chaprer 11.

Third Parties As alluded to above, it is not just professionals who owe a
conhdentiality dury. Professionals” employees who might not themselves be
professionals in the sense used in this book nonecheless must observe the same
conhdentiality obligations and this will be guaranteed by their contraces of em-
ployment. If they did not have such obligations, the clienws’ prorection would
be seriously compromised; it makes no difterence after all from their perspec-
tive whether a solicitor or a receptionist publishes confidential information.

As we will see in chaprer 6, interceprors of informarion and third party recipients
aware of the confidentiality of the informarion will also be held liable in given cir-
cumstances. There are groups and bodies who will not be interceprors, third parties,

% Natlonal Union of Journalises Coede of Condect (201 1) €1 7; sec also Independent Press Standards
Chganisacion Edfares”’ Codle of Conduct (2014} o 14, This is the same as the old {now disbanded) Pros
Complaines Commision code.
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or strangers, who may be, by virmue of being entrusted with the information by a
professional, subject w data provection rules even if their lack of conscious know-
ledge of what the dara they store amounts to means that they cannot be liable in
misuse of private information or conhdence. These bodies will be data processors

even if they are not classified as dara controllers. They may also be liable in nr.'Elia
gence, where data security breaches occur,

Who is owed the duty? Clienis and ‘examinees’

A client, for the purposes of this book, is the individual whom the professional
most immediately serves; this may be because the client employs the professional
via an employment contract or because he has engaged cheir services. Payment
by the client is not necessary. Sometimes the state makes the services of a pro-
fessional available free of charge 1o the end user (as in the case of the NHS, local
authority social services, and stare education); at other times, a private sector
third party such as an employer foots the bill. Sometimes a third party may en-
gage the professional. The previous edition of this book stated that there were two

can:gnn'ﬂ of case. '

The first category is where the third party engages the professional 1o serve che
examinee’s interests. Examples include:

1. the docror retained to weat a child by a paieac
2. the nurse employed by the occupier of\premises to arrend to persons injured
on those premises.

In the first example, the parent lvas a say abour what the professional does and
a right to informarion from\the'professional. bur it is the child who is che true
client, If the interests of pavenic and child clash, the professional must promore
the child’s best interess€. 0w the second example, the injured person is ar liberty
to decline the professional’s assistance but it thar assistance is accepred he is
entitled to the same duty of confidentiality as if he hired the nurse himself.
The position is more complicated in the case of indemnity insurance if the
insurer has a contracrual right under the insurance policy to choose the solici-
Tor 'P!'I'I.EI ACTS Fnr 'III'LIE il'.l.il.'ll'ﬂd. and an ﬂll'iﬂll.itt !':iEI.'I[ 4] l:l:ll'.l.[l'ﬂ'. I.'hc' 'Cﬂ]'l:d.l,lfl' l:lf
proceedings under the retainer. In these circumstances the insurer’s interests
will prevail over those of the insured, and in the evenr of a serious conflict of
interest between the insurer and the insured abour the disclosure of intorma-
tion, the only course the solicitor can properly pursue is to stop acting for the
insured, 128

"7 For a discussion abour the complesitics of determining who the social work client s see
M Davics, The Emenvial Social Worker (3rd cdn, Ashgare 1994} ch 10,
"3 Grmom v Crocker [1938] 2 Al ER 394,
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The second category is where the third party engages the professional for his own
benefir, Particularly in the case of doctors, the true client may be the third party
who engaged the professional and not the person examined (the examinee). The
GMC refers o docrors with ‘dual obligations.'*® Examples include:

1. the consultant forensic psychiatrist engaged by a court or the Parole Board w
form an objective opinion about a defendant’s mental stare;

2. the psychiatrist asked by local authoricy social services to assess wherther a child
has been subjected o sexual abuse'™

3. an occupational health professional who carries our a pre-employment health
check for a prospective employer;'!

4. the doctor who examines a personal injury claimant for an insurance company.

As there is no intention to provide a service to the examinee, the professional has
no professional relationship with the examinee who has no reasonable expectations
of confidentiality vis-a-vis the particular third party,'® although of course he does
s0 as against other third parties. Ar the outser of the examidfiation, the professional
should tell the examinee that normal rules of confidentiality do not apply,™® and
thar he must consent to being seen on this basis. TheSMC in its guidance says thar
only directly relevant information should be diselosid, although in some cases the
whole health record may need to be disclosed @ povernment departments in the
context of claims for benefits. Solicitors méynieed 1o see the whole record 1o assess
relevance for the purposes of litigation:The guidance though is clear thar the solici-
tor, and not the doctor, explains to the patient thar he or she needs 1o see the whole
of the medical record. "

Whether such consent can’Be said 1o be genuine is 2 question considered in
chapter 13. This though-iswital in dinical settings because it is common for exami-
nees to assume thanshist they say will be reated by the doctor as confidential.'®
The professional shotld also state thar the informadon will not be wsed or disclosed
for any purpose inconsistent with the purpose of the examination withour the
examinee’s consent unbess this is eicher compelled or permitted by laws for example,
where disclosure is in the public interest. %

'3 General Medical Coundll, Confarnsialin: Disclaring fnformacion foe {mansrce, Emplayment
et Samrilar F.l:rpn‘s { 20e(EF) praga 2 for the F‘I:IH:I:.! rules see ibid paras 75338

190 ¥y Bedfordshie CC[1995] 3 Al ER 353,

31 Rber v Kaye (1996) 39 BMLR 12

92 o Swirk (1979) 69 Cr App R 378, 384; Barmwarth ¢ Hammersminh and Bl LEC | 20041]
IRLR G631, [20].

19 T Guthel ,“Exhics and Porensic Peyehiatry in 5 Bloch, PO Thodoff, and S Green (ads], .|“.'|:|r|‘l'rd'm'|-
Erbeics (4ch odn, OUP 2009) 465. & o Gaple [1994] Crim LR 679 Fareneersh o Hammernmich aod
Fulbirms LBC | 20000 IRLR 691, [20]; £ » Daviier [2002] EWCA Crim 85, [33],

3 GMC (0 129), para 7.

135 K Rix, ‘Privilepe and che Prison Inmare Medical Recoed” (20000 11 ] Farensic Poychlatry 654,

% Discussed in chapter 9.
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D. Compulsory Disclosure

There is now a considerable miscellany uﬂ:gidaﬁun that allows uh]isutinns of pro-
tessional confidentiality to be ignored by ofhcials who need access to information
gither abour a client or abour a Fn:lfi:ﬁlunqi. Major Fi.l;."l,'.l:.'i uf'legishriun include the
Police and Criminal Evidence Act 1984, which FOVErnS Fn]im powers of search and
seizure, and the Rf:Eu;l;n'un ni:lm'ﬂﬁgamr_\-' Powers Act 2000, which makes pru'l.rL
sion for intrusive and directed surveillance and interception of communications by
public ofhcials; both pieces of legislation and ofhcial powers 1o seize or use legally
privileged or conhdential marterial in the course of an investigation are discussed in
chapter 11. Chaper 11 examines police powers to search for and seize documents,
the different procedures adopted, and which dasses of information and documen-
tation can or cannot be seized and used. It also looks at surveillance powers, and
powers granted to, for example, Her Majesty's Revenue and Customs under the
Taxes Management Act 1970, and the Secretary of State undier the Companies Act
1985. A general survey of powers 1o require informatiofiyo be produced and the
patterns that they fall into can be found in chaprer 110,

E.l:lmp]l:::. however, include the GMC's power 5 Yerce 2 medical Pr::brn'r.innfr who
is not herself under investigation or “any odier person’ ro supply information or
produce documents to assist the Council\or any of its committees, to carry out
its functions in respect of professional(conduct, professional performance, or fir-
ness 1o practise.'® There are exemptians for informarion that would not have 1o
be disclosed to a courrt in civil praceedings™® and informartion the disclosure of
which ‘is prohibited ... undetany other enactment’ '™ Secrion 20BA of the Tixes
Management Act 1970 permits an order to be made by a ‘judicial authority’ to re-
quire documents to he{produced where there are reasonable grounds of suspicion
thar an offence of (@ traud has been, is being. or will be commited. Stamwory
reporting requirements oblige the professional in some cases to pass on informarion
without a specific request. Reporting obligations are a feature of the medical profes-
sion, Under legislation thar can be traced back to the nineteenth century, doctors
have an obligation o report food poisoning and thirty diseases or disease groups
including cholera, plague, TH, measles, mumps, acute meningitis, and small pox.'#8

For the purposes of this chaprer, the details are relatively unimportant as they will be
dealr with in larer chaprers. Whart is important is the effect on conhdentiality. The
previous edition of this book quoted Benn in the Australian Law fournal, who said,

45 Medical Act 1983, 5 35A01). Medical information may also have ro be produced under the
Health and Seckal Cane Act 2012 1o the Healeh and Soclal Care lnformation Centre,

%6 fhid s 35A6G).

147 ihid & 35AL4).

18 See GMC (n 129).
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In any given instance, the public interest will seem overriding; yet in the long run
protection of the interest of every individual in privacy will have gone by defauls:
the piecemeal erosion of the privilege may never have been halted, 1o take an overall
view of the ol consequences. In this regpect privacy resembles environmental
values; the particular damage rarely seems sufficient to ourweigh the promised ben-
efirs, bur the cumulative consequences may be disastrous. '

This is true and provides a warning, but too much can be made of this. Balancing
Is at the heart of the approach to the law in privacy where the courts apply an
intense focus to balance the rights and interests ar stake under articles 8 and 10.
The need 1o balance privacy and the public interest in justifying these powers is
therefore nothing new, Indeed, in modern law the right to respect for privacy can
provide a crump for those subjected wo demands for information under these stat-
tory requirements. A professional should never surrender confidential information
until and unless required 1o do so. The consequences of voluntarily divulging con-
hdential client informarion would ar the very least be o damage the relationship
with the cient, even were legal or professional disciplinary consequences not o
Follow. If the professional is required to do so, the client thennas'a choice whether
to challenge the requirement or not.

I chis situation, one possibility is simply 1o say that the'pablic or other authority has  1.54
simply overstepped its powers, but more interestingly®or our purposes the client may
wish to argue that the power used is incomparible wich the ECHR. The court in these
cases has power where the provision is in peiv@ary statutory form, and where the court
cannot under section 3 Human Righes Act 3998 find a compadible interpretation, o
issue a declaration of incompadbility gnder section 4. It cannor strike down primary
legislation, but the execudve’s and Yariament’s reaction has ended wo be positive 1o
declarations under section 4, &5'Cram observes,"™ Parliament has as a result of such
declarations repealed or am&ided statutes and In some cases ex pridla compensation
schemes have been set wp. Some cases have Involved article 8 rights; for example, R (fon
the applicarion of O} v Commissioner of Police for the Merropolis,"™' which concerned
the right of police w0 keep DNA evidence indefinitely of those arrested. The Supreme
Court decided thar section 64(1A) Police and Criminal Evidence Act 1984 could be
read compatibly with the ECHR and decided not to issue a declaration of incom-
patibility, because the section need not be read so as o regquire indefinite retention;
the European Court reversed this, holding the provision was incompatible with
article 8. Clients can therefore have some confidence that courts will seek robusily
to uphold their article 8 rights when faced with challenges 1o the legality of orders

% % Benm, "The Protection and Limitation of Privacy’ (1978) 52 AL 636, 691.

L | Cram, Tudging Rights in the Unired Kingdom: the Human Righs Ao and the new
Refationship berween Parliament and the Couns’ (2006} 12 Review of Constinarional Soudics 53,
77 aew more recently on courts’ interpretation of statutes o be human rights-compliant © Crawford,
"Dralogue and Righrs: Compatible Interpretations under Sectlon 3 Human Righis Ace 1998 (2014)
26 KL] M.

T [2011] UKSC 21 [2011] | WLR 1230,
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1o produce documentation containing confidential information, although challenges
have not always been successtful. In some cases article 6 may also be engaged and legal
professional privilege, as we will see in chapter 13, is in part a way of creating equalicy
of arms berween the parties by encouraging candour with a party's kegal representative,
R 1A' is an example of 2 case where incompatibilicy with article 6 was argued. ltwas
argued that secrion 41 of the Youth and Criminal Justice Act 1999 precluded a fair trial
by prohibiting a defendant from questioning a rape complainant abour her previous
sexual history—in particular, previous consensual sex with the defendant himself. The
House of Lords, using section 3, read into the starute, on the basis of a jurisdiction o
imply additional provisons,"™ a residual power to admit evidence required to ensure
a fair trial was possible,

Somerimes the requirements of confidentialicy—although nor of privilege—are
overridden by the exigencies of the court process, The Civil Procedure Rules (CPR)
provide tor the parties to disclose all marerial relevant vo the dispute ar hand afrer
the initiation of proceedings'* and in some cases orders for disclosure can be made
prior to the start of litigation; this is examined in chaprer 12, which also examines
the similar processes in criminal wrials. The justification‘al these pre-trial disclosure
obligations is to enable there to be a fair trial. The nglésfegarding criminal investiga-
tions and powers 1o demand informaton in the'course of such an investigation are
dealt with in chaprer 11.

However, the court is alert vo the fact iY@ ¢ne informarion is provided o the other
litigant and o the court for a pardculir purpose, and the CPR also retain a rule
that where material is later soughivo be used for a collateral purpose permission
must be sought firse. This is Grogred in chapeer 17 and has parallels with the rule
thar information disclosed\for a particular purpose should be treated as otherwise
confidential in the genéyl'law. Privacy, secrecy, and confidentiality concerns have
also given rise to th&practices of anonymizing witness statements, and protecting
witnesses’ identity, but also anonymizing cases 10 protect the interests of associ-
ated parties including children, and even in some cases claimant’s identities. These
privacy concerms must be welghed against the common law and aricle 6 principle
of open justice. There is a sense that in some cases privacy concerns have been
taken too far and there are moves, particularly in the family courts, o improve
transparency. Chapter 17 also examines the extent to which, despite concerns for
open justice, non-parties can be denied access to material for privacy or confi-
dentiality reasons and the extent to which non-parties can be denied access to the
proceedings as they take place in court or chambers, or the extent 1o which report-
ingg is possible. This is particularly topical when we consider ofhcial secrets in the

2 [2001] UKHL 25, [2002] 1 AC 45.

53 jhid 68, discussed Cram (n 1503 70-72.

M CPRr31LIT.

%5 Sec also Norwich Pharmace! Co v Commmuissi oorers of Crestoms ana Excise [1973] 2 All ER 943,
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broadest sense of the phrase and the attempr 1o restrict all knowledge of a terrorist
trial in 2014. The Court of Appeal refused ro allow the complete secrecy requested
in the first case, but did allow the media o be barred from considerable parts of
the trial; indeed as seen from the decision the court’s judgments were reserved and
kept back in full.'*

Y% Cruardian News and Media v AB ¢ CD 12 June 2014 <hropawww. judiciarygov ukfwp-
cotentf il oads 3014/ 06/ guardian-v-ab-cd. pdis (aceesed 13 July 2005); for the ‘open judgment”
on the decision see Guaralian News and Meabia ¢ Frod Tncedad [20014] ENWCA Crim 1861, He was
poquitted in March 2015 of most I:I'I.IIFE <hirp:fwwvwebbe.couk/news/uk-3206772 5> {acoessed
13 July 2015,
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in which issues of LPP most often arise) during judicial and quasi-judicial
proceedings, civil or criminal. In the late ewentieth century, responding to the
growing reach of government and the powers of public officials to compel dis-
closure of information, the judiciary in England and elsewhere in the common

law world® reinvented LPI* as a common law right® thar may be invoked in any
situation in which disclosure of information is mandatory. This development

was accompanied by judicial pronouncements that LPP is a “fundamental’ con-
dition of justice,” not merely a procedural but an important ‘substantive' righe®
and, at common law, ‘absolure”.* meaning that it is without true exceptions and,
unlike public interest immunity privilege (P11)," no balance has o be struck
between competing public interests. “If the privilege attaches to a document,
then it is immune from production however strong the countervailing argu-
ments may be.""" Even a court’s need for evidence is subordinated to preserving
conhdentialiey."

In B v Auckland Diserice Lawe Seciery Lord Miller described LU as ‘a right to resise
the compulsory disclosure of information’.'? In one resoder this description is
misleading. The focus of LI'P is not information as fuch; the aim is o protect
communications. A communication for present pairoses may be dehned as the
transmission or exchange of information or opizitaas by any means. First 1o be pro-
tected were the written and oral communicaiiasis berween lawyers and their clients
concemning litigation,™ During the ning@gnth century the lidgation stipulation
was dropped: LPP could be claimed foyany communication between a client and
a lawyer made tor the purpose of enabling the lawyer to give or the client ro receive

legal advice.
If the privilege were confined o communications connected with suins begun,
or inended, or cxpeded, or apprchended. no onc could safely adopt such

 Parry-Jomes v Lase Sociesy |1 969] Ch 1 (CA), Law Reform Commitiee, Sixtermsh Reporr ( 1967) 1.

5 Baber o r-wh.ﬂ' (1983 153 CLR 52 (HUA), Oeswieday ¢ Memaeaimdd [1982] 1 5CR
B0 (SCC).

® R v Derby Magismases' Coure [1996] AC 487, 507 (HL), For sarusory protection of lawyer—
client communications see paras 10L25 and 10,33,

T Re Derby Magistrases' Conrr [1996] AC 487, 507 (HL), R fon the applicasion of Mengan Grengell
& Co Lusl) v Special Commissioner of Income Tax [2003] 1 AC 563 (HL) [7].

L E‘rmtﬁ-wmrq‘}ﬁ:ﬂn Crremfell & Co Led) p!'i:#rdv.l' Comromrreremer o fmcome Tioe | 2003
1 AC 563 (HL)[31].

¥ Thwee Rivers Disorier Councid v Governer and Comparey of the Bank af England (No 6) [ 2004)
UKHL 48, [2005] 1 AC 610 [25] (hencefords referred 1o a8 Three Rivers (Ve 6.

1% Paras 9.75 and 12.34,

" Rockefeller & Co o Secrotery for fustice | 2000] 3 HKC 48, 69 per Keith JA.

W Fheree Brvers {Na &) (a9 |.“.‘il The Supru'ru Court oof Canada, on the other hand, has beld ibai
LPT may give woy to some other comipelling public interest such as public safery, see 8 ¢ MoClure
|20001] 1 SCR 445; Swick ¢ fomes | 1999] | SCR 455 {SCC). For more about this public safery excep-
tion see paras 15,74 and 15,104 badow,

3 [2003] 2 AC 736 (MC) [67).

¥ & Hazard, ‘An Historical Perspective on the Lawyer=Client Privilege’ {1978} 66 Cal L Bev
1061, Note, 'Developments—Privileged Communications' {1985) 98 Harvard LE 1 501.
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precautions as might evenmually render any proceedings successful, or all proceed-
ings superfluous. ™

‘The nineteenth century also saw the privilege expand o include communicarions
with third parties made in aid of litigation." As a result, at common law there are
now two distinct subcategories of LPP:Y litigation privilege (LP) and legal ad-
vice privilege (LAP). LP requires che immediacy of lirigation whereas LAP does
not.'® Increasingly, the LP label has been restricred to litigation-related communi-
cations weith third paries.'® LAP then encompasses lawyer—client communicarions,
whether or not related to lingarion. This way of distinguishing LI* and LAP is not
universally used by judges,®® but it is the one adopred in this book.

Instrumental rationales

LPPserves both the privateinterestsof clientsand the wider publicinrerest. Although
each of the subcaregories of LPP has a different immediare purpose, since the eight-
eenth century?' the overarching rationale of both has been wo&ihance the admin-
istration of justice and encourage legal compliance throughthe use of lawyers.2
This rule of law rationale®® is paradoxical because LPP ablo Yinders courts achieving
justice by suppressing relevant—and sometimes highty probative—evidence, On
balance, the courts have concluded thar justice iz sesi served by protecting the con-
fidential communications generated by the lywyer—client relationship.

The particular justification for the LAP subategory of LP'P derives from the law's
complexity, which makes it desirable diat individuals and organizations have access

" Grormongh o Gaskell (1833 N\My & K 98, 103, 34 ER 618 per Lord Brougham. The authoritics
o this extension were reviewsd bR Lord Carswell in Phree Rivers (Mo &) {n %) [90]=[%3].

Y% Wherler p Le Marchaht [VHRI) 17 Ch D675, 684 (CA)

Y Anderson o Bank of Briessh Cofimbia (1876) 2Ch D 644, [ 12]-{ 14], No leglslation disingubshes
the twrns forms of LIFF by namee.

B e Rivers (Vo 6] (n9) [65].

" B Thanki, The Law of Privilege (2nd edn, OUP 2011) para 1,10,

M In Dadeurian Grosg Ine. Ine v Simms | 2008] EWHC 1784 (Ch) [86], Pasten | explains LP in
rerms of s communication berween a clicar and his lawyer or berween one of them and & chied parry
which comes Inte existence alfter lieigation s commenced or contemplaved’. Sec also Tewe Srovey Lid
# OFT [2012) CAT 6 [35]. The Police and Criminal Bridence Act 1984, = 10(1){(b} appesrs to have
baeen drafied on the ASSLITL RO thst LI sefers o ‘communicstions between 5 Fr-ufmlnru] and his
dient ... in conmection with or in conremplation of legal proceedings”. To complicate the sitaacion
further, somie judpes refer to the two subcuseporien a8 LP and LPP (instead of LAF), eg I 1A Clill)
[2011] EWCA Civ 684, [12].

n Prior to the cighteenth contury, see | Wigmore, Theatise oot Angle-American mefri&m
i Friale at Covmman Lacvel B (el u.g['llm rew, 3 edn Lictle, Browen & Cao 19610 para FEH) PP
was seen as o means of protecting the lowyers reputation which would have been damaged by being
forced wo bresch an oath of secrecy to the client.

B Blank p Canada [F006] 2 50C 39 [31] A Fuckerman, Zuckerman on Civil Proceaure (3rd edn,
London 2013) para 16.19.

B Carter v Northmore, Hale, Diavey & Lewke (1995) 183 CLR 121, 127, 129 (HCA), Three Rivers
(Ve &) In 90 [34].
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the privilege against self-incrimination but do not mention LPE5™ The courts have
accepred™® that they may order disclosure of communications passing berween a
lawyer and client, 3™ LPP must be breached only to the extent that the communica-
tion is relevant wo locating the missing child's whereabouts, 5

Innocence at stake

E:Lglish case law ™ trears LT as paramount and, unless waived, as :nduring forever
once its dehnitional elements have been established * It is available vo a privilege-
holder without a recognizable interest in maintaining the conhdentiality of the
communication, although in these circumscances it is conceivable thar a court
might decide that the privilege has been waived.*™ Treating LPP as absolure™® may
prevent a criminal defendant establishing her or his innocence®™ or, conversely, from
being punished for the death of the client, if ownership of the privilege passed to the
defendant on the client’s death.®"" In the first scenario, upholding a claim of LPP may
prevent a fair trial, in violation of articke 6.5'2 Denying LPP, on-the other hand, would
not infringe article 8 because article 8 permits rghts o bedenied in a proportonare
manner for the protection of the rights and freedoms of othzrs' and for the prevention
of crime’.*"* To avoid a conflict with artide 6, which s precedence over a common
law rule, English law may have 1o recognize an intocgnce ar stake exception to LPIE

The need for this exceprion has been recogiiized in Canada where solicitor—client
privilege may be sct aside 1o ensure thag 2 eriminal defendant can make full answer
and defence,® a right protected by zettion 7 of the Canadian Charter of Righis
and Freedoms. To avoid damaging public confidence in the confidentality of

Famidy Law Act 198679 3% Child Abduction and Custody Act 1985, s 24A. Sec also ch 11-2.
Prexurmably on a weeesSary implication basls, although this has not been stavad.
R H (il abdilefive—udereainmuts arler fo solicirors) [2000] 1 FCR 4949, 503,
Fer B {abduction gislerare) [ 1995] 2 FCR 601,
CF Swindler v Berlir o US(1998) 118 5Ce 2081 (noved Iy H Ho (1999} 115 LR 27).
Caemenal Medirernanean Holdings v Barel |2000] | WLE 272
Uneler some cincumstances waiver is objectively determined. For a discussion of waiver and its
mw forms see para 15.76.

M ﬂr.rﬂ? .ﬂ-{u:iu'nn‘a'ﬂmd. e B j]ﬂ}lﬂ AC 487, 507 I:I-'I.}, Bhast see Crememel Meafitrrmapman
Holdings v Pared [ 2000] | WLR 272, 291, 206; Linstead v Frsr Suessex Brightsn o Hove | 2001 PIQR P 25,

W K v Dierdey Muggintnases’ Courrt | 1996] AC 487 (HL) (s murder trial bn which acoess by the defence
1o material protected by LPF thar was of substantial rdevance was denled). This case was decidad
before the incorporation of che ECHR into English domestic law,

5N R Jack {19923 7RCCC (3d) 67 (disclosure, which was permitied in this case, assisted the pros-
ecurion af the hushand by whom the client had been musdered). See alsa 14,05,

1 Access vo evidence bs a prerequisite of a falr wial: fepers ¢ Belghun (1981) 27 DR 61, paras
57=58; Ediperrds o UK {1992) 15 EHRR 47, OF Melsindey o UK (1998} 27 EHRR, para 86, Article &
also contaiins a.n]mpljr:d. |:vr.||.|.a|'l|.].' af arms Fd'l.n.up&r_ DeHge :'Beﬁ'ﬁzm[]ﬂ'ﬂ?] J4EHRR 11, e 3.

*13 Article B(2).

M R MeClure [2001] 1 SCR 445, K ¢ Brosn [2002] 2 SCR 185, Contrast Carter v Northmore
Hale Davy & Leake (1995) 183 CLR 121,125 (HCA) where an exception was propased and rejecred
for a communication that ‘may esablish the innocence of [an] accused or ... materially assist his

defence’.

EEREEEE
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lawyer—client communications, the Canadian innocence at stake exception is nar-
rowly confined. The defendant must convince the court of a genuine risk of wrong-
ful conviction without access to the privileged material. 5" To do this requires the
defendant to show that the material relates to a core issue and that the defence does
not have access to it in an admissible form from another source.5" The Canadian
innocence at stake exception does not involve an ad hoc balanding of competing
interests, an approach the House of Lords rejected in R v Derby Magistnates’ Courr,
ex p 8.5 and is likely to be satished only in the rarest of circumsiances,*™

Before rnu:ugni'n'ng asimilar :Icl:l:ltiun to LI'P Erglmh courts would have o EI.B.FFI:

with a number of issues:

Should i apply to all crimes or only serious ones?

Should the prosecutor (who is not in jeopardy) benehr from the exception?
What happens if the privilege-holder can also claim self-incrimination?s™

To whar extent, if ar all, should the exception apply if the privilege-holder is a
co-defendan?5®

If, in the interests of avoiding a miscarriage of justice, 2‘orivileged communi-
cation has 1o be disclosed, how can dissemination of the privileged marerial be
minimized '

b i

W

The Canadian innocence at stake exception presupposes the criminal defendant
is aware of the privileged communication’s &yistence. What if this is not the case?
English courts need also to consider relading the lawyers legal and ethical duties of
confidentiality 1o permir this o be revguled. The case for allowing this is particu-
larly strong where the dient is eighiey dead or, as in R ¢ Derby Magistrates’ Court, ex
p B, has been acquitted and caniiior be retried. 5% In these situations, the only likely
consequence of lifting the v&il-of confidentiality is to damage the privilege-holder’s
repuration.

15 In R v Cremeedd 2000 BOCA 583, the doctrine was extended to communications relevant to
establishing a valid abuse of process argument. Sce alse R v Carre 2011 BOCA 507,

"% G Murphy, “The Innocence at Stake Test and Legal Professional Privilege: A Logical Progression
for che Law ... Bur Moo in England” [2000] Crim LR 728, For che case for an innocence at srake ex-
wgtlunm:.ﬂml'rhhmcﬁ i 381 above.

7 |1996] AC 487 (HL).

518 CBA, Erhics and Professional Resporsibility Commitice, Frequensly Asbeed (uertions abws
Solicitar—lienr Privifege and Confaemriality, November 2000, 5, available ac <hropfiwww.cha,ongs
{sccessed 3 Orcaober 201 5],

1% A privilege apainst self-incriminadon ks inherent in article 6, sce Senmalrr ¢ UK (1996) 23
EHRE 313

59 1n B o Db (1982) 68 OCC (2d4) 135, 16 the Ontarn Court of Appeal sugpestod that
‘an accused ﬂLI.El'lI: not o be rnqLﬂ.rl:-d 1o disclose ]:ril.rﬂe_g-ud information, the disdowre of which
might assist & co-acoused o the derriment of the acowsed who is required o disclose the privileped
coin mumication’,

51 This lssue bs explored in chapaer 17.

el [19%6] AC 487 (HL). The privilege-holder had been acquitted of the offence and. at the cime,
the double jeopardy principle prevented a reerial, The law on retrials has since changed.
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A The Serucrure and Scope of Data Protection Law

This chapter considers how data protection rules apply to professionals who
process the personal dara of their clients and how those professionals can avail
of, or be subject to, freedom of information law. The law governing personal
data processing in the UK is heavily influenced by EU law: the Data Protection
Act 1998 {(DPA) implements the EU Data Protection Directive (the EU
Diirecrive),’ and the EU Charter of Fundamental Rights? has been successfully
invoked before the courts in order to strengthen the rights of individuals.®
Moreover, at present the EU is currently in the process of adopting a General
Data Protection Regulation* which, unlike the Directive, will not require
national implementing legislation such as the DPA as it will enter directly into
the domestic legal order.

A. The Structure and Scope of Data Protection Law

The DPA is broad in scope asa result of the expansive way in wédiich cenural concepas
are dehned and inrerprered.

In determining whether the DPA applies, the firstsie1s to ascerain whether the
information concerned constitutes 'dat’. Unlike the2’EU Directive, which does not
define dara, the DPA defines ‘daa™ as information which:

(a) is being processed by means of equipm@i-operating automatically in response to
instructions given for that purpose;

(blis recorded with the inention (&t it should be processed by means of such
cquipment;

(¢} is recorded as part of a refevant hling system or with the imention thar i should
form part of a relevang Sling system:

(dldoes not fall within pavagraph (a), (b), or (c) but forms pare of an accesible
record; or

(¢} is recorded information held by a public authority and docs not fall within para-
graphs (a) to (d).

An ‘accessible record’ is dehned as a "health record, an educational record or an
accessible public record’® while a “relevant filing system” is defined as a set of

' European Pardizment and Coundil Direcrive 95/46/EC of 24 Ocwober 1995 on the protecrion
of individuals with regard vo the processing of pessonal datas and on the free movement of such data
[1995] O L281/23.

2 EU, Charter of Fundsmental Rights of the European Union [2000] O] C364/01 and [2010]
O3 CEI 385

3 Guogle Inc v Vidal Hall and Grs[2015] EWCA Civ 311,

* European Commission, Proposal for a Regulation of the European Padliament and of the Council
on the prveetion of individisals wich regarnd wothe procesiing of persomnal dara and on the free move-
el of such data (General Dara Provectlon Begulationd, COOM (2002) 11 final.

® §1(1) DPA.

® 568 DPA.
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informartion, which although nor automarically processed, is ‘structured, either
by reference to individuals or by reference wo criteria relating to individuals in
such a way that specific information relating to a particular individual is readily
accessible’.” In Danenr v F5A® L] Auld specified thar a manual filing system must be
‘on a par’ with a compurerized filing system.® Theretore, if 2 protessional processes
hard copies of personal data, racher than digitized personal data, the dara protection
rules will only apply if the files are stored in a manner which enables che easy iden-
tification of files relating 1o a particular individual or individuals.

Mot all ‘data’ are 'personal data’ for the purposes of the DPA, Personal data are dam
which relate to a living individual who can be identified from those dara alone,
or from those data in conjuncrion with other informarion which the controller
possesses or is likely 1o possess in the furure.'® The definition of personal dara
encompasses expressions of opinion about an individual and indications of others
in respect of that individual."" Therefore, in addition to the requirement thar the
informartion must be dara, owo addidonal dements must be present: the dara must
(1) “relare ' (2) an “identified or identihable’ individuatln Dunanr the Court of
Appeal interpreted the ‘relate w' condition narrowly o an attempr o limic this
broad definition of personal data. It suggested thavas the DPA was intended 1o
give effect 1o the requirements of article 8 of the Eiropean Convention on Human
Rights (ECHRY), data only ‘relate o’ an ipdivitual if the information concerned
is “blographical in a significant sense’ or i affects the privacy of an individual. ™
Digrane has, however, subsequently et confined ro its facts in Edem' and there-
fore a broad definition of personabdaia, in line with the EU Directive™ and the
Opinion" of the Article 29 Watking Party,'® prevails. As personal dara relate w0
only ‘identified or identifiabizindividuals, anonymized dara are excluded from the
scope of the DPA, although'the extent to which personal data can ever be said 1o be
fully anonymized is dispared.”

TS DPA
¥ |2003] EWCA Civ 1746,
¥ ibid [46].

2 g 1(1) DPA

U phid

W Pt (0 8) [28]),

W See Edews o I & Fimancial Services Authariey [ 201 4] EWACA Civ 92.

4 A Ma)im1).

% Article 29 Working Party, ‘Opinion 4/2007 on the concept of personal data’, adopred on 20
Juse 2007, WP136.

% Art 29 of the EU Directive provides for the creation of 1 "Working Pary on the Protection of
Individuals with regard to the Processing of Perconal Data’ {che "Article 29 Working Party™). This ls an
i.m.ilcpuﬂ:nl: l:-ud._'!.', cunnpﬂuﬂ nf.:.:l:plnr_nL:Lh'\: of cach of the national dam proteciiong auithorities
amongst others, which scts in an advisory capaciny:

7 This is acknowledped by the Article 29 Wodking Party which states thar ‘case studies and re-
scarch publicatkons have shown how difficult it is 1o oreare 2 wuly anonymous dacser while rerain-
ing as much of the underlying information as required for the task’. See Article 29 Working Farty,
‘Olpinion 5/2014 on Anonymisation Techniques', adogeed on 10 Aprl 2014, WT216, 3.
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OPEN JUSTICE, PRIVACY, AND LIMITING
USE OF DOCUMENTS DISCLOSED
IN LITIGATION

Dhimcan Sheehan
A, Contrel of Docaments 17.02 Hearing evidence b private 1745
Lamitied disclossre and circidsion 17,03 Anonymity sides 17.53
Collateral use of documents 17. 10 C. Heporting Restrictions 1757
Informanion disclosed dul'inp;ri'ril Repaitidy, resicrions ia
procecdings 17.15 cihminal cours 1758
Access o documen ary evidence i partimg restrictions in civil
by mon-parties 17.32 and Family cowres 1765
B. Restricting Pubdiciny 17.34 Poscponensent of reparting 177
Ruljmulcli.rrupm justice 1748

In an adversarial legal systemithe parties to proceedings are entided ro have access 1o
documents belonging 1=‘obponents and third parties including records containing
confidential and other personal informarion. This chaprer examines the measures
that exist in law 1o preserve as far as possible the confidentiality of the information
that has had 1o be disclosed ither prior to trial or during proceedings in a court of Taw.

A. Control of Documents

Limited disclosure and circulation

When a party to litigation is required o allow inspection of conhdential documents
in civil litigation, the court may limit production of the confidential documents by
imposing restrictions as to where copies of the documents may be kept or read and
by whom.' In intellecrual properry law disputes such restrictions are imposed so as
provect the parties’ rrade secrers.? In other cases access ro medical and counselling

TP Manhews and H Malek (eds), Disdosaere (deh edn, Sweet & Maxwell 301 1) para 15.23.
2 .i-:':lc.lrd.}l EIE.II’ ﬂnwfwd;mf.ﬁm Lol o 28R Deadl [1996) 137 ALR 187,

583
Copyrighted Material

17.01

17.02



17.03

17.04

Copyrighted Material
Chaprer 17: Open Justice and Privacy

records have been restricted 1o the applicant’s legal and professional advisers? or, if
the applicant is not legally represented, 1o his medical advisers.® Reasons for impos-
ing restrictions on disclosure of documents about someone other than the party
receiving disclosure also include that there is a risk of harassment® and to protece
the parties’ privacy. It was said in Ellffotr v MEM thar

[ile is mot in dispute thar the defendants’ medical adviser should see all records,
however sensitive, so thar he can give proper advice on all the information known
to the plainfl’s medical adviser. Justice demands no less. Bue 1 see no reason why
the discdlosure of sensitive records should go furcher than is necessary to secure thar
end. Documents which the medical adviser considers relevane will of course be dis-
closed to the defendants’ legal advisers ... But the indiscriminate disclosure of all the
plaintift’s medical records to the defendanis’ solicitors would, in my view, threaten
a legitimare inerest of the plaindf in maingining the conhdentiality of her medical
records, without securing any compensatory advantage or benefit wo the defendans.”

In some cases it is not unknown for access to documents 1o be limited to counsel
who cannot pass the document on to their client. This capses difficulty because it

might be that the evidence shows thax chere is linde chané@yut litigation succeeding
and decisions to discontinue should be made by the client, not his advisers. This can
be embarrassing for counsel and lead them to refusé toexamine material.® However,
the article 8 right o respect for privacy of the ébject of the document may make
such a restriction unavoidable in England.}

Confidentiality clubs or confidentialitf hings arc often considered in cases where
commercial rivals disclose information o one another.' The issue is thar when,
for example, confidental priciag information has 1o be divulged, it may be im-
possible for a competitor teentirely put thar out of their mind in serting their
own prices. There is thereore a link to the question of collateral use, considered
below, Confidentialite'clilbs operate to restrict access 1o commercially sensitive
documents to certiiindividuals only, The question arose in the decision of Rowase/
Uclaf v ICI {No 2)"" where it was said,

Y Steele v Mowie [1999] CLY 326; Re B [2002] All ER (D) 167. Contrast Premier Profiles Led v
Ty Europe Led 29 September 2002 [29]; If there are lepal advisers, the legal advisers must be given
aceess 1o the documents Hipood ¢ Glracenter Health Asthoriny (1995) 24 BMLR 27,

4 Senbor Courts Act 1981, s 33 2)(b) (i), 340(2) (b){5id) County Court Aoy 1984, = 52(2], 53(2).

5 Chwrch of Sciemtology v IS5 [1979] 3 All ER97, Contrast B B[1991) 2 FLR 487,

§ Mol [1997] 3 NZLR 424

T Etfiotr v MEM L 11 March 1993 deciding when privacy rights come our paramount can lead
po clifficuly casen ancd on its face ssounding sdvice ro crime victima, [t may be best 1o advise the victim
of sexual offences mot 1o see a counsellor because the notes of such confidential discussions widh a
professional may be disclosable to the defence to allow for a fuir trial under are 6

B Cerefitos Pry Leod v Macauley (1994) 121 ALR 22, 37 (Ryan ).

| Asin e REI[JLI}?.] EWACA Civ 535, :Il:rl}ling the birih [parcnis access to the idl:m.il.}' af pro-
possd adoprers of children,

W Mears Lid v Lovds City Courncal [2011] EWHC 40k Porson Capital Techmadogy Funds o 3M UK
Holdings Led [2000] EWHC 114 (Comm): Church of Scienmology of Califormia o DHSS [1979] 1
WLR 723

" [1990] FSR 25,
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le]ach case has to be decided on its own facts and the broad principle must be
thar the court has the rask of deciding how justice can be achieved mking into
account the righes and needs of the parties. The object wo be achieved is thar the
applicant should have as full a degree of disclosure as will be consistent with
adequate protection of the secret. In so doing, the court will be careful not
exposc 4 party w any unnecessary risk of its trade secrets leaking 1o or being used
by competitors. Whart is necessary or unnecessary will depend wpon the narure
of the secret, the position of the parties and the extent of the disclosure ordered.
However, it would be exceprional to prevent a party from access to information
which would play a substantial pan in the case, as such would mean thar the
party W‘EI.IIEE El't lITliI:llﬂ L{x] |'|EE.I a !-“El!-ﬂ.nl'iil parc ﬂ"-tI'IL' TR, 'W'Zl'l.lld IJE I.'I.I'IiIJI'E [
understand the reasons for the advice given to him and, in some cases, the reasons
for the judgment,™

In fpCom GmBH v HTC Eunrope Ltd"® Floyd ] set out a number of considerations  17.05
relevant 1o the inclusion or exclusion of individuals in a confidendiality club. In that

case the respondents argued that the information was valuable commercial infor-
mation to which access should be restricted. The considerations were:

I. That the proceedings were at interim stage and it was piciéar whether there
would be a full tral. Allowing full inspection could inflict sdnecessary desriment
on HTC and others.

2. The lack of darity as to the uschulness of the dociinens, which might be found
1o be of background relevance anly.

3. The interests of chird paries, party 1o safe licensing agreements and con-
cerned 1o maintain their own conhdengslity interests through non-disclosure
o [pCom.

4. The size of the receiving compavsy—although this was nor explicitly sug-
gested, a larger organization™ swuld be able o put information barriers (see
chapier 4) in place, avoiding the issue above of a competitor's pricing strategy
affecting irs own. Frohwilter and Schoeller, who were part of IpCom’s internal
management team, wir denied access therefore on the basis thar they could
not ‘unlearn’ the jpformition and might not in reallty be able to avoid bis sub-
sequent use. As aidvexternal lawyer bound by a code of erhics, Sedlmaier was
allowed access.

5. Whether it was necessary in the ingerests of justice for the parties w0 have access
1o the documents. It was decided it was not.

Conhdentiality rings are also sometimes used where judicial or quasi-judicial deci- 17.06
sions have confidential elements. This has recently caused friction berween the
European Commission and the English courts. In Emenald Supplies Led v BA™ the
claims were by indirect purchasers against British Airways for freight overcharges
m:ldl.' o a :r'l'tiEI'lt I'-l:l"ﬂ'afd.fl' "f'l'lﬂ hﬂd I.'I'l.fn: p:l.'i!-l:d ﬂ'lmugh thﬂﬂ: l:ru'l:nﬂ'l.trg:!.
Having decided to hne a number of carriers, the European Commission failed

2 ihid 29-30 Witrmer-Lambiert Co v Glioe Laborsrortes Lad [1975] RPC 354,

" [2013) EWHC 52 (Par) [31-33].

™ Also referred to in Mears L ¢ Leeds City Cowngid [2011] EWHC 40, [50] (Ramsey ],
V5 [2014] EWHC 3513
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proceedings are concluded.??' Importantly, section 12 of the 1960 Act does not
itself protect the identity of the child (or anyone else). FPR 12.73 supplements
the Children Act 1989 by providing for a list of persons to whom disclosure
of p:uccﬂ:ling,s related to the Act may be made, but prnhll:lilr. communication
to the wider public of information relating o proceedings held in private on
pain of contempt, FPE 14.14 Prm':id:;: similar gu:i-dqm;-e for cases under che
Children and Adoption Act 2002. The January 2014 Practice Guidance in the
family courts and Court of Protection provides a rubric to be added at the start
of the judgment, stating thar the judgment was delivered in private and nam-
ing the condidons on which publicatdon is permitted, It is contempt o fil w
abide by that.

The High Courr has jurisdicrion 1o add to the restraints under the Children Act
1989 and Administration of Justice Act 1960,** Such applications for reporting
restrictions orders are 1o be considerad by balancing the article 8 and ardde 10
rights of the partics. In RBe [ (4 Child) Munby P sets our a seriss of arguments in
favour of ransparency.??* In thar decision he stared thar the siaiing of the profes-
sionals would not necessarily make it likely that | would béidentified, and that he
was concerned to permit legitimare discussion by the pareirs. He decided char:

The balance berween the public interest in discusstzgy the workings of the system
and the personal privacy and welfare interests of-2 child is best and most propor-
rionardy struck by restraining the naming of Shie child whike not restraining the
publication of images of the child. The effectol this is that (a) the essential vice—ihe

identification of the child—is in large mexture prevented, (b) internet searches are
mast unlikely to provide any meaninghil “link’ in the searcher’s mind with the par-
ticular child, and (<) the public debyie is enabled o continuwe.®

Giiven that a picure is said to be more privacy-invading than a simple statement of
what happened, it is surpasinig char the pictures were allowed 1o be posted.

In A Cowncil v M2 M had forced her adoptive daughter A to artificially inseminate
herself to add another child w the family. The question at issue was not whether
M-—as the defendant in a criminal irial—should have her identity withheld but
how o protect the children. A previous reporting restrictions order had in fact
been breached by M who had wrinten a piece which appeared on a website, Peter
Jackson ] concluded that the consequences of publicity and M's identification for
the younger family members would at best be harmful and ar worst disastrous, say-
ing [i]f these youngsters are identified, the effect on them would be long-lasting
and profound.” By contrast, an order preventing the identification of a criminal

M Re J (A Child) [2013] EWHC 2654, [2014] 1 FLR 523, [21] (Munby P}, citing Cleywon »
E.'-’.;;mrl [2006] EWCA Civ 878, [ 2006] Fam 83; see also £ P (4 Chila) (201 3] EWHC 4048 (Fam).
T Re /(A Child) [2013) EWHC 2694; [2014] 1 FLR 523, [22].
23 ihid [25-40.
L4 ihid [B2].
5 | 2012] EWHC 2038.

617

Copmrighted Material

12.70



17n

Copyrighted Material
Chaprer 17: Open Justice and Privacy

defendant would not preclude the reporting of the trial itself.? He came 1o this
conclusion after a careful balancing of the parties’ article 8 and article 10 righus
using the ‘intense focus’ approach set out in Re (577 and discussed in chaprer 2.
The opposite result was arrived at in the case of Re Trinity Mirror ple. 2™ In that de-
cision the Court of Appeal overturned an order under section 11 of the Contempt
of Court Act 1981 preventing the naming of a defendant in order o protect the
children involved. The Court of Appeal found the Crown Court in fact lacked jur-
isdiction to make the order, but went on that the importance of free reporting of
criminal wrials cannot be overemphasized and that no order barring identification
was possible, but thar work should be done with the children 1o help them to cope
with the identification of the defendane.

Postponement of reporting

Under section 4 Contempt of Court Act 1981 the court may order the postpone-
ment of publications of a fair report of its proceedings wherecppropriate to do soin
the interests of the administradon of justice. When the coait exercises its discretion
under section 4(2) the test has three stagrs:

1. Is there a not insubstantial risk of prejudice?

2. Would the order eliminate the risk, and.are-fhere less restrictive means of deal-
ing with it?

3. The judge must then balance the cfypeting public interests of administration
of justice and open justice.

Longmore L] in ex p The Telegnaplt Growp Led ™ commented that even if there is no
other way 1o remove the alléged risk of prejudice, the degree of risk involved may
be tolerable and mah‘.ins ne order may still be justihable. On the facts of that case
he was concerned thiis wven fair and accurate rrp-urtlng”' of the trial mighr create
a head of steam in'the form of resentment. The facts invalved a police officer who
was being tried for the murder of an unarmed man in the bedroom of his Har after
a bungled police raid. Another three officers were accused of misconduct in public
office, Since the first officer intended to blame the other three as part of defence,
the Court of Appeal agreed that reporting of the first trial should be restricted so as
not to prejudice the second. The section is in fact regularly invoked in such cases of
sequential trials, so the conduct of the first does not prejudice the second.

16 {hid [85-86]; A Local Ausheriey ¢ W[ 2005] EWHC 1564 {Fam) where the identification of the
defendant In a rlal for knowingly Infecting another with HIV would make one of her children’s {who
WS El:d:]-' o huave been infecred also) lives |:.rt1|:|-m|r|.| e Be A A Mimar) EE[]'I ]] EWHC 1776 (Fam).

I 13005] 1 AC 593,

18 [2008] EWCA Crim 50; [2008] QB 770,

3 ihid [33-34].

10 [2001] 1 WLR 1983 (CA) 1991,

3 jhid 1988,
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