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quickly, withoyt being trammelled by detailed regulations or the necessily of having
a law:yer at their side every step of the way. In the English context, after the Financial
Services Act and the ‘Guinness’ and ‘Blue Arrow’ scandals (among others) of the
Ias_‘,t decade, one might view this attitude with some amusement: a]ternalivély. one
might hark back to the 1970s, when this attitude was prevalent, with nostalgia for
a golden age. But there is no doubt that such an attitude was widespread and was
encouraged by many of the US bankers, lawyers and others then operating in Europe.
;t was natural enough for the US lawyer in private practice to look upon the SEC (or
in the case of banks, the Comptroller of the Currency) as the organisation primaril},:
responsible fo_r making his and his clients’ lives so difficult; and to contrast this with
the apparent freedom in Europe. In addition, he must have been worn down by the
chore of f;n;l!essiy explaining to his European counterparts the detailed ramifications
of the activities of powerful regulatory organisations of which they had no experience
and knew no equivalents. As to the US bankers and securities dealers, the experience
of coming to Europe in the 1970s was a culture shock which many found liberating.
I can remember many questions from US bankers in the early 1970s as to whether
Lhere was any fundamental legal impediment to the transaction being proposed; to
which often the reply would be—why should there be? What do you have in mi|‘1d?
In consequence, there were few articulate defendants of the US approach to whom
Europeans were exposed; rather, they were encouraged in their faith in their own

systems by the majority of US practitioners in Europe. Scandals such as the 10S
affair were conveniently forgotten.

One wonders also how far this divergence in attitude was reinforced by more deep-
rooted historical and cultural attitudes. Certainly, it is a commonplace assertion
that to declare an act a criminal offence is to reinforce the underlying belief that it
constitutes a moral wrong. Everyone knows the historical reasons why Switzerland
takes so seriously the banker’s duty of confidence and treats breach of it as a criminal
offence. In the paper on Swiss law delivered in 1979, these reasons were stated
proudly and unequivocally. It may be a sign of the times that, in the equivalent paper
in this ‘puhhcau'on, the statement is more muted. There can be no doubt that in 1979
the stringency of Swiss law on this subject was highly respected and the reasons

for i‘t well understood. In a sense, Switzerland was regarded as the acme of bankiny
rectitude, )

No doubt, there was (as there still is) a strong competitive element alco. There
always has been and always will be a huge quantity of international money, owing
alle_glance to no particular country, looking for a home where secrecy is guaranteed.
Switzerland’s assumed success in attracting a large proportion of this money has
long been regarded with envy by bankers in other countries.

There may also have been an element of assertion of cultural superiority by the old

world over the new, a recurring tendency in many parts of Europe after (if
before) the Second World War. ¥ o e

Many of these factors were contributing to the apparent isolation, during the 1970s
of _US attiludgs to banking regulation and banking secrecy from the European,
attitude. Certainly, this isolation was apparent from the papers delivered and views
expressed at the conference in 1979. Yet, even then, the discerning observer might
have perceived the beginnings of a convergence in those attitudes. The most concrete
mdlcauqn was, perhap§, the Treaty of 25 May 1973 between Switzerland and the US
concerning mutual assistance in criminal matters, which was mentioned in almost
apo]oge}rc terms by the Swiss speaker at the 1979 conference as a minor tear in the
enveloping fabric of Swiss banking secrecy, yet to some appeared to drive a coach
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and horses through the principle. In the United Kingdom, the Banking Act 1979
was strengthening the powers of the banking supervisors; legislation against insider
trading was also mooted. This first came into effect in the Companies Act 1980.

Ten years later, one can see that a distinct shift in European attitudes has taken
place. There appear to be several reasons for this. First, and perhaps foremost, the
increasing globalisation of the banking and securities businesses presents a whole
new range of problems to the domestic supervisors. It has become clear to them
that the traditional concept of jurisdiction limited by territorial boundaries is wholly
inadequate in the context of the developing global market. Simultaneously, there has
been an increasing recognition of and determination to tackle the money laundering
which is an inherent feature of international and organised crime. Finally, there
has been a growing appreciation and acceptance, in the securities industry, of the
principle of the ‘integrity’ of the market; in other words, that confidence in financial
markets can only be preserved by the provision of simultaneous and, where possible,
instantaneous access for all to all relevant information. The principal source of all
these ideas has been the US. It is no longer isolated.

In the United Kingdom, the legal effect has been dramatic. As already mentioned,
insider trading became a criminal offence in 1980. The attack on organised crime
(particular!y\drug- or terrorist-related) has been stepped up to such an extent that, in
one case today, a bank which merely suspects that it is handling the proceeds of crime
itself-¢omimits a criminal offence if it fails to report its suspicion®. The investigatory
pawess of the authorities have been strengthened or, in the case of inquiries instituted
by the Department of Trade under the Companies Acts, utilised to an extent never
seen before. Market practices which, in the past, might have been considered dubious
but would certainly have gone unpunished, if not undetected, have been ruthlessly
stamped on. Finally, ‘Big Bang'—presented as the ‘deregulation’ of the securities
industry—has been accompanied by the Financial Services Act, under which the
securities industry is now regulated to an extent it has never known before.

Although the United Kingdom would, no doubt, claim that it has worked out (and
is still working out) its own solutions, the similarities between the approach of the
United Kingdom and that of the US are far more striking than the differences. No
doubt many reasons can be offered for this convergence of attitudes, but I will limit
myself to suggesting two. The first is obvious: the much-trumpeted *victory’ of the
philosophy of the free market. There is no need to enter the debate over whether
or not the philosophy is right, or whether it has been victorious over competing
ideologies. It is sufficient to acknowledge that in the United Kingdom, in the
last decade, this philosophy has been dominant and that the one field of activity
to which its principles have been applied most vigorously has been the financial
sector. This is not to say that the financial sector has been opened to unrestricted free
enterprise. Rather, as already noted, it has been subjected to greater regulation than
ever before. There have been substantial borrowings from the longer US experience
of running an economy dedicated to the free enterprise principle. The paradox is
that maintenance of the free market appears to require the strictest regulation of the
market participants.

The second reason is more complex, but also represents a borrowing, albeit less
conscious, from US experience. The increasing internationalisation of the banking
and securities industries is rapidly eroding the cultural homogeneity of local
financial markets. In the United Kingdom this process is already almost complete.

2  Drug Trafficking Offences Act 1986.
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2.25 Australia

where there are reasonable grounds for believing that there is in specified premises a
thing connected with ‘a special ACC operation/investigation’ (referred to as ‘things
of the relevant kind”) and that there could be a risk of concealment or destruction
of that thing.*® The issued warrant authorises entry for the purposes of search and
Sei1zure.

Section 28 of the ACC Act gives a member of the ACC the power to summon
witnesses and to take evidence. Section 29 gives a member of the ACC the power,
by notice in writing served on a person, to require that person to produce a specified
document or thing specified in a notice which is relevant to an investigation that
the ACC is conducting in performance of its special functions. Importantly, s 29A
provides that a summons or notice issued under ss 28 or 29 may provide that
disclosure of information about the summons or notice, or any connected official
matter, is prohibited, except in the circumstances, if any, specified in the notation.
Section 29B provides that any person served with, or otherwise given, a summons or
notice containing such a notation must not disclose the existence of the summons
or notice or any information about it. If a disclosure is made, the maximum penalty is
20 penalty units (currently $3,400) or imprisonment for one year.* For a corporation,
the fine is a maximum of five times that amount, currently $17,000.

Effects on banker’s duty of confidentiality

[2.26] There is no special treatment afforded to confidential information in the
possession of a bank.™ A bank in receipt of an ACC warrant or notice properly issued
and served will be required to comply with it regardless of the common law duty
of confidentiality. Further, s 29A would clearly prevent a bank advising an affected
customer of the issue of a s 28 summons or a s 29 notice.

Commonwealth bankruptcy legislation
Requirements of the law

[2.27] The Bankruptey Act 1966 (Cth) provides a number of methods for a, trustee
in bankruptcy to obtain documents. Where information is sought imdelation to a
bankrupt’s account, the trustee in effect is acting as the bankrupt, £ke eXample is
if a bank is the subject of a written direction of the ‘official receiver’ under the
Bankruptcy Act. The ‘official receiver’ will be entitled at all reasonable times to
full and free access to all premises and books which are the subject of the written
direction.” Considerations that are relevant when faced with court orders to disclose
information are also relevant in this context.”

Section 77A of the Bankruptcy Act provides a trustee, who is conducting an
investigation under s 19AA in relation to a person, the power to require a person to
produce, at a specified time and place, specified books or classes of books.

88 Australian Crime Commission Act 2002 (Cth), s 22.

89 Section 29B(2) provides certain circumstances in which a person is entitled to make a disclosure,
including, in para (b), disclosure to a legal practitioner for the purposes of obtaining legal advice or
representation relating to the summons.

90 There is an exception for documents subject to legal professional privilege in s 30(3) of the Act.

91 See the Bankruptcy Act 1966, s TTAA in regard to the official receiver's powers,

92 See the discussion under ‘Disclosure Under Compulsion of Law" above.
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Another example is s 125 of the Bankruptcy Act, which is specifically directed at the
situation where a prescribed organisation™ (which includes a bank) has ascertained
that an account holder is an undischarged bankrupt. In that case, unless the prescribed
organisation is satisfied that the account is on behalf of some other person, it must
inform the trustee in bankruptcy, in writing, of the existence of the account. Further,
payments out of the account are prohibited, except under an order of the court. If,
within one month from the date on which the prescribed organisation informed the
trustee of the existence of the account, a copy of the court order has not been served
on the prescribed organisation and it has not received written instructions from the
trustee, the prescribed organisation is entitled to act without regard to any claim or
right the trustee may have in respect of the account.

Effects on banker’s duty of confidentiality

[2.28] There is no specific exemption for banks from the operation and effect of
these provisions and, therefore, they are another example of the compulsion of law
exception.

Other statutory provisions

[2.29].~Qther State and Commonwealth legislation may also limit the protection
proviagi by the principles in Tournier. In many cases, this arises out of reporting
piligations to regulatory authorities or the power of regulatory authorities to
enter and search premises and to compel the production of documents. Some key
examples of such legislation have already been covered separately above, but other
examples of such Commonwealth legislation include the Banking Act 1959 and the
Life Insurance Act 1995. Other examples of such state legislation include the Estate
Agents Act 1980 (Vic), Legal Profession Act 2004 (Vic) and the New South Wales
Crime Commission Act 2012 (NSW).*

A bank that discloses information to a regulator pursuant to such legislation may be
concerned with the potential for that regulator to further disclose that information
to other agencies. In Johns v Australian Securities Commission,” the High Court
considered the issue of regulators disclosing information obtained from a person or
company to another regulator. On this subject, Justice Brennan commented:

‘A statute which confers a power to obtain information for a purpose defines,
expressly or impliedly, the purpose for which the information when obtained can
be used or disclosed. The statute imposes on the person who obtains information
in exercise of the power a duty not to disclose the information obtained except for
that purpose ... The person obtaining information in exercise of such a statutory
power must therefore treat the information obtained as confidential whether or not
the information is otherwise of a confidential nature.’

However, relevant legislation may expressly permit a regulator to make further
disclosures of that information. For example the ACC Ac, in particular see ss 19A
and 20, gives the ACC powers to seek information from Commonwealth agencies,

93 Prescribed organisation is defined to include a bank in s 125(3).

94 Statutes from Victoria and New South Wales are chosen as an illustration of legislation which exists
at a state level.

95 (1993) 178 CLR 408
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3.23 Austria

with the relevant provisions of the bi- and multilateral conventions:** Therefore,
administrative assistance in foreign tax assessment procedures also has to be provided
in cases which are subject to Austrian bank secrecy. Formerly, information was only
exchanged with respect to criminal fiscal proceedings concerning intentional tax
evasion (Steuerhinterziehung). In addition, such proceedings had to be initiated in
a qualified manner prior to the release of bank information. The ADG’s purpose,
pursuant to its preamble, is the ‘implementation of the OECD-principles regarding
the bilateral exchange of information’. The determination of the extent of information
that must be exchanged is up to the respective double tax treaty, EC legislation or
international agreements (eg, a Tax Information Exchange Agreement — TIEA),
Hence, the extent of exchange is subject to bilateral relationships.

The standard of information exchange set out in Article 26(5) of the OECD Model
Tax Convention provides that any information, including bank account details, that
is "foreseeably relevant’ for purposes of the administration and enforcement of tax
laws (not only criminal tax laws) must be exchanged. ‘Fishing expeditions’ are not
covered — there is no obligation to automatically and abruptly exchange information.
Further, the request for information may only be sent after domestic procedures in the
requesting country did not provide for sufficient information. The bank, the persons
affected, as well as the relevant account must be explicitly named.

The ADG provides for a legal remedy in connection with the information exchange.
The person whose bank details are obtained must be informed immediately after
the Austrian authorities have determined that, generally, an information exchange
procedure is legitimate. The affected person may within two weeks request a
formal ruling from the authorities stating reasons why bank details might be
passed on to foreign authorities. This ruling can subsequently be appealed against
at the Administrative Court (Verwaltungsgerichtshof) or the Constitutional Court
(Verfassungsgerichtshof). The information exchange procedure is halted until the
respective court has rendered a decision. Only the persons affected can challenge the
exchange of information, not the banks.

Agreement between the United States of America and
the Republic of Austria for Co-operation to Facilitate the
Implementation of FATCA

[3.24] On 29 April 2014 Austria and the United States of America entered into
an agreement for the co-operation to facilitate the implementation of the Foreign
Account Tax Compliance Act (‘FATCA’) based on direct reporting by Austrian
financial institutions to the US Internal Revenue Service (‘IRS’), supplemented
by the exchange of information upon request pursuant to the Convention for the
Avoidance of Double Taxation and the Prevention of Fiscal Evasion with Respect to
Taxes on Income between Austria and the United States dated 31 May 1996.

The agreement, which corresponds to the American ‘Model 2* agreement authorises
and obliges Austrian financial institutions to disclose aggregate information
(Sammeldaten) to the IRS of Non-Consenting US Accounts (ie accounts held by
customers with a US nexus who do not consent to the disclosure of their federal
taxpayer ID to the IRS).

52 Flora, Praxisrelevante Fragen zu Auskiinften nach dem ADG (2014) OBA at 3.
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This aggregate information may give rise to subsequent group requests (o the Austrian
tax authorities. Upon such group request the individual and detailed information may
be forwarded to the IRS.

Summary

[3.25] Austrian authorities do not render legal assistance 10 fm?eign_ authorities in
civil matters if such assistance is contrary to bank secrecy. Ausma_wﬂ] render legal
assistance in criminal matters in accordance with applicable treaties or the ARHG
even if that requires a lifting of bank secrecy, provided the requircmepts for and _thc
limits to a lifting of bank secrecy arc fulfilled. If provided for in applicable treaties,
such (foreign) criminal matters may include fiscal offences and bolt} requesting
aumofilies and authorities rendering legal assistance may be adm_inistram_'e agencies
as well. By way of the ADG Austria grants full access to bank‘ mf{:-rr_nauon in case
of requests for information from foreign tax administrations if such information is
‘foreseeably relevant’ for purposes of the administration and enforcement of tax laws.
However, due to the international pressure, Austria agreed to the extension of the
Council Directive 2003/48/EC on Taxation of Savings Income and therefore intends
to abolish the ‘Austrian bank secrecy for foreigners by the year 2017 and to implement
an automatie‘exchange of information with foreign tax authorities. Furthermore,
Austria-ontered into an agreement with the United States of America for cooperation
to Sac.tidate the implementation of the Foreign Account Tax Compliance Act based
oirdirect reporting by Austrian financial institutions to the IRS, supplemented by ?he
oxchange of information which as a result has significantly curtailed the Austrian
bank secrecy in respect to US account holders.

Money laundering and financing of terrorism

[3.26] According to a report of the IMFE in 2004, Austria has a high level
of observance of internationally accepted standards in the area of anti-money
laundering. Section 38(2), no 2 of the BWG provides for an exception of banks’ dufy
to confidentiality by reference to BWG, s 41(1), (1a) and (2) which set out certain
disclosure obligations if a transaction raises suspicion or if there is a legitimate
reason to assume that such transaction serves for purposes of money laundering or
financing of terrorism. Basically, s 41 provides as follows:

1  Ifthere is suspicion or a legitimale reason to assume that: (i) a transaction, which
has already occurred, is in progress or is about to occur, serves for the purpose
of money laundering (s 165 of the Austrian Criminal Code {Srmfgeserzbr{(_"fl -
‘StGB”)): or (ii) any capital asset is derived from money laundering; or (ii1) a
client has breached its duty to disclose fiduciary relationships pursuant to BWG,
s 40(2); or (iv) a transaction, which has already occurred, is in progress or is
about to occur, or any capital asset relates to a criminal organisation (StGB,
s 278), a terrorist organisation (StGB, s 278b), a terrorist crime (StGB, s 2?_8(:}
or serves the purpose of financing terrorism (StGB, s 278d), banks (including
finance institutions) shall, without delay, inform the relevant authority (to be
determined according to the Austrian Security Police Act) and shall, until
the case has been solved, stop any further execution of the transaction unless
there is danger that a delay in the transaction would complicate or obstruct the
investigation of the case.
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5.4 Bermuda

Failure to make full and sufficient disclosure may lead to penalties in terms of
adjournments, costs, and in extreme cases, the striking out or dismissal of a case,® or
even committal for contempt of court.’”

Witness summons and third party disclosure

[5.5]  The obligation to provide disclosure generally only applies to the company
which is a party to the proceedings (the ‘bank party’). The court also has the power
to order non-parties to litigation to provide evidence to the court, whether ora]
testimony or documentary evidence, if it is relevant to the issues that the court hag
to resolve. Once more, non-disclosure on grounds of legal professional privilege or
public policy will be protected. If the proceedings are arbitration proceedings, the
tribunal will have to rely on the coercive powers of the court with power over the
witness.

The court should be sensitive to commercial and client confidentiality and will be
prepared in an appropriate case to introduce measures to protect it. However, if the
evidence is relevant to the issues and necessary for a fair determination of the dispute,
an order for its disclosure is likely to be made.

Witness summonses cannot be used to obtain generalised disclosure from a third
party or as a means of enquiring whether a bank has documentation that may be
relevant.

Disclosure orders

[5.6] There are other circumstances where the common law provides that a
bank may be required to provide disclosure of information that it holds. In Nerwich
Pharmacal Co v Commissioner of Customs and Excise, the House of Lords
established the principle that a third party may be under a duty to assist a person who
has been wronged by giving him full information and disclosing the identity. &f the
wrongdoers. This will apply whenever a person has become involved in \Wrongful
conduct which infringes another’s legal rights.

Compulsion by statute

[5.71  Most of the statutory provisions entitle the relevant body to compel a bank
to produce information relevant to any matter which it is authorised to investigate.
Other provisions require a bank to disclose information to the appropriate authority
of its own volition on suspicion of the commission of certain criminal offences. The
following list of statutory provisions is not exhaustive.

Once disclosure has been made to an authority, the information disclosed becomes
subject to different degrees of protection in the hands of that body. This is established
either by the applicable statutory provisions or case law. For example, information
provided to the Bermuda Monetary Authority pursuant to their statutory powers
is subject to a strict code on its disclosure, making improper disclosure a criminal

8 RSC. Ord 24, r16(1).
9  RSC, Ord 24, r 16(3).
100 [1974] AC 133,
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offence. Information provided to insolvency practitioners, on the other hand, is much
more loosely protected. When a bank is required to disclose information, it is worth
considering the degree of protection of the information in the hands of the recipient.

Police and other criminal investigations

[5.8] Recent years have seen a spate of new legislation in this area. Notably,
anti-money laundering and anti-terrorism legislation requires banks to disclose
confidential information if there are reasonable grounds to believe that a customer
is engaged in any one of a number of specified offences or upon suspicion of money
Jaundering.

Problems can then be caused for banks (and others) by their related statutory
obligations not to pay out moneys pursuant to their client’s instructions pending
authorisation from the authorities and not to ‘tip off” individuals whom they suspect
of such offences. The following is a summary of some of the legislation relating to
criminal investigations.

Money lapadering

[5.9] ~TIhe Proceeds of Crime Act 1997 (as amended) (‘POCA”"), the Proceeds of
Crimie"(*anti-Money Laundering and Combating Terrorist Financing) Regulations
2008 (the ‘Regulations’), the Anti-Terrorism (Financial and Other Measures) Act 2004
(as' amended) (the ‘ATF Act’) and the Financial Intelligence Act 2007 (as amended),
provide the central framework for Bermuda’s anti-money laundering (‘AML’) and
counter financing of terrorism regime providing a cohesive and comprehensive
code aimed at the prevention, discouragement, detection and prosecution of money
laundering and terrorist financing related offences in Bermuda.

The AML regime applies to financial institutions, including banks, acting in the
course of business carried on by them in or from Bermuda. The core obligations of
financial institutions are to establish and maintain adequate and appropriate policies
and procedures to forestall and prevent operations relating to money laundering and
terrorist financing.

To assist in the fight against financial crime, in 2008, Bermuda established the
Financial Intelligence Agency (the ‘FIA’). The FIA was established by the Financial
Intelligence Agency Act 2007 (the ‘FIA Act’) to act as an independent agency
authorised to receive, gather, store, analyse and disseminate information relating
to suspected proceeds of crime and potential financing of terrorism received in
the form of Suspicious Activity Reports (‘SARs’). The FIA may also disseminate
such information to the Bermuda Police Service and foreign financial intelligence
authorities.

Bermuda law imposes a duty of vigilance on banks, including their employees, which
requires the following:

verification of the identity of the client (or “know your client’ procedures);
monitoring, recognising and reporting of suspicious transactions;

keeping of certain records for the time period prescribed; and

training of employees and staff.

A S

Investment fund operators and fund administrators are required to appoint a Money
Laundering Reporting Officer (‘Reporting Officer’) to whom reports should be made
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7.23 Canada

Compulsion of foreign legislation

[7.23] Disclosure of information to foreign authorities pursuant to foreign':
legislation may also be a valid exercise of the ‘compulsion of law’ exception (o the
bank’s duty of confidentiality. In Park v Bank of Montréal,” a Korean branch of a
Canadian bank disclosed, of its own volition, but pursuant to requirements of Korean
legislation, information to Korean authorities regarding the illegal cross-border
movement of currency from Korea. In a lawsuit in Canada, the British Columbjg
Supreme Court accepted the bank’s argument that it had been validly compelled bya
provision of Korean law to divulge the information. The disclosure made under thesg:
circumstances was thus held not to be a breach of the bank’s duty of confidentiality,
The converse issue, that is the effect of foreign legislation preventing disclosure on
the compellability of foreign banks in domestic proceedings, is discussed later in the
chapter under the ‘Domestic Proceedings to Obtain Information from Foreign Banks
or Branches’ heading.

Public duty to disclose

[7.24] This rarely-used exception was referred to in Tournier in the context of
preventing acts that might present a danger to the state. The decision seemed to
imply that there would be a wide range of circumstances in which this exception
might apply.

In a sense, the primary “public duty’ obligations come under specific legislation such
as the traditional evidence legislation or the new money laundering provisions. The
legislated duty in these situations relieves the bank of having to decide whether a
sufficiently high public good would be served by disclosure so as to supersede the
private duty to maintain confidentiality. This difficult judgment, combined with the
ever-broadening legislative requirements, may explain why this has been a little-used
exception.'”

This exception underlies the ever increasing array of legislative provisions impgsing
reporting requirements on banks and financial institutions with regards. \o" the
prevention of money laundering, terrorism financing and fraud, among others, Where
such legislative provisions can be used to prevent a bank or financial insfiustion from
being the victim of such activities, there may be overlap between the\public duty’
exception and the ‘bank’s own interest’ exception, which is disctissed in para [7.5]
of this chapter.

99 1997 CanLlIl 3128 (BC SC) [Park].

100 In Canadian Imperial Bank of Commerce v Sayani (1993), 83 BCLR (2d) 167. BCCA., the Count
of Appeal held that a bank's disclosure of a customer’s indebtedness to the bank to prevent a trust
company’s reliance on the customer’s misrepresentation of its indebiedness was a valid exercise of
the public duty exception. In Murano v Bank of Montreal (1995), 31 CBR (3d), 20 BLR (2d) 61, Ont
HCJ, affd (1998), 41 OR (3d) 222, 163 DLR (4th) 21, 41 BLR (2d) 10, 5 CBR (4th) 57, 111 OAC
242, Ont CA, disclosure by a bank to its costomer’s other creditors that the customer was *dishonest’
was held to fall outside of the ‘public duty to disclose’ exception.

In BMP Giobal Distribution Inc v Bank of Nova Scotia, [2005] BCJ No 1662, BCSC, the bank
had collected a counterfeit cheque for its customers. The BC Court of Appeal allowed the appeal and
the Supreme Court of Canada reaffirmed the decision of the appeal court. Because the cheque had
been settled by the drawee bank, the Supreme Court held that the collecting bank was never at a loss
position and thus could not invoke the ‘bank’s own interest’ exception to divulge information about
its customers in a grid warning to other financial institutions. It further held that because its customers

were never under investigation for fraud, it could not claim protection of the *public duty to disclose’
exception either.
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i is interesting to note that courts have upheld provisions such as those described
above, even in light of challenges pursuant to s. 8 of the Canadian Charter of Rights
and F!recdom,'”‘ namely the right to be secure against unreasonable search and

eizure. In Royal Bank v Ren,'"™ the Ontario Court of Appeal upheld a decision ruling
':heat the provisions of PIPEDA, discussed below, authorising the Royal Bank and the

Toronto Dominion Bank to disclose to the Bank Crime Prevention and Investigation
Office of the Canadian Bankers Association‘.a listed mvesugalwe.body pursuant l‘o
s 26 of PIPEDA, personal information relating to a customer v_vnhoul l]_'le latter’s
consent where the banks had reasonable groqnd to believe that the mf‘ormauon_relatcs
{0 a breach of an agreement or a contravention to the laws of _Canada, a provmce.or
a foreign jurisdiction did not attract Charter scrutiny. In so doing, the court stated:

“In such circumstances, where reasonable grounds exist to b;lieve tk"lat a private
entity has been, is, or is about to be defrauded, limit_ed ipfomat_lon ;harmg peiween
private business organizations and private invesllgallye_bodlcs is permitted for
the purpose of preserving and protecting the economic interests of the business
enterprise at risk. From what we can tell, the impugned provisions of PIPE[}A
do Tittle more than codify the existing common law which permitted _the sharing
of such information in similar circumstances: see Canadian Imperial Bf"ik of
Commerce ¥ Sayani (1993), 83 BCLR (2d) 167 (BC CA), at paras. 18-32."1"

Cominon law developments limiting disclosure

2.25] As previously indicated, subsequent common law developments hav:f
fusiher qualified the four Tournier exceptions, in particular, the ‘compulsion of law
exceplion and the steps that banks are expected to take when disclosing _mformauo_n
without its customer’s consent pursuant to those exceplion_s. The Privy Council
appears 10 have expanded the scope of a bank’s obligation to its customer when the
bank is presented with a legally enforceable demand by a third party for information
about the customer. In Robertson v Canadian Imperial Bank of Co{rrmerfre,‘m a case
in which the original action was heard by the High Court of JI:ISIICE: of St Vincent
and the Grenadines, the Privy Council held that a bank has the following additional
obligations in such a situation:

1 when a bank receives a demand for information about a customer from a third
party, the bank must use its best efforts to inform the customer of the demand,
unless the legal authorities have requested that the bank refrain from such
notification; and ‘ "

2 a bank must exercise care to give only that information that is specifically
required by and relevant to the inquiry.

The factual background of the case involved a previous collection action, in which
a subpoena duces tecum was issued to the Canadian Imperial Bank of Commerce
(‘CIBC’) with respect to the accounts of a customer in order to sfhow that a cheque
had been deposited to the customer’s account. The manager of the CI;3C branch
attended in court with a monthly statement of the customer’s account, which showed
numerous other transactions, including an overdraft, that were not relevant to the
action. Following the collection action, the customer sued CIBC for breach of

101 Part | of the Constitution Act, 1982.

102 2009 ONCA 48.

103 2009 ONCA 48 at para 22,

104 [1995] 1 All ER 824, [1994] | WLR 1493, PC.
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8.4 Cayman Islands Statutory duty of confidence 8.4

7 by or to the relevant professional person with the approval of
Secretary when necessary for the protection of himself of any
against crime.

«diction under section 4 for the court to award costs 10 the principal
4] challenge 10 @ disclosure application.

y al reported decisions under s 4 of the CRPL that offer guidance on
The CRPL also includes a blanket exemption where the disclosure jg will be applied in the context of bank confidentiality. In Re Ansbacher,
accordance with the procedures set out in the CRPL itself or any other e i< bank applied to the court of directions under s 4 in relation to

Most of the reported decisions relating to the application of the CRPL gonfidentia el e sk e ot i

i : . i igh authorising an investigation into
first gateway set out above, providing for the disclosure of informa forder from e T gt oo Riiaesk A dg- lients®
i - : PRI 3 ' its affairs had been conducted with the intent to defraud its clients
court, tribunal or other authority where such information is to be given thatils & © e order authorised the court’s inspectors o examine
in proceedings (known as the ‘section 4 gateway’). In such cases, the p tax evasion. 1he O p

rson is obli icati IOk ) activities of Ansbacher in }reiand. The bank wished to assist in the
Egd ?:: Whgl ;f;illfor?na:]ﬁe?\ﬂt‘f3;;2?5;::“11 = Grand Couny X s ation by disclosing confidential information which would include some of
: ' : ntities and applied to the court for directions. Some of Ansbacher’s

on the basis that such disclosure would be an invasion of privacy and
duty of confidentiality owed to them by the bank.

An application under the section 4 gateway is made by way of summons
be supported by an affidavit by the applicant setting out the circumstan
the evidence is proposed to be given, the principal of the information
of the confidential relationship, the nature of the evidence, and the grounds;
the principal objects to the proposed disclosure. The application will o
a judge of the Grand Court sitting alone and in chambers (rather than in'{

court rooms).

General, which must be served with all s 4 applications in case a matter
t is raised, submitted that the public interest would be secured by
Trish inspectors with their investigation as they were exercising similar
of the CIMA. The court accepted that there was a public interest to
1d that the bank should disclose the requested information subject to
on that clients’ identities be concealed. Any questions that the investigators
‘adividual clients to address should be issued to those clients in writing

@E&mm could respond anonymously.

The judge_ is required to consider the interests of justice (in a criminal ca
public policy, any offer of compensation or indemnity, and whether an order
operate as a denial of the rights of any person in the enforcement of a just ¢l

The leading case on the section 4 gateway is Re Ansbacher,? where the col
that: -

‘.. [TThe Court is called upon to weigh the competing interests and d id
exercise of its discretion, whether and if so how [confidential information
be disclosed in evidence] having regard to the requirements of the adminis
of justice in the proceedings to which the application relates.’

was distinguished in the recent case In the Matter of the Confidential
(Preservation) Law ( 2009 Revision),? a decision of the Grand Court
of 2013. In that case, an English bank with its head office in London
with a production order made by a court under the Proceeds of Crime
d. The production order issued (o the bank stated that it was made on
son of a Detective Constable of the Metropolitan Police and required
son of a broad range of banking information. The bank made a section
n with respect to the material sought that arose in or was brought into
1 Islands. The court found that there was no ‘proceeding’ underlying the
confidential information. There was indeed an investigation underway
jich the police were seeking evidence to determine whether or not a
ould take place. However, no charges had been laid, nor any proceedings
dbunal or other authority commenced. As such, the s 4 exception could
d. The bank’s argument that the disclosure should be permitted as the
do so would damage the bank’s reputation was also rejected. The court
while disclosure is permitted in proceedings where it may be necessary 10
*s own interest, this gateway only applied where the bank was a party
dings in question. The application was dismissed as a fishing expedition.

Section 4 does not empower the court to grant a positive injunction order pro
the disclosure of confidential information. The court may only give direc i
whether or not, and if so on what conditions, confidential information 24}
into evidence. If injunctive relief is sought, it should be claimed otherwiz

this section. Note, however, that where the proposed disclosure\is it the
the giving of evidence in proceedings the courts will prefer to deal with the

under the section 4 gateway. i

In making an order under section 4, the court will consider whether the nan
parties or other particulars ought to be redacted, whether references to
be anonymised, whether the disclosure should occur only before certain
in controlled circumstances (eg before a court in person rather than
affidavit) and whether evidence should be given in chambers rather than 0 hamas) Ltd v Weybridge and Barclays Bank plc'® the court held that it
ake an order for discovery conferring on the recipient a discretion to use
ials in any foreign proceedings to pursue a related claim. It was held
order would override the implied duty not to use discovered information
other than the proceedings at hand and would conflict with the principle
has no automatic remit over matters outside of its jurisdiction. The
satisfied that such further use is warranted. When an application is

Note that the section 4 gateway applies only in the context of procee
term is normally understood) before a court, tribunal or other authority. Th
is not appropriate for use where evidence is sought under an investiga
with a view to building or developing evidence for use in a hypothetical OF
proceeding. s

7 CRPL, s 4(6).
8  Re Ansbacher (Cayman) Lid [2001] CILR 269.
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11.23 Czech Republic

and rendering information on the request of another authority (ie the banking
administrative authority), the procedure in both situations will be very similar,

Disclosure of confidential information at a court’s
request

[11.24] Under principles of Czech law, legal assistance in relation to foreign
countries may be provided either on the basis of generally applicable EU regulationg
and directives within the EU countries or in accordance with an international treaty qi,
upon a reciprocity principle if an international treaty with the relevant country dogg
not exist. Basically, legal relations between countries with different jurisdictions are.
regulated by the Act on International Private Law (no 91/2012 Coll, as amended),
which, inter alia, sets out basic principles of international legal assistance. In addition
to this Act, a number of treaties on legal assistance exist between the Czech Republie.
and other countries. In addition to the generally applicable EU regulations ang
directives, the Czech Republic is also a signatory to some multilateral international
treaties, for instance, the European Treaty on Legal Assistance in Criminal Matters,

In principle, a foreign court may approach a bank in the Czech Republic, when
seeking confidential information, only after complying with certain requirements
stipulated either by the Act on International Private and Proceedings Law or by the
relevant EU regulation or international treaty.

The treaties on legal assistance also usually designate the authorities of the relevant
countries involved, which will be authorised to mediate between contacts in the
provision of legal assistance. If a treaty does not exist or if the treaty does not designate
the relevant authority, the procedure for the provision of the legal assistance and
the relevant authorities involved are regulated by the Instructions of the Ministry of
Justice in respect of civil law matters and commercial law matters and the Instructions:
of the Ministry of Justice and of the Supreme State Attorney in respect of crimiva
law matters, issued and updated on a regular basis. These Instructions also regulae
formal steps to be taken in the process of requesting the international legal assisiunce.

In any case, different regimes apply depending on whether or not the \provision of
confidential information is requested by the courts or other judicial awtherities within:
the EU or out of the EU and also whether or not an internationabdreaiv between the
Czech Republic and the relevant country exists.

Examples of procedure in connection with the
disclosure of confidential information at a court’s
request

[11.25] In order to clarify this, some typical examples are as follows:

I the easiest procedure applies in the event that the requesting court belongs 0
one of the EU member states. In such a case, the courts may, within the relevant
EU regulations, contact the courts in other EU member states either directly oF
through the consulates of the relevant state;

2 if, however, a court in a country outside of the EU with which the Czech
Republic has not entered into any treaty on legal assistance requests confidential
information, the request of the court or other judicial authority must be submitted
to the relevant country’s Ministry of Justice (or a similar authority). The ministry
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will pass this request to the Ministry of Foreign Affairs (or a similar authority).
The Ministry of Foreign Affairs will then forward the request to the Ministry of
Foreign Affairs of the Czech Republic and this ministry will pass the request to
the Ministry of Justice of the Czech Republic, which will eventually serve the
request on the relevant court for a settlement, ie depending on other circumstances
mentioned below, the court may request the bank to provide it with confidential
information;

3 in the event that a treaty on legal assistance exists, the procedure would depend
on the regulation of the mutual contacts between the relevant authorities of the
two countries. Provided that the contacts are at ministerial level, the requests of
the courts or other judicial authorities are delivered by the Ministry of Justice (or
by an authority with a similar capacity) of the relevant country to the Ministry of
Justice of the Czech Republic. The Ministry of Justice will then serve the request
on the relevant court;

4 in the event that the mutual contacts between the two countries are at a consular
level, the Ministry of Justice or a similar authority of the relevant foreign
country will forward the request to the Ministry of Foreign Affairs (or a similar
authority) and this ministry will pass the request to the consulate of the relevant
country in the.Czech Republic. The consulate will then serve the request directly
on the cenctin the Czech Republic. Depending upon the other circumstances,
the courtamiay request that the bank provide confidential information.

The same procedure will apply in reverse when a court in the Czech Republic
regussts confidential information from a bank abroad.

Therefore, the whole procedure regarding the means of delivering the request
to the relevant court in the Czech Republic depends on:

(a) whether or not the relevant court is that of an EU member state,

(b) whether a treaty on mutual legal assistance exists and also whether the trea-
ty covers the spheres of both civil and criminal law or only one of these, and

(c) how the contacts between the two countries have been regulated, ie which
state authorities have to be involved in the delivery process.

The delivery of the request, however, forms only a part of the total of all legal
steps to be taken and considered in connection with the provision of confidential
bank information to a foreign court.

Provided that all of the procedures for delivery of the request as described
above have been duly completed, a Czech court will provide legal assistance on
the request of a foreign judicial authority only on condition that: (i) the relevant
EU regulation exists within the EU member states; or (ii) reciprocity exists be-
tween the Czech Republic and the relevant country. Reciprocity may be based
either on a treaty on mutual legal assistance or, in the event that such a treaty
does not exist or that the existing treaty does not regulate reciprocity, on mutual
practice between the two countries.

The delivery and serving of requests for legal assistance or for a provision or
securing of evidence in civil and commercial matters between Czech judicial
authorities and similar authorities within EU countries is regulated, for instance,
by Regulation (EC) no 1393/2007 and Council Regulation (EC) no 1206/2001.

Disclosure of confidential information at the request
of another foreign authority

[11.26] A similar situation will then occur if another foreign authority, other than
the courts, requests confidential bank information.
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13.15 England The qualifications to the duty 13.17

Compulsion by statute ) who had acted as the London representative of a Bermudan bank. The notice

A ired Mr Clinch to provide the Inland Revenue (as it then was) with lengthy details
[13.15] Most of the statutory provisions entitle the relevant body to compe] 3 'uding the names and addresses of customers and agents and transaction details)
to produce information relevant to any matter which it is authorised to inve ~erning transactions involving UK customers and Bermudan entities which Mr
Other provisions require a bank to disclose information to the appropriate auth 'ch had acted on over several years. Mr Clinch maintained that the notice was
of its own volition on suspicion of the commission of certain criminal off; : ,' pecause it was merely a ‘fishing expedition” and did not sufficiently identify
Banks are also required to carry out inquiries as to the identity and suitabilj o customers oOr transactions in which the Revenue was interested. Alternatively,
potential customer and to consider the source of funds and, in particular. w r' invalid because it was unduly oppressive or burdensome. The court held
they are derived from illegal activities. The penalties for failure to comply are - _in the circumstances, the notice was valid, although the court could intervene

in each statute. The following list of statutory provisions is not exhaustive. such a notice went substantially beyond that required to enable the Revenue to
ide whether or not in their opinion tax had been evaded. The burden of proving

sion is a heavy one. Such a notice can only be served on someone in England
“in relation to documents and files in England.

B C also has other powers under the Finance Act 2008 (*FA’) to oblige third parties,
including banks, to disclose documents. Previously s 20 of the Taxes Management
L&m 1970 (‘TMA’) governed this area, and notices served on a bank under s 20(3)
“of the TMA were considered in R v IRC, ex p Banque Internationale a Luxembourg
" §A S (The court.also considered further notices issued under s 767C of ICTA).

“The Inland Révenue (as it then was) was investigating large-scale tax avoidance
;ﬁhémes which had been financed by the bank. At the instigation of its customers,
the bank challenged the validity of the notices on various grounds, including their
%“fnpi:gwxm on the privacy and right to confidentiality of the bank and its customers
‘inbivach of Art 8 of the European Convention on Human Rights. The court held that
‘& notices were valid. As far as Art 8 was concerned, the court held that there was
_ample justification for the impingement, as required by Art 8(2) of the Convention,
on the basis that the notices were issued according to law, in pursuit of a legitimate
Jaim and necessary in a democratic society for the protection of the taxation system

~and revenue.

?«[ore recently, applications by HMRC have been upheld by the Special Commissioners
'-_lﬁ'hcre s 20 of the TMA (now FA, Sch 36, Part 1, para 1) notices were to be served on
“an investment bank in respect of UK customers who were thought to be conducting
share transactions via a British Virgin Islands company and on a financial institution
in respect of customers with UK addresses holding non-UK bank accounts.™ Of
“particular interest in these cases is the fact that HMRC was able to issue the s 20
“notice without being able to name the taxpayer(s).

Since then, four Special Commissioner’s rulings required four unconnected financial
~institutions to provide HMRC with details of UK resident customers with overseas

Income Taxes Act 2007 and Finance Act 2008 3 - bank accounts, or credit cards connected to overseas bank accounts. The tax exposure
‘was significantly larger (£150 million) than the exposures in the earlier cases.

.
-]

|
Once disclosure has been made to an authority, the information disclosed & eCOmy
subject to different degrees of protection in the hands of that body. This is establj T
either by the applicable statutory provisions or case law. For cxample, informg
provided to the Financial Conduct Authority (‘FCA’) pursuant to its statutory
is subject to a strict code on its disclosure, making improper disclosure a ¢
offence. Information provided to insolvency practitioners, on the other hand, is
more loosely protected. When a bank is required to disclose information, it is
considering the degree of protection of the information in the hands of the reci

However, when considering information in the hands of a public authority
as the FCA or the Department for Business Innovation & Skills, the Freedom
Information Act 2000 must be taken into account. Under this Act, a person has
power to request and be provided with information. Information provided to a publ
authon}y protected by statute (such as the Financial Services and Markets Act 200
or prov_ld(?d in confidence is exempt from the requirement to disclose. The Informa
Commissioner is conservative in allowing the confidence exemption. It must be ¢
that the information is really confidential and the ambit of the claim to confideng
can be no wider. It is therefore advisable to make sure that any information proy
to a public authority is specifically provided in circumstances imposing obligati
pf confidentiality. There are other circumstances, such as the prejudice to commesz
interests, that provide a qualified exemption, in which case the é.uthnrity must jus:
the application of the exemption on the basis that the public interest in maintaiit
the exemption overrides the public interest in disclosing the informatiof, Pri
also only qualifies for a qualified exemption, but the Information-<ainmission
or the First-tier Tribunal (Information Rights) would be reluctdar™d override i
The protection afforded by legal privilege has been described by the courts
fundamental human right. »

[13.16] Section 748 of the Income Taxes Act 2007 (‘ITA’) (previously s 745 of the
Income and Corporation Taxes Act 1988 (‘ICTA’)) gives HM Revenue & Customs
("HMRC’) wide investigatory powers if it suspects non-compliance with the"
provisions in Chapter 2 of Part 13 of ITA regarding tax avoidance through tran er
of assets abroad (previously ss 739 and 740 of ICTA). These provisions concerm
the avoidance of UK income tax by individuals ordinarily resident in the UK which
arises through or in connection with the transfer of assets outside the UK. In Clinch'
v IRC,* the court considered a notice served by the Commissioners under s 481 of
ICTA 1970 (the predecessor to s 745 of ICTA and s 748 of ITA) on a person (1*5'

Insolvency Act 1986 and other insolvency matters

[13.17] Section 236 of the Insolvency Act 1986 applies where an administration
‘order is made in relation to a company, an administrative receiver is appointed, a
company goes into voluntary liquidation, a provisional liquidator is appointed or a
winding-up order has been made by the court. The court has the power to summon

$4 [2000] STC 708. 2
53 (197312 W - 85 For decisions on share transactions, see SpC533 (2006) and SpCS37 (2006) and for decisions on
LIN73V 2 WER AR, offshore bank accounts and credit cards, see SpC517 (2006) and SpC536 (2006).
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1410 finland Exceptions, limitations and qualifications to basic position 14.14

the trial documents which contain confidential information shall be kept secret
fixed period of time.

above also applies in cases where a confidential document is to be presented to
court or the employee or official of the bank is to be heard as an expert in court

gedings.

Scientific research

[lé.lﬂ] Despite the duty of non-disclosure, a bank may disclose co
information for the purposes of scientific research, provided that the d;
Flncumen_ls are at least 60 years old. In addition, the recipient of confids
information must assure in writing that the information will not be used to

persons or infringe the rights of persons affected by such documents, .
itration proceedings
Lega[ PI'DCE'EdIngS 413] Under the Act on Arbitration Proceedings 1992, arbitrators can hear
, parties, witnesses and experts (however, without taking an oath) and receive
cuments that may have relevance as evidence in arbitration proceedings.
eless, the arbitrators are not vested with the power to impose conditional
or use coercive measures in order to force the persons to testify or present
dence. The court of arbitration may, however, seek assistance from the ordinary
. Where the parties, witnesses or experts are heard or evidence is presented
fore the ordinary courts in connection with arbitration proceedings, the above
~general rules th@vapply to the disclosure of confidential information in ordinary
gourt proceeditigs also apply to the disclosure in arbitration proceedings.

Legal proceedings involving the bank as a party

|
{14.!1] Despite the duty of non-disclosure, a bank may disclose to the coys
confidential information in connection with legal proceedings conducted by
customer against the bank or initiated by the bank against the customer (for in Y
proceedings for collecting moneys owed by the customer to the bank). Howe
disclosure is only allowed to the extent necessary in respect of each particular

If _lhe bank litigates against its customer, the employee or official of the bank
without the consent of such customer, disclose confidential information relag
to such customer as a witness. In addition, other information subject to bank

] _ : Disciosure to authorities
confidentiality may be disclosed if it is necessary for solving the matter. '

,
124 authorities
Legal proceedings involving third parties 4

[14.14] According to the provisions of the Act on Taxation Procedure 1995, the
‘Finnish tax authorities enjoy extensive rights to obtain, for the purposes of assessing
taxes, confidential information on payments or transfers made by a person and the
‘adjustments made to such payments or transfers, the identity of the recipient of such
‘payments and transfers and the grounds for such payments and transfers. Specific
disclosure provisions apply to securities intermediaries as to the trades made and the
derivative contracts concluded, to credit and financial institutions as to loans granted
‘and interest paid and to asset management companies for collective investment funds
-as to units owned by a person and the units redeemed.

‘Furthermore, the obligation to disclose information applies, generally, to third parties,
like banks, as regards such information which may be relevant for tax assessment or
dealing with a tax appeal and which information can be identified on the basis of a
‘name, bank account details, an identified banking transaction or other similar means
of identification. This obligation is based on a specified request made by the tax
- authorities and covers all such information which is in the possession of or otherwise
known to a person, except for such information which the person is not entitled to
disclose under the provisions of the Procedural Code.

Ill addition, a number of provisions in various specific tax statutes and international
agreements, including the Foreign Account Tax Compliance Act (‘FATCA)

above, he must give pertinent grounds for the refusal. However, this may someti Agreement, further specify the right of the tax authorities to obtain information.
mean that, when explaining the reasons for the refusal, the witness would then releasel The scope of the information to be disclosed may thus depend on the particular tax
confidential information. N Statute or international agreement which is applied in the individual case. However,
information may only be disclosed to the extent necessary for the tax authorities to
ischarge their duties in connection with the taxation under the specific tax agreement

Or statute.

[14.12] In addition, a bank may be involved in legal proceedings, for exa &
whe.re the customers of the bank or a third party and the customer of the bank
parties 1o such proceedings.

The Proc“edura! Code provides that a witness, such as an employee of the b
has ﬂ_le _ngh( to refuse to disclose information to the court in connectitn with
or cnmm_al proceedings if such disclosure may lead to prosecution against
witness himself or persons close to him, as specified in the Procgdural Code. T
Pmeedural Code further provides that a witness has a right % ¥{use to disc
information related to a business or trade secret unless ‘fundamentally signi :
reasons’ require such disclosure. In practice, such fundamentally significant reas
may be deemed to exist in cases where, for example, an innocent person would b
convicted for a crime without disclosure of such information. Thus, it is unli
that t'he witness’s right to refuse to disclose a business or trade secret would b
overridden in civil proceedings by application of such ‘fundamentally signifi
Teasons’ test. Furthermore, the witness is entitled to disclose confidential informati
if the customer has consented. Before giving testimony, the witness must declare
he is under the bank confidentiality obli gation. 4

Under the Procedural Code, if a witness refuses to make the disclosure as described

If the court orders the witness to disclose confidential information, it may decide the t
the witness shall be heard behind closed doors. In such a case, the court may decla
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16. —
16  Germany . Exceptions to the secrecy obligation 16.20

he bank does not pay the cheque, it is entitled to disclose any information on the
drqwer Necessary for the collection of the debt. That is justified on the assumption
{ the drawer has tacitly consented to disclosure guaranteeing smooth processing
£ his cheques.™
{he other hand, permission to perform debit entries (without the use of cheques)
0es not include an implied consent to answer a request on the bank account. While
o cheque is drawn for a certain sum, permission to perform debit entries is generally
=n for several debit entries in advance and furthermore depends on the issuance of

Eienvuice prior to the transaction.™
E

ilanking information

irrelevant. Even an implicit release which can be d
behaviourwsll suffice. p an be deduced from the ¢

[f the customer did not consent expressly or where the bank has no kno

circumstances giving indications regarding the customer’s actual wish lhe‘:l
assume that the customer’s actual wish corresponds to the hypothf:{ical ich
reasonable average customer. In the latter case, the bank would have ¢ o)
what objectively is in the interest of the customer.® o s

The SCHUFA-System

[16.17] :I‘he so-called ‘SCHUFA’ used to be a particular case in which th
customer s consent was deemed to be given generally in advance. The SCc i
is an entity set up by banks and other enterprises that regularly give credit to
customers. From its partners and public registers, the SCHUFA collects info o :
regarding people’s creditworthiness. The partners are obliged to transmit inf I
?bput lh;u‘ customers to the SCHUFA in a standard format ccmtajnjnn
information about the customer relationship. The importance of SCHUFi

Definition
[16.19] Banking information is an instrument that has been developed between
banks to share reliable information about the creditworthiness of their business
gauged by the fact th | : artners. Clause 2. para 2 of the General Business Conditions defines what type of
dehtgors W{lh the transtf:{ssdieoz[ tffo :ll::ecilt'“c]lr;t:gtznt(l:;: SS(r?I-qungﬁl,y ll(lireaten the (i information may hf provided. The rule covers general statements on the banking
better payment behaviour of the debtors. In that regard an[h lhfllteby Ccan e relationship,.Comiments as to the financial circumstances, and an evaluation of
Court (Oberlandesgericht) of Celle held Iiiaz the lhreagl of 'a dzla e l_legl - the creditworthiness of the bank's customer. Unlike in the SCHUFA system, the
SCHUFA by a debt collection agency was not permitted if the all U‘gsmlssm i  jnformatioh ‘must not contain specific data. The only exception to this rule is when a
already contested the claim.*® Nevertheless, the court has thus ‘:ago[ o?f‘bm;d bank passesses information concerning cheques returned unpaid or complaints about
the wndcspread_pracljce of threatening debtors with transmitting their d;:: !lo : hitls 32 Banking information will be provided not only to other banks, but also to
SCHUFA. The information given to and received by the SCHUFA does not co ki s of a bank
?gd li?:i]l'rl?héﬂ:llon a'l;(l]-;m the financial circumz:‘.tances qf a person or an evaluation of b Although a legal duty of disclosure is commonly denied, there is — at least vis-a-vis
the requestin essa;rt 8 iCHUFA passes on mf{){matlop relating to a certain person ‘pther banks — a corresponding trade custom o provide the rt_-,qujred information. The
he p-e(ison hagspa nea as ﬂc_ljemonsquted a legllxmale interest in the information a ‘bank is only obliged to transmit information currently a\'a]la_ble; a duty to conduct
ez egrea - to the collection of .lhe information. In the past, the ba further investigation does not exist. It musl‘, how<_ever, furnish true gncl can:xplclle
g generally as_kcd to declare his consent to that procedure in advas information it possesses aboult its clients.” If it negligently breaches this duty, it will
n, for example, a banking contract was concluded. This approach was agse be liable for damages. When passing on information, the bank has to do so concisely,
diffuse answers have to be avoided, and any answer has to get straight to the point,

znncaﬂy by the legislator since, in practice, it was nearly impossible to open a b d
iccount or to apply for a loan without this consenting clause. As a consegnence, th revealing no information which is not essential to the enquiry in question.™

consent was considered not to be given voluntarily. For th RIS .
was rcsmct.cd by the introduction of s 28a, para 2 o)ft the Fedae[raIT?)Sfl}u.:’ Pi';:eg?cfn
W?&]Ch provides an express statutory exception to the secrecy obligation in partic:
with respect to the banking sector that allows, in principle, the transfer of data to the
SCHUFA (see *Statutory exceptions’ ‘Data Protection’ below). 9

Preconditions of disclosure

[16.20] Clause 2, para 3 of the General Business Conditions lays down different
requirements for two types of bank clients: business persons and others. Business

. ! " persons are all legal entities and natural persons which are registered in the
Cheques, bills of exchange and debit entries : Commercial Regis%er and whose banking Fclaiionship can be attributed to the
professional sector. Regarding these customers, banking information is considered a
trade custom; business persons are assumed to know of, and to have consented to, the
disclosure through implied conduct. However, a business person can object to this
procedure and instruct its bank to keep the banking information secret. It will then be

[1:}.38] Implied consent can usually be assumed when cheques are drawn. Before
n;] ing a demand for payment, the payee usually asks the bank if it deems the
cheque pay_ab!e. The positive answer is that the bank considers the drawer’s bank
_ar:;:oum §urﬁglent to th.e payment on the cheque. The bank is entitled to reveal this
information since drawing a cheque implies that the drawer reveals both the existence
of a bank account and a corresponding capacity.
Bruchner/Krepold, n 8 above, s 39 n 38.
Bruchner/Krepold, n 8 above, s 39 n 40.
BGH in WM 1962, p 1110at 1111.
BGH in ZIP 1999, p 275.

Claussen, n 2 above, s 3 n 22,

reEes

28 Bruchner/Krepold, n 8 above, s 39 n 10.
29 OLG Celle in GRURPrax 2014, p 93.
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19.1 Hong Kong Introduction 19.2

E;rgz}e;];:;{] T:cd. by % no-stawiory code of conduct.® Accordingly, like a ny deal of criticism from the international community for maintaining strict
Appeal in the T a;gnsdlguonh, the ppncmles _establ:shec! blf the English Qg secrecy rules that could be manipu]lalcd to assist money laundering, terrorist
Ertland’ e 1}?3{ frase Tournier v National Provincial and Union Bay _ancing and shield international tax evasion. Hong Kong is a member of both FATF
aregex lained im; La'cl _eac‘h“g authority. The principles set out in the Tournjep 4 OECD in its own right. Accordingly, FATF has made several recommendations
T c%mmem ebl [m - a;:fler 13, England. This chaple( does not intend tg ‘o the Hong Kong government o bring Hong Kong legislati_en in line with national
S m— a?;] ut rather focusses on the extent to which those principles Jards to detect and prevent money laundering and terrorist financing." Although

adopted within a Hong Kong context. ¢ Kong has never been deemed an unco-operative tax haven by the OECD,"?
“he Global Forum on Transparency and Exchange of Information for Tax Purposes
e Global Forum’) has set out a number of measures that need to be implemented
1o ensure that Hong Kong is fully compliant with international standards, following
g recent Phase 2 review.”* Hong Kong has taken on board such recommendations
_and is making a concerted effort to update legislation and conclude agreements with
ﬁglevam trading partners to implement the minimum standards.

A]lhm_lgh the Hong Kong courts have affirmed the principles established j

Tournier case on a number of occasions," the duty of secrecy has been signiﬁm
eroded particularly following a number of legislative enactments that ha

promulgated to meet international standards. In Hong Kong, a large nur"l;eber
statutory provisions now exist that co i ; .o
in this chapter below, compel diselisuse: seine:of winch SIS gl
' The media has also become an active force in raising public awareness as to the
‘undesirable use of bank secrecy laws to protect wealthy individuals from both
Jegal and moral obligations. For example, a string of recent reports published in
January 2014 by the International Consortium of Investigative Journalists (‘ICII")
has exposed many, powerful citizens of China, Hong Kong and Taiwan as holders of
offshore bank &ceotnts and trust vehicles." It is not illegal per se in Hong Kong to
deposit mop<y bifshore, but the ICL claim that the use of offshore banking facilities
and trust vehicles is often tied to ‘conflict of interest and covert use of government

power”

Povent initiatives to enhance tax transparency under the Foreign Account Tax
Cempliance Act (‘FATCA’)' regime, once fully implemented, will have a significant
~ impact upon the duty of bank secrecy in Hong Kong and reflect the boldest move
" (o date in the erosion of bank secrecy in Hong Kong. The government of Hong
QQ ‘Kong has been engaged in discussions with the US Department of Treasury, with

Policy considerations

[19.2] ‘In the Tournier era, bank secrecy was deemed to be the corne .
of banking anq it was quite acceptable for a customer to expect a high de
secrecy.reg‘ardmlg information held by their banker. A high level of bank secre
was mam_tamed in Hong Kong until around 2012. Due to the proliferation of cro
border crime, corruption, financial abuses and terrorist activities, the internation
community, led largely by the developed nations in the form of the Group of
Nations .(‘G20‘J, Financial Action Task Force (‘FATF’) and the Organisation
Ecano_rﬂlc Co-operation and Development (*OECD’), bank secrecy is regarded
undz_as:rab]e and has been weakened. The campaign to end bank secrecy has

particularly high on the agenda of the international community since the onset
the global financial crisis in 2008 in an attempt to replace revenue that was used to
rescue national economies. '
At the time of writing, bank secrecy is regarded as an extremely sensitive pcaliiic'ii|
?nq p_uh}w issye on a global level, and major changes are taking place in rmu:;
Jurisdictions — !nciuding Hong Kong. Recent lobbying by public interest grots sm:.h
as thf:_ T_'ax J ustice Network and Oxfam® campaign for greater financial r.rz.ns\:u.:u'em:if'l
by raising public awareness; and such campaigns have generated a ge.itwdeal of
public support.' J

e

‘the objective of concluding an inter-governmental agreement (‘IGA”) designed to
facilitate compliance with FATCA by Foreign Financial Institutions (‘FFIs’) in Hong
Kong. At the time of writing Hong Kong has not yet formally concluded an IGA with

FATE, ‘“Mutual Evaluation of Hong Kong — 4th Follow-up Report’” FATF Publication (19 October
2012). at hnp:ﬂ“ww.faif-gaﬁ.orgfmediaffal.ffdacumemsa’reporlsfFolIuw%zﬂup%ZIOrepnrt%EOMER
%20Hong%20Kong%20China.pdf last viewed 14 August 2014.
OECD, ‘List of Uncooperative Tax Havens' the official OECD website at www.oecd.org/countries/
liechtenstein/listofunco-operativetaxhavens.htm last viewed on 10 August 2014.
OECD, Global Forum on Transparency and Exchange of Information for Tax Purposes. Tax
Transparency, 2013 Report on Progress, (2013) and OECD, Global Forum on Transparency and
Exchange of Information for Tax Purposes Peer Reviews: Hong Kong, China: 2013, ‘Phase 2:
2 Implementation of the dard in Practice’ (November 2013, reflecting the legal and regulator
5 Th; “(:ode of ?mhpg Practice, issued j_oinll_v,' by the Hong Kong Association of Banks (HKAB) gwwmk in August 20?33; ( 7 i b .
Tﬂ umEtmfgmﬁ;mgrfﬂmpﬁﬂgoﬁssgcwmﬂ (DTCA), and endorsed by the Hong Kong Monetary. 14 “‘Leaked Records Reveal Offshore Holdings of China's Elite’ International Consortium of
T eng pdflast il oty January 2009) at hutp://www.hkma gov.hk/mediajeng/dodl Investigative Journalism, (23 lanuary 2014) available at the official website of International
The duty ‘s also based ;:1 tg" 3 ugus: 2014. . | Consortium of Journalism at www.icij.org/offshore/leaked-records-reveal-offshore-holdings-chinas-
Fomier v N ationd o e : mtr??}l law in Australia, Canada, England, Ireland, and South Africa. elite last viewed on 20 August 2014.
Péi exaragle g8 £DC C”‘C‘" aj]L:d o Bank of England [1924] 1 KB 461 (the Tournier case)- 15 ‘Leaked Records Reveal Offshore Holdings of China's Elite’ International Consortium of
e wtekitsid ‘;”’Pj‘gh v The Chase Manhattan Bank N A [1990] 1 HKLR 277, and Investigative Journalism, (23 January 2014) available at the official website of International
9  Oxfam Nissasickal _“T”ﬂ"" lh:-"f“"’?d 3‘:’"*_[!990] HKLR 396. ' Consortium of Journalism online at www.icij.org/offshorefleaked-records-reveal-offshore-holdings-
ot g paver i i p;waxe bﬂ"c’“s now stashed away in havens enough to ¢nd chinas-elite last viewed on 20 August 2014.
s wpmsmleai';n i (21 May 2013). This report is at www.oxfam.org/en/eu/press 16 The United States, Foreign Account Tax Compliance Act (FATCA) was enacted in 2010 by Congress
e A-u .s[ 70—|4 tax-havens-private-billions-could-end-extreme-poverty-twice-over as part of the Hiring Incentives to Restore Employment (HIRE) Act. On 18 March 2010, the Hiring
10 Tax Justice N elw. i rkgIE‘TEN')' B ) Incentives to Restore Employment Act of 2010, Public Law 111-147 (the HIRE Act), added Chapter
viewed on 14 April 2014 , al www.taxjustice net/cms/front_content.php?idcat=2&lang=1 last 4 to Subtitle A, comprised of ss 1471 through 1474, to the Code. These provisions were originally
L introduced as part of the Foreign Account Tax Compliance Act of 2009 (HR 3933).

. “ I
Despite radical changes to bank secrecy in many European countries over the
past few years, Hong Kong was initially reluctant to amend its bank secrecy laws,
However, particularly since 2008 the legal regime in Hong Kong has received a
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20.5 Hungary

é a declaration of the infringement;
the cessation of the infringement and orderi
satio ering the othe in feo
further infringement; o : P
i ahremedy in the form of a public statement;
the cessation of the injurious status and the restoration i
S ‘ : of the previous s ]
5 trz.mstemng the financial gain acquired by the unlawful conduct in acti
with the rules of unjust enrichment. o

Apart from thes'e'genera] and potential consequences, the injured party ma

(a)a §n-call.ed. ‘injury compensation’ regarding the non-pecuniary (eg ps chyl o
emotional) injury he or she suffered; and/or (b) damages. The condilions};f it gt -
injury compensation are the same as the conditions of awarding damages i
exception that in the case of the former it is sufficient to evidence the unlgaw,f\?th
only. The court determines the amount of the compensation in one lump su y

into account the particular circumstances of the matter. P

Criminal law

[20.6] _Acl C of 2012 on the Criminal Code penalises the infringement of eco t
secrets (m{_}ludmg. among others, bank, securities and insurance secrets). An l'l e
who is obliged to keep an economic secret and discloses the bank secret; to :n
party (unless dqu authorised) with the intent of acquiring an unjustified &d\.‘y
or to cause detriment to any person, commits a misdemeanour and can be sen?en :
{0 up to two years’ imprisonment. "
1

Administrative law |
[20.7] In the event of the breach of any of the provisions set out in legal re la!imlil >
concerning financial and auxiliary financial services (including the breac]'ﬁ]]f bank .

secrecy), the National Bank of Hun can im i i
i ol i gary impose fines and penalties (along with

Cross-border/extra-territorial issues

[2t;0.8] In addition to the .cmss-border aspects of bank secrecy already discussed
above, sanctions may be imposed on financial institutions domiciled outside of
Hungary, pursuant to the provisions of the Banking Act.

[f a foreign financial institution providing cross-border services i .
the Hl_mgarlan regu_]alions applicable to it or if insufﬁcienciesna?euzgegtﬁh;}
operations, the l‘jIe_uwnaI Bank of Hungary is empowered to request the financial
institution to recl}ty }he problem in compliance with such regulations. In cases where
the ﬁna_nc:al institution does not rectify the insufficiency or the unlawful operation,
the National Bank of Hungary can notify the relevant foreign Financial Supervisury.
Aut!mm}r of the financial institution, requesting it to take appropriate measures. The
National Bank of Hungary may also act directly if it determines that the continuance

of the anomalous situation presents i ili
( a serious threat to the stability of the financial
system or the interests of customers. ot the I

Any information which may be required i i i
Ormé quired in legal proceedings outside of Hungary
{band which is not covered/cannot be obtained under the Banking Act directly) fﬂa}‘
¢ obtained under the official legal assistance regime which may be in place with
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_ytual recognition. Legal assistance procedures are implemented by courts, but the

med

orthe ministry of justice.

Money laundering 20.12

the relevant jurisdiction either on the basis of multilateral, or bilateral agreements or

est for assistance should normally be delivered to the ministry of foreign affairs

n
Regulation of financial markets

Financial markets in Hungary are regulated by the Banking Act, which

~ defines the financial services and the requirements of obtaining a licence to conduct
' guch services. The Banking Act deals with the supervision of the financial institutions
and
the other hand,
the Capital Markets Act and the Investment Services Act (the latter is the local law
jmplementing
of securities secrecy, and the issuance and distribution of securities. The insider
dealing and market
in compliance with
‘regulates the investiient services set oul in the MiFID and contains detailed rules of
securitics secregy\with a list of exemptions where

sets out the rules of bank secrecy, as well as the rules of business secrecy. On
capital markets are regulated by separate pieces of law, in particular

the MiFID). The Capital Markets Act regulates (inter alia) the rules

of the Capital Markets Act are

abuse/manipulation provisions
Union law. The Investment Act

the relevant pieces of European

data relating to securities secrecy
may be discldse/ito third parties.

Insiclertrading and market manipulation

1+0.10] The Capital Markets Act has implemented the European Union legislation
on insider trading and market manipulation. The regulation reflects the respective
European Union law and insider trading is a criminal offence under the Criminal

Code.

Since the emergence of the financial crisis (starting in the second half of 2008 in
Hungary) the supervisory authority imposed fines on a number of occasions on
entities as in its view the conduct of such entities resulted in market manipulation.

Conflicts of interests

[20.11] Credit institutions providing investment and auxiliary investment services
besides financial services must guarantee in their internal rules that the two units
are separated in order not to influence the transactions between their clients, the
credit institution divisions, the credit institutions and other participants. The internal
rules must determine precisely the way data is conveyed between the units and bank
secrets should be available exclusively for those who need them for performing their
tasks, The internal rules have to be submitted to the National Bank of Hungary.

MONEY LAUNDERING
Background

first countries in Europe which adopted laws
prohibit money laundering. Besides the former
(the *Money Laundering Act’) became effective
of Money Laundering, which already
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[20.12] Hungary was among the
in order strictly and effectively to
criminal code, in 2003 a new acl
replacing Act XXVI of 1994 on the Prevention



22.36 Ireland

CONSENT OF THE CUSTOMER

[22.?6} The duty of confidentiality of a bank in respect of its customers’ affairs mag
I::e_ disapplied where the customer consents to the disclosure in question. A cunsen]tm!‘
this purpose may be express or implied. In the case of implied consent, it is diffy :
to d.etermm'e the scope of the exception and whether it applies will depend {mculg
particular circumstances of each case. One circumstance in which implied con h
to disclosure has been traditionally inferred is where the customer provides a ﬂs;.,d
party with the name of its bank for the purpose of the bank providing a reference :
relation to the customer. However, in view of the English Court of Appeal’s decf::gl:

in Turner v Royal Bank of Scotland ple,"*# it is unclear whether the Irish courts Wouldll

co?sider a -::T]stotz)ne;c has impliedly consented. The customer’s implied consent wilj
not protect the bank if it is negligent when providing information ivi
reference. : j e

Some banks insert express provisions in their mandates and application forms

permitting them to make, in relation to dealings with customers, in[ra-gmup-.

disclosures, disclosures to regulators (including regulators outside of Ireland) aud,‘.

in a few cases, disclosures to other third parties and to a credit reference bureay

Standard hon?e loan mortgage documentation usually contains a consent by the
customer to disclosure for the purpose of a securitisation by the lender. The Code of.".

Practice issued by the Central Bank for such transactions provides:'*

(1) A_loan securer.! by the mortgage of residential property may not be transferred
without the written consent of the borrower. When seeking consent from either

an existing or a new borrower the lender must provide a statement containing

su{ﬁcicnt infomlati_nn to enable the borrower to make an informed decision,
This statement, which must be cleared in advance with the Central Bank, mﬁst

include a clear explanation of the implications of a transfer and how the transfer

mjght affec_l the borrower. The borrower must be approached on an individual
basis and given reasonable time to give or to decline to give his consent.

(2) When secking a consent and where there is to be or where there may he an
arrangement under which the original lender will service the mortgage as an
agent of any transferee, the lender will confirm that the transferee’s polif:y on the
handling of arrears and in the setting of mortgage interest rates will te the same
as that of the original lender, and that the original lender will hatidi¢ arrears as
its agent.

(3) Where the lender in the ordinary course of business would no longer have control
in relation to
(a) the sett_ing of interest rates, and/or
(b) determining the conduct of relations with borrowers whose mortgage

payments are seriously in arrears
the IF:nder must seek the borrower’s consent to a transfer notwithstanding any
previous consent which a borrower has given.

(4) When seeking the borrower’s consent to the transfer of his mortgage, as described
in paragr_aph (3) above, the lender will provide the borrower with the following
information:

(a) the name ‘and address of the intended transferee, and of any holding
company, if applicable;

142 [1999] 2 ALL ER (Comm) 664,
143 See www.centralbank.ie ~ Code of Practice on the Transfer of Mot :
a transfer within the same corporate group. e et
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(b) the relationship, if any, between the lender and the transferee;

(c) a description of the intended transferee and of its business, including
details of how long it has been in operation, and of its experience in the
management of mortgages;

(d) an explanation of the policy and procedures which will apply for the setting
of the mortgage interest rate and for making repayments if the transfer takes

lace;

(e) Eonﬁnnalion that in the absence of a specific consent the existing
arrangements will continue to apply.

(5) The terms of the transfer agreement shall require the transferee

(a) to allow transferred mortgages to be redeemed without charging a
redemption fee or approved under s 28 of the Central Bank Act 1989.

(b) to continue any existing mortgage protection insurance arrangements;

(¢) to allow the borrower to arrange his own house insurance;

(d) to adhere to the principles of section 26 of the Building Societies Act 1989;

(e) to provide to the authorities the mortgage statistics previously provided by
the original lender;

(f) to comply with this code of practice in relation to any future transfer of

these(fnoitgages.

SANCTIONS FOR CUSTOMERS

#2.37] A breach of the duty of confidentiality by a bank will result in damages
bging awarded to the relevant customer. In Slatrery v Friends First Life Assurance
Company Ltd"* when assessing the level of damages, the High Court did not apply
the rule in Hadley v Baxendale' or consider the House of Lords decision in Jackson
v Royal Bank of Scotland'*® McGovern J stated:

*121. In this case, the plaintiff has not established any special damage arising
out of the breach of confidence. But that is not a bar to the plaintiff recovering
damages. It is clear from such authorities as Conway v Irish National Teachers
Organisation, Mcintire v Lewis [1991] 1 IR 121 and FW v British Broadcasting
Corporation (Unreported, High Court, 25th March, 1999), that the Court is vested
with a discretion to award compensatory damages, including aggravated damages,
notwithstanding any failure to explicitly plead the latter category. Indeed, it would
run contrary to what McCarthy I in McIntire v Lewis referred to as the “dynamism
that characterizes the common law” for this Court to hold itself as being artificially
restricted in granting the plaintiff a remedy.

122. Aggravated damages are usefully defined by the Law Reform Commission
in its consultation paper on Aggravated, Exemplary and Restitutional Damages,
published in April, 1998, and cited with approval by Barr ] in FW v British
Broadcasting Corporation, as follows:

“Aggravated damages are classified as a species of compensatory damages,
which are awarded as additional compensation where there has been intangible
injury to the interests or personality of the plaintiff, and where this injury has
been caused or exacerbated by the exceptional conduct of the defendant.”

144 [2013] IEHC 136.
145 (1854) 9 Exel 341.
146 [2005] 1 WLR 377.
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24.15 japan

df:]ce:'ased person’s bank account (ie, whether disclosure of the transaction records i
Hil ation to llhesdeceased person’s bank account to a co-heir upon request withoyt ‘,ﬂ
other co-heirs’ consent constitutes a breach of the duty ufconﬁdemiaiity) tag

gﬁi]os:epiigw Coun_ot Japan" I{EId Ihaf: (i) a financial institution owes a duty tg

_ ‘1€ transaction records in relation to a bank account upon the request of
a depositor and that such duty arises under a deposit contract: (ii) a col_‘?]q.est !
!ndepepdentiy exercise the right to request a bank to disclose the’ transacu’oneu- ol
in relalwn_ to a deceased person’s bank account pursuant to the co-heir’s stat o
the ch?posu contract succeeded to from the deceased person which is vem:j -
co—he:rs.; and (iii) as long as disclosure is limited to the co-heirs, disclosure :;‘1 -
transaction records in relation to the deceased person’s bank acc;}um u o
by one of the co-heirs does not constitute a breach of the duty of conﬁde?l{:i]:ﬂli-f;]l;c:.l

A‘Vis [he Olhei CO‘hei S bﬁ a i

Disclosure by a syndicated loan agent

[24.16] In a syndicated loan transaction there is generally an information '
petwecn a loan agent and the other lenders. An agent would have greater ac o
information about the borrower through past transactions, while the other ICIESS -

may not have any relationship other than through the sy;dicated loan Theeniez
lenders have to obtain a borrower's information necessary for its cretiit dec?'

through the agent. If the syndicated loan agreement has no clause under '\J‘rh'stllﬂtl
borrower agrees to disclose information about the borrower to the lenders whu;h ;

an agenl may disclose information about the borrower to the other ]cnderls wifhoi |

the borrower’s consent may be an issue. q

Itis necessary for an agent to consider the followi i
( T _ owing factors mentioned in para [24, '
3]130;&: in delerm!mng whether to disclose the relevant confidentjal infcnngtion[abo-ﬂ 0
e borrower. With regard to these considerations, the following should be noted: \

: :;;sl[‘:::]‘;r:;l “EI“ (), ti]le purpose of disclosure seems justifiable be¢suse an
as aright to i . . X
lenders; % £l to Investigate a borrower and report its findings to the

2 in relation to item (ii), inf; i
, Information on a borrower’s i Qess\s
S I creditworthiness should be
3 in relatz?n to item (iii), disclosing information on a borrower’s creditworthiness
would significantly impact the borrower:
4  inrelation to item ( iv?, the parties to whom the information will be disclosed are
: !:lanks or other financial institutions; and
:;11 gelatlpmn to item (v), bgnks or o!her financial institutions owe strict obligations,
ii With respect to information management, are subject to a duty of
confidentiality under the syndicated loan agreement,

ﬁ&nolher 1ssue is whether an agent owes the duty to disclose information on the

OITOWer to lend_e.rs when it obtains information on the borrower that would affect
the lend:{rs‘ credlll decisions. The Supreme Court of Japan® held that an agent has a
duty to disclose information to lenders in syndicated loans under the partiﬁu]ar case
summanser.j as fo[[_ows: (i) prior to the origination of a syndicated loan in question
a borrower’s principal bank, which is also an agent of another syndicated ‘l]uan (tht‘:

19 The Supreme Court of Japan (Minshu Vol 63
( 3, No 1, p 228) (22 January 2009),
20 The Supreme Court of Japan (Minshy No 242,p 1) (27 November 20?2). :
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sAgent for Another SL'), has doubts about the correctness of the financial statements
of the borrower and instructs the borrower to review the latest financial statements; (ii)

; the fact stated in (i) above was provided to lenders of another syndicated loan by the

Agent for Another SL; and (iii) the fact stated in (ii) above was provided to the agent
of the syndicated loan in question (the “Agent for This SL”) by the borrower to leave
the decision as to whether the Agent for This SL should continue the origination of
the syndication of loans in question with the Agent for This SL. This judgment does
pot affirm that an agent owes general obligations to disclose information about the
porrower to lenders, and is applicable to only the particular circumstances described
above. However, the argument discussed in the judgment is still useful for an analysis
of whether an agent owes a duty to disclose information regarding the borrower.

Disclosure in M&A transaction

[24.17] This section looks at the question of whether a bank as a party in an M&A
transaction may disclose its customer information to the counterparty of the

M&A transaction.

It is necessary.for a bank to consider the following factors mentioned in para [24.6]
above in deternining whether to disclose the relevant confidential information about
the counterparty of an M&A transaction. With regard to these considerations, the
following should be noted:

in relation to item (i), because M&A transactions permissible under the

Companies Act (Act No 86 of 2005; as amended) inherently require the transfer

of customer information to the counterparty of the M&A transaction, the purpose

of disclosure is likely to be legitimate;

2 inrelation to item (ii), in light of the nature of M&A transactions, disclosures of
comprehensive information, including the creditworthiness of customers, should
be reasonably permissible;

3 in relation to item (iii), the impact on all businesses involved should be
considered;

4 in relation to item (iv), if the recipient of information is a regulated organisation
such as a financial institution, disclosure is likely to be legitimate; and

5 inrelation to item (v), entry into a confidentiality agreement with the recipient

of information tends to make disclosure legitimate.

»
1

On the other hand, when a bank discloses information obtained as a financial advisor
in an M&A transaction, it generally enters into a confidentiality agreement. In such
cases, a bank should determine whether it is permitted to disclose information in
accordance with the confidentiality agreement. Thus, it is prudent to stipulate at the
outset the identity of the permitted recipients of confidential information in order to
avoid breaching the confidentiality agreement.

SANCTIONS

[24.18] If a bank discloses information regarding a customer in violation of the duty
of confidentiality and the customer suffers losses or damage due to such violation,
the customer may claim for compensation in a civil lawsuit against the bank.

With details in respect of administrative sanctions by the FSA pursuant to violations
under the Banking Act, please refer to para [24.23] below.
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26.23 Luxembourg

as well as arms trafficking, prostitution, corruption and kidnappi i
fo}]ow}ng implementation into Luxembourg Igw of the Thjrdplpvir(l)ie{;f E::m -
D.:recuv?’” also cover among others, fraud, counterfeiting, environmental o?f .
kidnapping, theft, forgery, insider dealing and market abuse etc.” The rules ”
banks to make thorough checks and controls in order to identify the origin ofmq
the 1dent1_r}i of their clients (including the beneficial owner) and suspect trans :
and prohibit (through abstention) the banker from entering into certain [ransa?:c o
In order to a]!ow and compel banks to denounce acts which might ccmu
money Iaun.der:ng, a legal exemption from bank secrecy was required and Lhes
Lnlroduceq into the Banking Law and is today provided for in the law of 12 Nove
:,004 relating to the fight against money laundering and financing of termrism :
2004 Money Laundering Law’)™ which implements EC Directive 2001/97 (Se g
Money Laund.ering Directive) as well as EC Directive 2005/60 (Third o
Laundepng Directive). Since 2004, the bankers’ obligations in relation to m
laundenqg are no longer set out in the Banking Law, but are grouped in a sep
law specifically dealing with money laundering aspects and which applies not (. v
to banks and professionals of the financial sector, but also to other professions 3
as auditors, lawyers, notaries, estate agents and generally businesses selling hi
value goods where a payment in cash is made for more than €15,000. =

Pursuant to the current obligations, these professionals (i i i
3 ncluding bankers), their
managers and employees must fully co-operate with the authorities in charge}afmtgi

fight against money laundering and financing of terrori : 3
them must; & g ol terrorism. In this respect, each of

I of their own initiative, inform the public prosecutor when they have knowledge.
suspect or have reasons to suspect money laundering or financing of lerrmisge i
inter alia, by reason of the person concerned, the origin of the funds, the namr]g:” ‘
the purpose or the proceedings of the transaction; and ' o~
2 furnish to the public prosecutor upon request all information necessary in
accordance with the procedures established by the applicable legislation. &

The tr_ans_mission of infprmatic-n is done by the person designated within the Hank's
oOrganisation as responsible for reporting money laundering.

Professionals subject to the 2004 Money Laundering Law or thei: fjpanagers or
f:mp]nye?s may not communicate to the client involved or to any third.party that the
mformauqn has been transmitted to the prosecutor or that an invistigation has been
started. With the_1mplcrnenlatjon of the Third Money Laundering Directive, the 2004
Money I-Jii_updel:l]'lg Law now provides for appropriate exemptions from tl’me tipping
off prohlbm(_)n in particular for banks, insurance companies and other professionals
of the financial sector where disclosure is allowed among group members located in
the EU or in equivalent third party countries.

In practice, banks are frequently faced with a situation where published information
‘[for e;_iarqpie._ In newspaper articles) indicates that a client is to some extent involved [
in a criminal investigation abroad (with often only limited information or details), but

70  EC Directive 2005/60 of 26 October 2005.

71 The full [is} of underlying offences can be found in CSSF Circular 08/837 (www.cssf. Tu)

72 Further gt}ldanc:: on the application of the Luxembourg legislation on monej: Iaul-lde.ring within
the ﬁne:nc:al sector can be found in CSSF Circular 08/387 of 19 December 2008 applicable to all
professionals of the financial sector. Following Luxembourg's 2009/10 GAFI audj:.ma) grand-ducal
decree was passed on | February 2010 which inter alia takes over certain parts of the Circular 08/387 |
and extents them to all professionals subject to anti money laundering obligations.

Scope of the exemptions to bank confidentiality 26.24

~here the bank’s file on the client and the transactions which were carried out on his

unls have been duly justified and do not show any element which might indicate

_money laundering. The Luxembourg public prosecutor takes the view that in such
' case a banker would always be required to denounce his client.

; If- however, it is later found that the information was wrong and that indeed the
' ;_s&spicion against the client was unsupported, a declaration by the banker to the

: utor may have caused serious harm to the client. In order to avoid bankers
‘peing reluctant to comply with their denunciation obligation the 2004 Money
Laundering Law provides that a good faith disclosure to the public prosecutor by a
pank does not constitute a breach of bank secrecy and may not entail any liability
on the part of the professional. Such provision is justified in particular in situations
where the banker can have legitimate doubts about whether a fact is or is not an
indication of money laundering. It is submitted however, that a mere indication of
a suspicion of criminal activity published in a newspaper article cannot be by itself
an element which is sufficient for the denunciation obligation of the banker to come
into existence. The courts have confirmed that such indication in a newspaper, having
regard to the information available to the bank, was not in itself sufficient to trigger
the requirement Tar a denunciation.

The banker hia; thus become subject to a reporting obligation imposed by law and is,
in this respet, exempted by law from bank secrecy vis-a-vis the public prosecutor.

rankers and outsourcing

[26.24] Banks more and more often outsource part of their business to outside
professionals. The increased recourse to outsourcing is driven by globalisation,
as well as by the requirement to reduce costs in a competitive environment. Bank
secrecy has always been a handicap to implementing outsourcing solutions as client
data could not be disclosed by Luxembourg bankers. Where Luxembourg banks or
professionals of the financial sector took recourse to IT operating systems abroad
(which has been an accepted practice within financial groups for many years),
the CSSF insisted (absent a specific client consent — see para [26.25] below) that
any client data be made anonymous which required technically complicated and
expensive solutions.

To remedy this situation, the Luxembourg legislator introduced three new categories
of professionals of the financial sector by a law of 2 August 2003:

I ‘client communication agents’, ie professionals in charge of client reporting or
of archiving;

2' ‘financial sectoradministrative agents’, ie professionals who renderadministrative
services to banks, other professionals and investment funds (mainly register and
transfer activities, etc); and

3  ‘operators of financial sector information, technology systems and
communication networks’, ie professionals in charge of maintaining IT systems
or communication networks of banks or professionals of the financial sector.

To the extent that information is communicated to any of these professionals as part
of a service contract relating to the activities which are outsourced, the obligation
10 secrecy imposed by art 41 of the Banking Law does not apply. The exemption
Introduced in art 41(5) is justified because such professionals are subject to the
same bank secrecy provisions, must have a proper organisation allowing compliance
with the obligations to which they are subject and are also supervised by the same
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29.1 The Netherlands

These arguments, which are in themselves convincing, have so far not led 1o
deb.'ate on the need for regulation of this subject matter in The Netherlands ™
main reason for this is that the current system, based on a contractual general
to a certain measure eroded by various statutory disclosure obligations, is gene I
deemed to work satisfactorily both from the banks’ and the customers’ point of yj
In addltl_on_, the drafting of a law on this subject will be a complex task req
many existing statutory rules in different Acts to be amended; why cmbarl’t on thig
there is no certainty that the result will be any better than the current situation? ]

THE BANK’S DUTY OF CONFIDENTIALITY

The duty of confidentiality under civil law

[29.2] Under Dutch law, there undoubtedly exists a duty of banks to mainta
confidentiality towards their customers. This duty is generally deemed to be bz
on the contractual relationship between the bank and its customers. This relationship
more often than not is governed by the General Banking Conditions 2009 (Algemens
Bankv_oo:rwaarden 2009) which have been developed by the Dutch Ba G .
Association (Nederlandse Vereniging van Banken, or ‘NVB’) in co-operation with
members and after consultation with consumer representative organisations. Banks
in The Netherlands will invariably endeavour to ensure that these General Bank

Conc'lilions are part of the contractual relationship. The General Bank Conditions
provide in art 2:

‘The Bank shall exercise due care when providing services. In its provision of
services, the Bank shall take the Customer’s interests into account to the best of
its ability. None of the provisions of these General Banking Conditions or of the -
special conditions used by the Bank shall detract from this principle.’

The phrases ‘to exercise due care’ and ‘take the Customer’s interests into accou:

to the best of its ability’ are considered, inter alia, to comprise the duty to rhintain
customer data confidentiality. “

Article 4 of the General Banking Conditions provides:

‘In provi_ding_ its services, the Bank does not have to make use of non-public
information, including price-sensitive information.’

This proviso is curious; essentially, it relates to the dilemma that a bank may be
f:onfmnted with when the investment advisory departments of the bank are providing
investment advice (or research reports) to its customers whilst in other depamnenm"
of the bank (for example, the credit department or the corporate finance department)
data are available which are confidential but which are certainly relevant to the
investment advice to be given or to the contents of research reports that the bank
publishes. This problem will be addressed later in this chapter.

The duty of care and the duty to take into consideration the interests of customers
would apply to the relationship between a bank and its customers even if they had not
been expressed in the General Bank Conditions. These duties are generally considered
applicable on the basis of the principle of reasonableness and fairness which is a
cornerstone of the Dutch law of contract and, for certain services, on the basis of
}he bar_lk‘s duty to exercise the care of a good provider of services (opdrachtnemer),
including when it acts as a mandatary (lasthebber). See arts 6:2, 6:248 and 7:401 of

694

The bank’s duty of confidentiality 29.2

the Civil Code (Burgerlijk Wetboek). The question arises whether the General Bank
Conditions, by explicitly referring to this duty of care and this duty 10 take into
consideration the interests of the customers, impose on banks obligations that are
e far reaching than the obligations imposed by the principles of reasonableness
and fairness of arts 6:2 and 6:248. In Dutch legal doctrine, it is argued that this is
indﬁﬁd the case; however, without specification as to what such extended duty may
in practical terms mean.

The General Bank Conditions do not contain any specific provisions on the extent of
{he duty of confidentiality. Questions such as which data must be kept confidential

-4 which data may without consent of the customer be disclosed must be solved on

an ad hoc basis, each time taking into account the specific circumstances in which

the question arises. The General Bank Conditions likewise contain no provisions
on exceptions to the general principle. Generally, the duty is thought to extend to

all data that are not in the public domain. Obviously, where there is a legal duty to

disclose (eg on the basis of a statute or by order of a court or supervisory authority),
the duty to disclose would generally prevail. By and large banks in The Netherlands
are quite meticulous about maintaining the duty of confidentiality, and will tend to
seek customer congent whenever banks think this duty may arguably be breached.

Surprisingly perliips, there is in the Netherlands virtually no case law on the extent
of the duty ¢f confidentiality based on art 2 of the General Bank Conditions. This
ahsence ¢f ddse law appears (0 indicate that, in practice, few occasions arise where
there 8.2 dispute between bank and customer in the application of the duty of
confidentiality. A more down to carth reason for the absence of case law may be that
do-very reason why a customer is interested in a bank’s strict adherence to rules
f confidentiality often also constitutes a very good reason for that customer not to
litigate on the issue.

There is one judgment of the District Court in Zwolle that perhaps deserves to be
mentioned here.! In this case, the bank had advised a third party of the precarious
financial condition of one of its customers. The third party was also doing business
with this customer, and providing it with financial facilities. Although it could be
argued that it was logical and defen sible for the bank to provide information to the third
party, particularly given the coniext of discussions that had been conducted between
all parties involved, the bank was nevertheless held liable. The judgment is of a lower
court, and therefore perhaps not 100 much weight should be given to it. Nevertheless,
the judgment provides a clear warning that implied consent of a customer should
not be easily assumed. Additionally, the judgment seems to indicate also that in (the
early stages of) restructuring exercises, especially where lenders are not protected by
commonly applicable disclosure provisions in the credit documentation, one should
be careful about the exchange of information that is not specifically condoned by the
borrower in distress. It should be noted that under certain circumstances the bank’s
duty of care towards third parties can imply a duty to investigate its own client and
potentially notify third parties (further discussed in para [29.29] below).

What happens if the General Bank Conditions are not applicable? In certain contractual
relations, for example, often in transactions between banks inter se and sometimes
in transactions between banks and large corporate customers, applicability of the
General Bank Conditions is excluded. In addition, it is noted that general conditions
that a foreign branch of the Bank applies 1o its legal relationships with the customer
will normally prevail above the General Banking Conditions in the event of a conflict

1 JOR 2000/130, dated 22 December 1999.
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30.1 Norway

Data Protection Directive.” In contrast to the confidentiality rules in the finanoia
:]‘ 91

IenglaUOIl, asa gﬂllcl al m]e, thE I eI’SCl]Ia| Da[a AC[ Olll a[ll 1esto 5

The current confidentiality provisions were made for a quite different
today appear not to be well suited in all respects and there is therefore a
modc;rmsmg the rules. The Banking Law Commission, a standing gov e
appointed _han}u'ng law committee, delivered on 27 May 2011 a draft rgo .: rn]m

act consolidating the regulation of financial institutions. Stortinget (fhcpN.:s)?-wfe

Parliament) has how i : ‘ =
Somer ever not adopted this draft act yet: see ‘Proposal for g

society and

Personal data rules

[30.2] As mentioned above, the bank confidentiali i

_As : ty rules in Norwa i '
z?l [h_e ms:l_wt_dual officer and employee of the bank and not at the bani iilrsi;mﬁcat:: |
confidentiality rules protect all customers, both physical persons and legal enﬁti‘es Ve

The Personal Data Act implements Council Directi

: irective 95/46/EC. The Directi
only protects physical persons and the Personal Data Act regulates the collec(:“l;']o‘pﬁ
and treatment of personal information and imposes restrictions on the transfer and

. S0 prote T

According to the Personal Data Act, financial institutions are, under certain conditi

allowed o collect and process personal data about customers who are ph s?x
persons. Disclosure of such information can only take place to the cxtentl:a]]}{;wed.
_under tho.’: Personal Data Act. These restrictions come in addition to restrictions
lrr_lposed in confidentiality rules elsewhere in the legislation, so that the strictest ruln:-
will always apply. The purpose and nature of the personal data rules differ somewhat
compared to lhe. confidentiality rules. The proposed legislation attempts to sc-t"e.'
degree to copsol:dale the two sets of rules, and corresponding rules with respe tin
exchange of information within a group are proposed. Ky

To transfer personal data under the Personal Data Act to other entities the transferrin

entity must either obtain the relevant person’s consent or make u;e C‘l“;!ﬂe of tbg
Personal Da.rz_t Act’s exemptions. If a cross-border transfer is carsied out based on
these exemptions, the information may as a starting point only be transferred to
countries that have adequate regulations for handling personal information. Countries
that have implemented Directive 95/46/EC are presupposed to have such an adequate
level. If personal information is to be transferred to countries that do not have such

adequate requirements, another kind of legal basis
, , BZ ac
concerned, must be sought. g e TR

SCOPE OF BASIC POSITION

][330.3] The present confidentiality rules for banks can be found in the Commercial

; ;?j; Iﬂ]i:;l é 961 and _t};cBSa?lEs Bank Act 1961. An unofficial translation of section
)¢ Commercial Bank Act (which is similar to the ¢ i ision i

the Savings Bank Act) reads as follows: e i

2 Council Directive 95/46/EC,
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*Blected officers, employees and auditors of a commercial bank are obliged to

weat as confidential any information which comes to their knowledge by virtue

of their position concerning the bank or a customer thereof, or another bank or its

customer, unless they are obliged to disclose information pursuant to this or any

other Act. The duty of confidentiality does not apply to information, which the

. poard of directors or anyone authorised by the board discloses on behalf of the
pank to another bank.

Notwithstanding this provision, the bank may carry on credit reference activity in
accordance with the laws applying thereto.

In principle, the confidentiality obligations apply to all matters which officers,
employees and auditors receive knowledge of in their position in the bank. This
includes at the outset ‘neutral’ information, such as the existence of the customer

relationship, name, address, profession etc. ‘In connection” means that the person

‘must have received the information in his capacity as employee, officer or auditor,
jrrespective of whether he actually received the information at the time when he
was working. The duty of confidentiality only extends to information which was
not publicly kaown or available at the time. The duty of confidentiality does not
extend to mdtiers which are public (other than through illegal disclosure by the bank
eemployee arofficer), for instance, through newspapers, television, radio, the Internet
‘or bechude it is available upon a search of public registers. It would, however, as a
maitemile be regarded as a breach of the duty of confidentiality for a bank employee
e wonfirm press reports that a given person or entity was a customer, unless the
source for such press reports clearly was the customer itself.

The duty of confidentiality extends in principle to any disclosure of such information,
including internally within the bank, except that information can be given on a ‘need
to know’ basis. In particular, confidential information cannot freely be given to other
legal entities within the same financial group: see ‘Information exchange within the

group’ below.

The confidentiality rules in the Banking Acts do not deal with the question of
outsourcing or use of external consultants such as lawyers, etc. In practice, it has
been accepted that confidential information can be disclosed to external consultants,
but the FSAN stated in a circular of 17 April 2000 that they would regard such
consultants as being directly subjected to the confidentiality rules in the Banking
Acts. It will be the obligation of the outsourcing entity to ensure that such consultants
undertake to keep information received confidential.

Under the rules on securitisation in the Finance Activity Act, financial institutions
wishing to assign a loan portfolio to a non-financial institution must notify the
borrowers, who must object within a time of not less than three weeks. Under the
Financial Contracts Act 1999, a financial institution may transfer a loan to another
financial institution without the borrower’s consent. The borrower must, however,
be notified about the transfer. Neither of these sets of rules authorise the release of
confidential information about the borrower(s), and specific consent must therefore
be obtained. In the preparation documents for the securitisation rules, the Ministry
of Finance expressly states that when the seller is going to act as a service provider/
manager of the sold loan portfolio, the seller may not disclose confidential customer
information to the purchaser without customer consent, although it is acknowledged
that the purchaser may have a legitimate interest in such information. The rules only

apply to financial institutions.
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31.32 Poland

The motion referred to in para | shall include:

I the number of the case;

a description of the offence being the subject matter of the preparatory
p[‘(}Ct?Edil'l gs, together with its legal qualification; b
the circumstances justifying the need to make the information available;

an indication of the person or organisational unit concerning the inform;g,ﬁg :
the subject obliged to make the information and data available; e
the type and scope of the information.® '

3

(= N R SR 4

Haymg t?xamined the motion, the court shall, by a ruling, express consent for the
mlorn_'xatlpn to be made available, specifying its type and scope and the person or
org_amsanonal unit that it concerns, as well as the subject obliged to make it availablur
or it shall refuse to grant consent for the information to be made available.®

The public prosecutor authorised by the court shall inform in writing th i
_ ) i e sub
obliged to make the information available about the contents of the cﬁurt's m]i]:;t

the person or unit that the information is to
_ ) concern and the type and sco
information.® 0 gl

Accordlpg to art 106¢ of the Banking Act, the public prosecutor conducting the
pmceec_imgs in the cases specified in art 103, para 1, subpara 2, (b) and (c) may, on
the basis of a ruling issued upon his motion by the locally competent regional c(;m1,
request the provision of information protected by bank confidentiality by the subjeets
to which the bank disclosed such information. The provisions of art 106b paras 2 to
5 shall apply accordingly. :

Fiscal incursions into bank confidentiality

[31.33] The wid_e scope of information, including that of a confidential nature, which
is in the banks » Insurance undertaking’s, investment and pension fund’s possession
also has to be disclosed to the tax authorities and fiscal control authorities.

Article 105, para2 of the Banking Act states that the scope of, and the ‘rles
concerning, disclosure of information held by banks which is to be disclossd. to the
tax authorities or fiscal control authorities is regulated by separate legislation. These
Acts are the Tax Ordinance Act of 29 August 1997 and the Fiscal Canicol Act of
28 September 1991. Under these Acts, in certain circumstances, $hestax and fiscal

control aulhorit@es were given almost unlimited access to information possessed by
banks about their customers.

Under art 82, para 2 of the Tax Ordinance Act, banks are twice a month (from 1 to
I5 of the month and from 16 to the last day of the month) to prepare and provide
to tax authorities the information concerning opened and closed bank accounts of
undertakings engaged in commercial activity. The information covers the number of
the bank account, particulars enabling identification of the holders of such account
and the date when the account has been opened or closed.

Ban_ks, insyrance undertakings, investment and pension funds are also subject to
lax_lnspgcuons‘by the tax authorities. The inspectors, to the extent authorised, are
entitled, in particular, to request access to records, account books and all documents

60 Banking Act, art 106b, para 2.
61 Banking Act, art [06b, para 3.
62 Banking Act, art 106b, para 5.
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wgnected with the purpose of the inspection and to make copies, extracts, notes,
pﬁnwuls and download data in electronic form.%

Under arts 33 and 33a of the Fiscal Control Act, banks are obliged to supply the
confidential details of customer accounts upon the written request of the General
nspector of Fiscal Control or a Director of a Fiscal Control Office, but only in the
following circumstances:

| in connection with the preparatory proceedings initiated in a penal case and
offence, a fiscal penal case or fiscal offence;™
2 in connection with an inspection (initiated by an inspector under issued
authorisation) after the prior summons of a taxpayer by the inspector to
provide such information or to authorise the financial institutions to pass on the
information, but only where a taxpayer:
(a) has not given consent to the information being disclosed,
(b) has not authorised the Fiscal Control Office to apply to the financial
institution for the information to be passed on, or
(c) has not, within the time limit specified by the Fiscal Control Office, provided
information or authorisation mentioned above, or
(d) has not(Gelivered the information which is required to be completed or
compéyed with information provided by a financial institution.®

The GeneralInspector of Fiscal Control or a Director of a Fiscal Control Office can
requestthe following information concerning the suspect customer:

1 >(bank accounts, powers of attorney to manage bank accounts and the amount
in such accounts and powers of attorney, as well as their urnover and balance,
indicating the inflows and debits of account and their titles and their respective
senders and recipients;

2 pecuniary accounts, securities accounts or powers of attorney to manage such
accounts and amount in such accounts, as well as their turnover and balance;

3 credit contracts or loan contracts concluded, specifying the amount of the
obligations arising from such loans or advances, the purposes for which they
have been concluded, and how the repayment is secured, as well as deposit
contracts and contracts for provision of safe deposit boxes;

4 state treasury shares or state treasury bonds acquired through banks, as well as
trading in these securities;

5 trading in deposit certificates issued by banks or in other securities.®

Information listed under points 2 and 4 above may also be respectively requested
from other than banks brokerage business operators.

Investment funds are required to prepare and submit information on the date of
purchase, number, price and value of the acquired units of participation and the date
of repurchase, the number and value of repurchased units of participation, the amount
paid to the fund’s participant for the repurchased units of participation as well as the
date and amount of the fund’s incomes paid to the participant, at the written request of
the General Inspector of Fiscal Control or the Director of Fiscal Control Office issued
in connection with the preparatory proceedings initiated in a penal case and offence,
afiscal penal case or fiscal offence. In the course of the penal or offence proceedings
and fiscal penal or offence proceedings by an inspector, control proceedings by a

Tax Ordinance Act, art 286, para I, point 4.
Fiscal Control Act, art 33, para 1.

Fiscal Control Act, art 33a, para 1.

Fiscal Control Act, art 33, para 1.
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33.15 Singapore

the purpose of compensating (in part or whole) or otherwise assisting or prote
insured policy owners and beneficiaries under certain circumstances, and for iy
connected therewith.

"

Ac:;o}'ding]y. Item 9 has been amended and updated to permit disclosure to Jawfu
recipients for the purposes of complying with the provisions of the Deposit Ins :
and Policy Owners’ Protection Schemes Act 2011.

Part [l, item 1: disclosure in connection with performance of duty

[33.16] As a matter of practice in Singapore, as well as elsewhere, bank officer
already often disclose customer information to their colleagues in Singapore, ag
well as in overseas branches and to their professional advisers. Item | has formally
recognised this practice as an exception to the duty of bank secrecy. i

The scope of the exception is as follows. A bank officer may disclose customer
information to his fellow bank officer in Singapore, or to an officer designated in
writing by the head office overseas or its parent bank in the case of a foreign-o
bank incorporated in Singapore, in connection with the performance of duty on the
part of both parties. The lawful recipient in this case does not however include bank
officers from overseas branches and subsidiaries (who have not been so designated
by the head office). :

Other lawful recipients of such information would be the bank’s lawyer, COHSUR&HL.I
or other professional adviser appointed or engaged by the bank under a contract of
service. A further lawful recipient of such information would be an auditor appointed
or engaged under a contract of service by the bank, its head office overseas, or its
parent bank in the case of a foreign-owned bank incorporated in Singapore,

\J

Q

Part I, item 2: conduct of internal audit and risk management \

[33.17] This exception permits disclosure of customer information in connéction

with the conduct of internal audit or risk management. A foreign bank in Sitigapore

may now disclose to: (i) its head office or parent bank; (ii) an oversebs branch
designated in writing by the head office; and (iii) a designated ‘relatetl.corporation” .
(ie its subsidiaries or affiliates). A local bank may disclose to, jt=\pirént bank or '
any related designated corporation. A foreign-owned bank incorpotated in Singapore

may disclose to its parent bank or any related corporation designated in writing by

the parent bank.

Several writers™ have mentioned the lacuna in the old regime, where disclosure
is permitted under the previous s 47(4)(f), to a bank’s head office (of information
relating to credit/foreign exchange details), under s 47(4)(k) to a bank’s local parent
bank (of information relating to credit facilities) and s 47(4)(1) to a bank’s head
office and branch (for the purposes of collating and processing of information). It
appeared that while disclosure could be made to a branch of a bank and a parent
bank, no disclosure could be made to a subsidiary. Now, at least for the purpose of
this exception, a subsidiary can finally be made (by designation) a lawful recipient
of customer information.

25  For example Tan Sin Liang *Banking secrecy — legal implications for banks in Singapore under the
Banking (Amendment) Act 2001° [2001] Straits Lawyer, August, at 28.
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part ll, item 3: outsourcing operational functions

133.18] This is a particularly welcome exception which allows a bank to outsource

rational functions and thereby disclose customer information to “any person
-cluding the head office of the bank or any branch thereof outside Singapore’ who

It has become increasingly more commercially expedient for banks in Singapore to

outsource many of their operational functions such as processing of credit cards to
ies, who might enjoy greater economies of scale in that particular function

than the banks themselves. This enabled banks to focus on their core banking business
: ‘in the value chain. However, such activities were not strictly authorised under the

former banking secrecy regime — instead, approval from the MAS on a case-by-case
basis under the old s 47(12) was necessary before such outsourcing activities could
\ake place. This has now been addressed by the exception in item 3.

The exception draws a distinction between local and domestic outsourcing. If the
outsourced function is to be performed outside Singapore, the MAS may impose

conditions on the outsourcing contracts, as compared with domestic outsourcing,

where no such géhiditions are imposed. This appears from the parliamentary debate
at the second-weading of the Banking (Amendment) Bill 2001 to have been done
to safeguadd jgainst the foreign lawful recipient wrongfully disclosing customer
informatten. However, the deterrent effect against foreign service providers
comritiing an offence under s 47(5) would be open to question, given that lh_e
peualties would be difficult to enforce extra-territorially. For that reason, before it
weuld permit a bank in Singapore to disclose customer information overseas, the
MAS therefore stipulated a certain level of standing in proposed foreign outsource
service providers, and in the legal and regulative framework of its home jurisdiction.®
Reference should be made to MAS Notice 634”" to Banks titled ‘Banking Secrecy
— Conditions for Outsourcing’ for conditions to be satisfied if any outsourced
function is to be performed outside Singapore. One of the key stipulations oi" MAS
634 requires banks to notify the MAS of all outsourcing arrangements involving the
disclosure and protection of customer information upon entering into the relevant
outsourcing agreement outside the jurisdiction.

Part Il item 4 & 4A to 4D: mergers and acquisitions, transfer of business and
shares and share capital restructuring

[33.19] This exception permits a bank to disclose customer information in
connection with a merger or acquisition, or proposed merger or acquisition, of the
bank or its financial holding company, to any person participating or otherwise
involved in the mergerfacquisition or proposed merger/acquisition (including his
lawyers and other advisers), whether or not the merger/acquisition is subsequently
entered into or completed.

Obviously, one of the big challenges in the merger or acquisition of a bank is in
overcoming the banking secrecy issue. Since not all banks would have provided
for a consent to such disclosure in their account opening forms in anticipation of a

26 Parliamentary debates, n 10 above, cols 1709-1710, per the Deputy Prime Minister BG Lee Hsien

Loong,
27 19 February 2003, revised on 25 May 2004. For Merchant Banks, see MAS Notice 1108 (19 February

2003, revised on 25 May 2004).
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35.3 Spain

This I:::qu conclusion has been supported since 1978 by the constitutiona]

the pnnc:pIe_ of bank secrecy. To the extent that the duty of bank confiden ia
conne;ted with the right of privacy of clients as protected by the Spanish Con .
such right (and the corresponding obligation on the provider of bankin smn_
must_be interpreted broadly and may only be limited to the extent that itins;m
conﬂ!cl, or nee_ds to be interpreted in conjunction, with another right pmttar:tedrs :
Span1§h Constitution and such limits as set out in law. In light of the Constitutjey
Court’s judgment of 26 November 1984, we will analyse the scope of the h
of banlf secrecy and in relation to the particular facts subject to revision nzul:‘ 5
level of information that credit entities are obli ged to provide to the tax E:ufh i

regards movements of bank accounts held by clients. S

Another specific area of concern is the reports prepared b it institutions
regarding lhf: economic situation of their c]icnti. Allhl::)ugh a nunfb:i?;c!z]:;slumu o
understood in the past that the principle of secrecy should only cover details rears
particular and usual banking transactions, it seems, taking into consideralgi

nature of the principle of bank secrecy as a long-standing commercial usage b:.f :
the epa{:tmem‘of _Law 44/2002 and the recognition granted to the pﬁnci?:ﬁe 'b the
Spanish Constitutional Court as part of the right of Spanish citizens to their ?.r 2
that the release of any report that may serve to identify the client or/and a pﬁcﬁr
transaction entered into with a credit institution and/or the economic or financial
position of the client requires the prior approval of that client. This conclusion s
tu::lhcr supported by the fact that the Law 44/2002 regulations that reco nise Ehe
existence of a duty to keep confidential information regarding clients c)fg a credit

entity refer to ‘the information relating to balance i
2 s, operations and an ients’
transactions’. P y other clients’

1,

As regards additional legislation, it is worth mentioning that Royal Legislative
D;c!'ee 12?811986 and the Internal Regulations of the Bank of Spain consider
pnva}eg&d mfonnalion subject to the duty of secrecy to be all the data document‘#
and mformat;on gathered by the Bank of Spain in the performance of ll'lc functions
vested upon it by existing legislation. Thus, all such information gathered as aa,e;;
Eﬂ: to the Spaplsh T}'east_Lry, currency exchange provider and supervisor of the
conﬁl’r;gn i}s::’;ﬂ including, in particular, credit entities, will be subject to the duty of

In thf: scc_u_rilies market, all information obtained by market partisfpatits including
credit entities, in respect of investors, issues and transactions in\the m;.rket must
be kept confidential and safeguarded from improper use as provided for in art 81
of Law 2_4»’1988. In this context, it is important to determine the level of activities
and services that credit entities established in Spain (includin g branches of foreign
institutions and EU-based entities under the Second Banking Co-ordination
!):reclme',4 as implemented in Spain by Law 3/1994) may provide to clients, since
mfonnatmn_otgtained in the provision of those services will be affected by the duty

of COHﬁdF!lllallty and proper use. In essence, credit entities may perform in Spain all |
.{he activities restricted to duly authorised professionals in the securities market (ie
investment services companies, namely, securities companies, agencies and portfolio
management companies). These include, inter alia:

1 the receipt of orders from clients and their execution or

i rovidi eir
execution; providing for th

4 Council Directive 89/646/EEC.
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the intermediation in the placement of securities on the account of issuers and
their underwriting;

3 the negotiation of securities on their own account;

4 the provision of credit to the market; and

5 the provision of deposit and discretionary portfolio management services to
clients.

Below, we will analyse the limits applicable to the principle of bank secrecy
affecting its scope. These limits refer, essentially, to the powers of the administrative
and judicial authorities to obtain information from credit entities. It is also natural
1o understand that the scope of the principle of bank secrecy must be limited and
constrained by the will of the person or entity protected by it. Thus, if the bank
has obtained permission to release any information from the person to whom the
information relates, such disclosure must not be deemed in breach of the principle
of bank secrecy. This conclusion is contained in Law 44/2002, which, as explained
above, exempts from the duty of confidentiality not only the information which must
be disclosed by mandate of law or regulatory authority as provided by law, but also
the dissemination of information to which the client has consented.

The approval ¥y\thie affected client as a limit to the principle of bank secrecy was
already condidered in Royal Legislative Decree 1298/1986. This Decree exempts
from the_obligation of confidentiality vested on officials of the Bank of Spain that
information released with the consent of the affected party. Circular 1/2013 of 24
My el the Bank of Spain, which regulates the central credit risk information-
gablering system of the Central Bank, has allowed for information in respect of an
ndividual to be made available to a credit institution with which such client has
no contractual relationship, although the client may exercise his/her right to amend
or cancel the relevant information should the data be inaccurate or not pertinent.
Similarly, the regulations aimed at protecting personal data (specially Organic Law
15/1999 of 13 December on the protection of personal data) provide, when referring
to the activity of companies who provide information about the financial position
of third parties, that any personal data used in that regard must be obtained from
public sources or with the consent of the affected party. In the field of personal data,
Organic Law 15/1999 sets out the general rules applicable to the management of data,
including communication and storage regulations and rights vested on the holders of
the data. In particular, these regulations limit the rendering of outsourcing services
to companies which administer personal data by requiring certain minimum contents
in the relevant outsourcing agreement aimed at protecting the confidentiality of the
data. Additionally, Organic Law 15/1999 limits transfers of personal data to persons
or companies located in countries not providing an equivalent protection level to that
achieved in Spain, subject to certain exceptions.

The issue of bank confidentiality is also linked to the provision of Internet services
by credit entities. The duty to keep confidential all personal data regarding the
client is also applicable to these transactions. In this connection, Law 34/2002 of
11 July on information services and electronic commerce, which develops Council
Directive 2000/31/EC, sets out the general rules applicable to providers of Internet
services located in Spain (information to be displayed on the website, prohibition
of unsolicited commercial e-mails, validity of electronic agreements and resolution
of disputes, inter alia). This Law will also be generally applicable to providers of
Internet services located within the EEA or EU provided that the services relate
to specific subjects (such as intellectual property, direct insurance, contracts with
natural persons qualifying as consumers, etc).
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37.9 Switzerland

Pul‘:—lic ser'vams such as the members and officers of the FINMA, officers of
Swiss Haucmgl Bank, tax inspectors, etc are bound by special confidentiali .
governing their respective offices, which involve criminal sanctions as well.2!

EXCEPTIONS

Customer consent

General

[37.10] Bank confidentiality* is not onl
/ y for the benefit of bank customers in the
strict sense, but also for the benefit of third persons who had contacts with ceiletl})]:nZ';f

ptr a;)m:(ti whr;m _the bank obtained confidential information in the ordinary course of
its banking business. In order to simplify matters all those pe )

: # rsons X
here as ‘customers’. . e T

Express or implied consent

[37.11] As the customer is the master of the privi i i i

[37.1 privileged information, his ex ;
implied consent releases the bank from its confidentiality duty. Since suchprm
must be legally valid, the bank may be in a difficult situation if it has reason to believe

that ﬂ'_u’: consent olf _the customer may not have been given voluntarily, but under
material duress originating from a third party, including foreign public authorities.

Under the CO, consents given under material duress may be subsequently voided
byl the customer. Under these circumstances, banks will usually try to obtain c:lea'f.
evidence that the consent expresses the customer’s actual intent, for example !jy'
means of prior written consent. Like any communication betwee:n the parties 'to=a'
contract, sx_mh a consent will have to be construed in accordance with the ‘principle
of gogd faith’ established by Swiss jurisprudence. This means communication v:iuh'
the client t_las 1o be understood as a reasonable person would have undesstood it
under the given circumstances in good faith.2® Given the fact that bank conﬁu‘gwﬁaﬁty
not only protects a contractual right of the customer, but also his privacy tth test
becomes particularly delicate in respect of court-ordered waivers, ;

Persons acting in lieu of the customer

[37'1.2] The consent does not need to be given by the customer himself, but may
be given by any person authorised under the applicable law to act on ‘beha]f of
the customer. Thus, consent may also be given by agents or proxies appointed by
the customer, legal representatives such as parents, Spouses (if applicable), tutors,
curjators. guardians, officers and directors of a legal entity or successors h:’,irs and
assignees Or executors of the customer’s will.** However, such consent ri]ay not be
effective if information concerning the customer is of a strictly personal nature. The

21 CfPC, art 320.
22 In the following sections, the terms “bank confidentiality’ or * i
. . 2 ity' or ‘secrecy’ ¥ 2
professional secrecy’ and ‘securities dealer’. R st el
23 CfBGE 111 (1985) 11276 (279).
24 Aubert et al, n 5 above. pp 299-351.
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Exceptions 37.14

situation becomes particularly difficult for the bank when the customer is no longer

available L0 clarify inconsistent or partial consent.
As part of the introduction into the CC of new provisions regarding adult protection
which came into force on 1 January 7013, the ordinance regarding the assel
management in connection with general deputyship or guardianship™ introduced
new disclosure rules for banks. Article 10, sec 3 and 4 of this ordinance provide for
an obligation of the bank to disclose bank information to the office of child and adult
otection. This disclosure obligation requires, however, a formal decision of the
office of child and adult protection.®

justifiable estate of necessity

[37.13] Article 17 of the PC provides that whoever commits an act subject Lo
punishment in order to save his own or third party’s legal right from imminent danger
that cannot be otherwise averted, is acting lawfully if he is thereby safeguarding higher
interests. Such higher interests may include body, life, freedom, honour, property orf
other essential rights. The concept of justifiable estate of necessity was discussed
among Swiss legal «Cholars in connection with the handing over of client data in the
context of threatsak foreign governments against Swiss banks. The financial interest
of a Swiss bafkjdnd its interest to continue its banking operation as well as the
protection Givbank’s employees held in custody by a foreign government have 10 be
palanced_ aj@inst the confidentiality interest of the bank’s customer. A balancing of
intercss Has to take into account the specific factual circumstances and may involve
difficuit questions of judgment. In the UBS case, the Swiss Federal Government has
held that the threat of the US authorities to start criminal proceedings against UBS
in the United States does not constitute a justifiable estate of necessity pursuant to
which UBS could turn over client data to the United States.

The concept of justifiable estate of necessity may also operale as ground for reduction
of criminal sanctions. Whoever commits an act subject to punishment Lo save himself
or another from an imminent danger to body, life. freedom, honour, property Of other
essential rights that cannot otherwise be averted, the judge shall reduce the sentence
if the sacrifice of the property could reasonably have been expected from him. If the
offender could not reasonably be expected 10 relinquish the endangered right, he is
not acting in a culpable manner (PC, art 18).7

Litigation involving the customer

If the customer sues the bank

[37.14] Article 47 of the BKL does not contain an express exception referring to an
action by the customer against the bank. However, a customer who sues the bank, but
insists that the bank abstains from disclosing facts covered by bank confidentiality
when defending its position, acts against the general principle of good faith.
Accordingly, banks are entitled to disclose confidential information to the courts

RS 211.223.1L

Kleiner, Schwob and winzeler, n 3 above, BKL, art 47,n76.

Kleiner, Schwob and Winzeler, n 3 above, BkL., art 47, nn 326ss; Emmenegger and Zbinden, n 13
above, pp 253s and 270s: P Honegger and A Kolb Amis- und Rechtshitfe: 10 aktuelle Fragei in

Emmenegger Cross-Border Banking (2009) pp 43s; Heine, n 13 above, pp 178s.
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