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. . . . . . . . . . . . . . . . . . . 3.107, Table 1-2 at 1.41

. Privacy criteria . . . . . . . . . . . . . . . . . . . . . 1.25–.26

. Resource for . . . . . . . . . . . . . . . . . . Supplement B

. Service commitments and system
requirements . . . . . . . . . . . . . . . . . . . . . 2.63–.64

. Suitability of design of controls . . . . . 1.32–.35,
. . . . . . . . . . 1.40–.43, 3.94, Table 1-2 at 1.41

TYPE 1 SOC 2® EXAMINATION AND REPORT
. Contents of . . . . . . . . . . . . . . . . . . . . .4.107–.109,

. . . . . . . . . . . . . . Table 1-1 at 1.18, Appendix E
. Time frame for examination . . . . . . . . . . . . . 1.24
. Type 2 SOC 2® examination distinguished

from . . . . . . . . . . . . . 1.05–.06, 1.14, 1.16–.17

TYPE 2 SOC 2® EXAMINATION AND REPORT.
See also service auditor’s report

. Changes to the system occurring between
periods . . . . . . . . . . . . . . . . . . . . . . . . . . 3.57–.58

. Contents of . . . . . . . . . . . . . . . . .Table 1-1 at 1.18

TYPE 2 SOC 2® EXAMINATION AND
REPORT—continued

. Defined . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1.05

. Extending or modifying the period covered
by . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2.79–.90

. Illustrative . . . . . . . . . . . 4.105–.106, Appendix D

. Operating effectiveness of controls. See
operating effectiveness of controls

. System changes implemented during the
period . . . . . . . . . . . .3.62, 3.108, 3.140–.141

. Tests of controls. See tests of controls

. Time frame for examination . . . . . . . . . . . . . 1.24

. Type 1 SOC 2® examination distinguished
from . . . . . . . . . . . . . 1.05–.06, 1.14, 1.16–.17

U

USER ENTITIES
. Boundary of the system, clarity of reporting

on . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .1.21
. Business relationships with service

organizations . . . . . . . . . . . . . . . . . . . . . 1.01–.13
. Categories of . . . . . . . . . . . . . . . . . . . . . . . . . . 1.09
. Controls. See complementary user entity

controls
. Defined . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1.01
. Management of . . . . . . . . . . . . . . . . . . . . . . . . .1.04
. Prospective . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1.10
. Responsibilities of . . . . . 1.03, 1.08, 2.20–.23,

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3.36–.41
. Risk assessment . . . . . . . . . . . . . . . . . . . . . . . 1.04
. Service commitments and system

requirements . . . . . . . . .1.44–1.49, 2.59–.65,
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3.24–.29

V

VENDOR AND BUSINESS PARTNER RISKS,
CONSIDERATION OF. See also subservice
organizations . . . . . . . . . . . . . . . .3.147–.151

W

WRITTEN ASSERTIONS. See also
management assertions

. To accompany description of service
organization system . . . . . . . . . . . . . . . . . . . 2.26

. Elements of . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1.16

. Management refusing to provide . . . . . . . . 2.68,
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4.64–.67

. Requesting of service organization
management . . . . . . . . . . . . . . . . . . . . . 2.66–.69

. SOC 3® report . . . . . . . . . . . . . . . . . . . . . . . . . 1.56

. From subservice organization’s
management . . . . . . . . . . . 2.28, 2.100, 2.103

WRITTEN REPRESENTATIONS . . . 3.197–.212
. At conclusion of engagement . . . . . . . . . . . .2.26
. For extended or modified period . . . . . . . . .2.86
. Illustrative examples . . . . . . . . . . . . . . Appendix G
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WRITTEN REPRESENTATIONS—continued
. Management’s refusal to provide . . . . . . 3.211,

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4.66
. Not provided or not reliable . . . . . . 3.209–.211
. Requesting of service organization

management . . . . . . . . . . . . . . . . . . . . . 2.66–.69

WRITTEN REPRESENTATIONS—continued
. On subject matters of the

examination . . . . . . . . . . . . . . . . . . 3.201, 3.205
. Subservice organizations . . . . . . . . 2.28, 3.206
. When engaging party is not responsible

party . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .3.212
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