419 advanced fee fraud 123-4

A4e employment company 74-5
abuse of position 34
academic fraud 4,5
academic qualifications 230
accomplices 209-10
accounting 96-101
accounts receivable fraud 97-101
definition of fraud 96
financial statement fraud 97
scandals 96
accounts, interviews
accounts receivable fraud 97-101
accreditation
expert witnesses 51-2
professional  230-1
‘accused’, definition 2
ACFE see Association of Certified Fraad
Examiners
acquisitions 97
actions, evidence assessment
actual fraud conveyancc. 105
advanced fee fraud 123-4
Afghan elections 73
Africa 28
Aguilar, Humberto]. 68-9, 182
al-mu’amalat, Sharia law 30
ambulance service case studies 144—6
anti-money laundering (AML) 37
see also money laundering
antisocial personality disorder 71
apparel company case study 92-3, 202-3
application fraud 99-100
application of skills 171, 173-4
apply see Identify, Define, Explain and Apply
method
appraisal of information 218-26
assets
business 86
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191, 193, 195, 198-9

Index

financial statement fraud 90
intangible 86-7
associates 212-13
Association of Certified Fraud Examiners
(ACFE) 72,148,230
ATMs see automated teller machines
audit, definition 162
audit clauses, right'to. 149
audit sampling 164
auditors 162—::
auditing categories 163
investizators vs auditors 163
pifalls of non-forensic role 164
Australia 75
aucomated teller machines (ATMs) 1001
Balaam, Jacqueline 80
balance sheets 90
Bank Muscat case study 102
Bank Secrecy Act 23
banks/banking 23, 101-2, 157, 158-9
Bartlett’s theory of reconstructive
memory 46
BASEL customer due diligence 37
Baxter, David 111-12
belief 13-14
benefit fraud 124, 126-7

‘Beneish Model’ 95-6
‘beyond reasonable doubt’ 32, 38
bids and tenders 105, 107-8

Big Data 131-2

Bitcoin 134-6

black hat hackers 130

black market 58

Boko Haram terrorist group 123-4, 126
bonus schemes 62

bookkeeping case study 92

Born Liars (Leslie) 10

Bosworth-Davies, Rowan 64

‘bottom line’ 61-2
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Brailey, Denise 75
breach of trust 9, 205
Breeze, Andrew 168
bribery
corruption vs fraud 25
Norman case 167-8
procurement fraud 106
Bribery Act 2010, UK 34-5
Bring-Your-Own-Device (BYOD) 89
burden of proof 39-40
business assets 86
business intelligence 150-1
business terminology 60-2, 141-2
BYOD see Bring-Your-Own-Device

Canter, David 79

capability lists  189-90, 203

capital flights 12-13

car smuggling case study 21
caseload management 215-16
cash flow statements 91

cashiering 97

challenge, PEACE model 191, 198-9
charity fraud 124

chemotherapy drugs case study 113
choice of words, interviewing 193

circumstances, Three Cs model 14-17, 112.

178

circumstantial evidence 41-2

civil cases 38-40

claims, prize 133-4

clarification, PEACE model 191, 198-9

cleaning company case stuly © 15-16

clone phishing 134

closure, PEACE Model . 191, 193, 195,
198-9

cloud computing services 57

cloud currency 134-6

coercion 27, 89

cognitive thinking see lateral and cognitive
thinking

COIs see conflicts of interest

collusive practices 27

company gifts scenario 185-8, 189

compensation 33

competitive bidding 108

complaint, letters of 219, 221, 225

computing services, cloud 57

concepts of fraud 55-142

conduct, Three Cs model 14-17,112, 178

confidence 173

conflicts of interest (COIs) 107

consequences, Three Cs model 14-17, 112,
178-9
constructive fraud conveyance 105
contexts of fraud 85-128
continuous states, SE3R 197, 202
contractor bidding 108
contracts 106-7, 108, 149
conversation management 191, 193, 194
Conversation Management (Shepherd) 191
conveyancing 104-5
corporate espionage 88-90
corporate fraud 4, 5
corruption 25-7
fraud vs corruption 25-7
money-laundering 26-7
MONKOR 59
procurement fraud 105, 106
Corruption Percepticn inaex (CPI) 59
costs of fraud 56-9
Council for the Registration of Forensic
Practitioners (CRFP) 52
CPI see Coryuption Perception Index
creativity + 176
credit card fraud 99-101
anplication fraud  99-100
ATMs 100-1
faster payments 100
handheld devices 99
skimming 99-101
CRFP see Council for the Registration of
Forensic Practitioners
crime see cybercrime
criminal deception 13-14
criminal evidence 38-9,40-4
burden of proof 39
circumstantial 41-2
direct 40,49
forensic 42-3
hearsay 42,49
‘naturally occurring’ 43
primary 41,49
‘red flags’ evidence 44
secondary 41
criminal intelligence 151
criminal psychologists 67-8
cross-activities 85-128
currency, cloud 134-6
customers
due diligence 37
KYC 37,58
cybercrime 65, 129-39
419 advanced fee fraud 123-4



alerts/triggers 131-2
background 129
banking fraud 101
Big Data 1312
Bitcoin 134-6

case study 135
cloud currency 134-6
hacking 129-31
internet fraud 132-4
phishing 1324
social networking 136-9
cyberinsurance 117
cyberterrorism 125-6

Darwin, John 117

data

analytics 211-12

BigData 131-2

recovery 211

set exercise 219, 223, 225

‘volatile’ 44

deception 13-14, 27

decisions logs 183-4

define see Identify, Define, Explain and Apply
method

deletion 11

digital currency 135-6

digital evidence 43-4

digital forensics 43

direct evidence 40, 49

directives, EU 37

dirty money 19

disappearing ink fraud cas® 126

disclosure of informaticn. 3

Discretion Line approach™ 216-17

dishonesty 26, 241

distortion 11

Dodd-Frank Act 2010, US 36-7

drug-habit funding 58

Dubai 208

due diligence

dynamics of fraud

37,145
55-142

E-discovery 210

e-learning 229, 230

editing essays 234-5

education see training

ego 89

El-Wahabi, Amal 125

electronic evidence 44
see also digital evidence

emails 134, 219, 222, 225
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embezzlement 18
employees 89, 103—4
engaging, PEACE Model
Enron 96,103
episodes, SE3R 197, 202

191, 193, 195, 198-9

equity 90-1
espionage, corporate 88-90
essays 233-8

conclusion 234

evaluation format 233-5

final editing 234-5

IDEA method 235, 236-8
introduction 234

main body of question 234
problem/scenario format 235-8
summary of points 238
typical questions 223-4, 235-8
ethical hackers 130

ethics

ethical fraud 4,5-6, 130
investigative goals 168
investigaior behaviour 182-3
United- \irlines case study 3, 5-6
ethnicity study 13-14

Ewvopean Union (EU) directives 37

¢valuation, PEACE Model 191, 193, 195,
198-9
evaluation format, essays 233-5

even amounts 212

events, SE3R 197, 201, 202
evidence 37-52

basic principles 38-52
burden of proof 39-40
classifications 38—40
cognitive/lateral thinking 177, 178
criminal 38-9, 40-4
definition 38-9

difficulties with 37-8
electronic 44

evidential pathway 53
expert witnesses 50-2
financial statement fraud 94
investigator skills 218-26
lateral/cognitive thinking 177, 178
practicalities 38-40
sources 38—40

‘volatile’ data 44
whistleblowing 50
witness testimony 45-9
exam preparation 231-9
essays 233-8

multi-choice exams 231-3, 239
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expert witnesses 502
accreditation 51-2
representation 51-2
who they are 50-2
explain see Identify, Define, Explain and
Apply method; PEACE Model
exports case study 110
extract stage, SE3R 200
eyewitnesses 46

Facebook 136-7
fake messages 132-3
False Claims Act (FCA), US 76
false representation

UK Fraud Act 33-4

United States 35-6

see also misrepresentation; representation
faster payments, credit card fraud 100
FATF see Financial Action Task Force
FCA see False Claims Act
FCPA see Foreign Corrupt Practices Act
ferry operator case study 99
fiduciary duty, definition 8-9
Financial Action Task Force (FATF) 37
financial auditor, definition 162
financial fraud 86-102

accounting 96-101

banking fraud 101-2

‘Beneish Model’ 95-6

business assets 86

corporate espionage 88-90
financial statement fraud . $0--5
intangible assets 86—7

IP theft 86-8

trade secret theft ¢8-90

financial services fraud 78
financial statement fraud 90-5
accounting fraud 97
case studies 92-3
common ‘red flags’ 95
examples of fraud 93-4
finding evidence of fraud 94
knowing your business 94-5
types 90-1
Foreign Corrupt Practices Act (FCPA)
Uus 36
forensic auditing 163-4
forensic evidence 42-3
forensic practitioners, CRFP 52
forensic psychologists 67-8
fraud, definitions 4, 6-8, 28-9, 35-6, 96
Fraud Act 2006, UK 10-11, 28, 33-4

1977,

Fraud Triangle 147

free trials online 133

Fuller, Rodger 64

funds 33, 58,121-6
furniture firm case study 63

G4S security company 74
gambling addiction case study 80
gasoline pump skimming 99
Gazprom gas monopoly 129
‘geeks’ 157,159
gender 80-1
generalisation 11
ghost employees 103—4
Global Cyber Black Market 58
goals of investigation 167-70
ethical rationale 168
how fartogo 16970
political aspects.’ 157-8
truth, versions of 168-70
government-tidding 108
governmenvcontracts 108
grey hatiackers 130
Greac v Garner, 498 U.S.
11991) 76
3SM Gateway fraud 120

279, 288-289

hacking 129-31
casestudy 131
easeof 130-1
identity fraud 131
types of hackers 130
handheld devices, credit card fraud 99
‘hands on’ investigation 184-213
associates and mapping 212-13
author’s previous case  207-8
company gifts scenario 185-8, 189
data analytics 211-12
information technology 210-11
interviewing 190-203
resourcing 203-7
responding vs reacting 184-8
starting points  188-90, 208, 210
unfamiliar cases 207-10
Hayward v. Zurich [2015] 32-3
healthcare fraud 112-15
casestudy 113
insurance billing 116
types/examples 112-15
unbundling 115
upcoding 114

hearsay evidence 42,49



hoaxes 10
Hodge, Margaret 75
human memory diagram 181

Identify, Define, Explain and Apply (IDEA)
method 235, 236-8
identifying issues 219-25
identity fraud 131, 137-9
ideology 89, 123-4
IFED see Insurance Fraud Enforcement
Department
impulsive fraud 70-2
in-house training 230
income statements 90-1
independent witnesses 45
Indian exports case study 110
information
appraisal 218
disclosure 34
asevidence 49
handling 150-1
as knowledge 49
information security industry 57
information technology (IT) 210-11
insurance fraud 115-17
casestudy 117
cyberinsurance 117
and thelaw 31-3
‘organised’ fraud 77
renting 117

start points of investigations ' 185
types 116-17
Insurance Fraud Enforcem=n: Department
(IFED) 64,77
intangible assets 86-.7
intellectual property (IP) theft 86-8

intelligence handling 150-1
intent 9
interconnect fraud 119-20
internal control 164
International Corruption Monitoring
Program (MONKOR), Russia 59
International Revenue Share Fraud (IRSF) 118
internet fraud 132-4
see also cybercrime
interviewing 190-203
PEACE Model 190-5, 198-9, 202-3
SE3R 195-203
inventory shrinkage
investigation outcomes
investigations 153-228
caseload management 215-16

104
226-8
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formalities 167-70

goals 167-70

handing caseson 214-15
investigator suitability 155-60
management 213-18

meaning of ‘investigation’ 154
misguided thinking 155
planning 213-16

police policies/practices 209

taking over a case 214-15
team management 216-18
what investigationis 154-67
atwork 153-228
see also ‘hands on’ investigation;
investigator skills
investigations logs 183-4
investigative goals 167-70
investigative journalists. 165-6
investigator skills." 1,,0-84, 218-26
advancing skilic~ 177-80
application . 171, 173-4
assessinp <kilis set 218-26
cogriti e/lateral thinking 177-80, 219
copumients on exercises 224
oriceria of assessment 220
data set exercise 219, 223, 225
essential skills 170-84
ethical behaviour 182-3
evidence handling 218-26
exercises/activities 218-26
feedback form sample 223
good technique structures
identifying skills 170-84
information appraisal 218
investigations log 183-4
invoice exercise 219, 220-1, 224
lateral/cognitive thinking 177-80, 219
letter of complaint exercise 219, 221, 225
memory 181-2
misconduct examples 183
particular skills 172-7
phishing email 219, 222, 225
preparing yourself 218
sample responses 224—6
skills set diagram 170
witness statement exercise 219, 221, 224-5
investigator suitability 155-60
points to understand 156
psychometric testing 160
self-assessments 157-60
investigators vs auditors 163
see also investigator...

219-25
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investment manager case study 209-10
invoice exercise 219, 220-1, 224

IP see intellectual property theft

irrelevant detail, SE3R 197

IRSF see International Revenue Share Fraud
issues, identifying 219-25

IT see information technology

iTunes case study 23

jargon 213

job titles 162-4

journalists, investigative 165-6
Kenyan investigations 73—4

keystroke loggers 99
Know Your Customer (KYC) 37, 58
knowing your business 59-65
bids and tenders 107
case study 63
financial statement fraud 94-5
professional accreditations 231
knowledge
detail 197
information as 49
unique 202-3
KYC see Know Your Customer

lapping 97-8

laptop security 89

lateral and cognitive thinking 17720
baseline 177-8

cut-off point 177,179

evidence 177,178

investigative diagram. 177
investigator skills 219

lateral thinking exercises 180
review 177,178

Three Cs model 178-9

Le Roux, Jonathan 176-7
learning logs 160-2

formats 161-2

sample of 162

Leedom, Liane 71

Leeson, Nick 69, 72

legal fraud 4

legislation 27-37

definitions of fraud 28-9
Financial Action Task Force 37
insurance 31-3
Sharia law 29-31
strategic jurisdictions
United Kingdom 33-5

28-9

United States 35-7
see also individual acts
Leslie,Ian 10
letter of complaint exercise
liabilities 90
LinkedIn 136
links between evidential items
logs of investigations 183—4
Luhn Algorithm 118
lying 10-14
ethnicity study 13-14
problem with words 11-13
‘right vs wrong’ debate 11
truth vslies 13-14

219, 221, 225

219-25

Madoff, Bernie
Malaysia 29
Managing Business Ri<k {ACFE) 148
mapping 212-13
marriages fraud cese 126
masterclasses. 230
Maylam. jeon 111-12
MDS s¢e v tulti-Dimensional Scaling
meriny 46,72, 1812
nicnerea (guilty mind)
raergers 97
messages, fake 132-3
MICE see Money, Ideology, Coercion and Ego
Middle East 24, 25, 28-9
mind, state of 10-14
misconduct 183
misrepresentation 6-9
conveying to victim 7-8
deception 27
definition 205
Hayward v. Zurich [2015] 32-3
hoaxes 10
practicalities 7
summary 7
see also false representation
mistakes 76
Money, Ideology, Coercion and Ego (MICE) 89
money laundering 17-25
Bitcoin case study 135
case studies 21, 135
corruption and fraud 26-7
definition 18-19
digital currency 135-6
drug-habit funding 58
EU directives 37
examples 20
lying 12-13

71,72,174

6, 10, 19-20
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mensrea 19-20 perceptions of fraud 4-6
PEPs 22-3 phishing 132—4
three stages 19 activities list 134
trade-based 23-5 email exercise 219, 222,225
MONKOR see International Corruption fake messages 132-3
Monitoring Program free trials 133
moral behaviour 11 prize claims 133—4
moral fraud 4, 5-6 planning
MoralDNA Profile 159-60 investigations 213-16
multi-choice exams 231-3, 239 PEACE Model 191, 193, 195, 198-9
right vs wrong questions 232-3 police investigation policies/practices 209
specific guidance 231-2 policy aspects 89, 209
test questions 232-3, 239 political aspects 22-3, 167-8
topics vs examinee thinking 231 Politically Exposed Persons (PEPs) 22-3
Multi-Dimensional Scaling (MDS) 79 predictive modelling 84-5
multiple marriages fraud case 126 Premium Rate Service (PRS) fraud 119
prepaid fraud 121
name-calling 157, 159 preparation, PEACE Model 191, 193, 198-9
narcissist leadership 70 pressure, Fraud Triangle 147
nationalistic pride 157, 159 pride, nationalistic' 157, 159

‘naturally occurring’ evidence 43
Nigeria 123-4

non-financial services fraud 78 privacy - 137-8
nonverbal communication 192 prizelaims  133-4
Norman, Jesse 167-8 neohing, SE3R - 197

primary evidence 41, 49
prioritisirig evidence 219-25

oroblem format, essays  235-8
problem-solving 22
procurement fraud 105-12
bids and tenders 105, 107-8
case studies 110-12
industry project example 109
post-contract 106-7
pre-contract 106
start points of investigations 188
supply chains 105, 108-12
professional accreditations 230-1
profiling, offender 79-85
‘proof beyond reasonable doubt” 32, 38

offender profiling 79-85

case study 80

gender 80-1

predictive modelling 84-5
theft offenders 81-2

‘traps’ leading people into frava 82—4
offenders

definition 2

profiling 79-85

risk management 148
opportunity, Fraud Triangle 147
‘organised’ fraud 77-8

panic 184-5 PRS see Premium Rate Service fraud
payments, faster 100 pseudo-stability 149-50
PEACE Model 190-5 psychological contracts 166-7
in action 193-5 psychology of fraud 65-85
benchmarks 194 Aguilar 68-9
conversation management 191, 193, 194 impulsive fraud 70-2
identifying unique knowledge 202-3 Leeson 69, 72
interviewing 190-5, 198-9, 202-3 narcissist leadership 70
objectives of interviewing 191 offender profiling 79-85
pitfalls 191-2, 195 ‘organised’ fraud 77-8
responses to interviewing 194-5 systemic fraud 73-7
SE3R 198-9 uniqueness of fraud 65
suspects 193-5, 203 victims of fraud 65-8

PEPs see Politically Exposed Persons psychometric testing 160
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qualifications, academic 230 pitfalls to avoid 150
quasi-legal fraud 4-5 pseudo-stability 149-50
Rational Choice Theory 147
Radex model 79 right to audit clauses 149
ratio analysis 212 risk managers 165-7
Rational Choice Theory (RCT) 147 investigative journalism 165-6
rationalisation, Fraud Triangle 147 psychological contracts 166-7
RCT see Rational Choice Theory roles, working 162—4
reading stage, SE3R 201 Rono, Edward Kipngeno 172
real estate case study 128 Russia 59
reciprocity 25
reconstructive memory, Bartlett 46 safety online 138-9
recovery of funds 33 Sainsbury’s case study 111-12
‘red flags’ evidence 44, 95 Sarbanes—Oxley Act 2002, US 36
Regulation of Investigatory Powers Act 2000  scandals, accounting 96
(RIPA), UK 38 scapegoating 158
renting, insurance fraud 117 scenario format, essays-. 235-8
report writing 226-8 Scrabble fraud awarenecs system  176-7
checklist 228 SE3R interviewingtool 195-202
‘content not form’ 227 action planning.~ 201
duplicity avoidance 227 applying toin.erviews 198
how reports are read 227-8 basictooe 197
main points 2267 caselscenario  201-2
sample structure 228 forraat sheets 198
structures/formats 227-8 vdentifying unique knowledge
reporting centres 209 202-3
representation main elements 196-7
expert witnesses 51-2 overview 199-201
false representation 33-6 PEACE model 198-9
of fraud 4-6 professionals using 196
see also misrepresentation stagesof 199-201
resourcing 203-7 secondary evidence 41
scenarios 204-7 security companies
template 205-6 case study 15,18
respond stage, SE3R 199 G4S 74
retaliation, whistleblowers 50 information security 57
revenue share fraud 118 self-assessments
review stage, SE3R 201 commentson 157-60
right to audit clauses 149 investigative notions 157-8
RIPA see Regulation of Investigatory Powers stereotyping 157, 158—-60
Act SERCO services company 74
risk assessment 148 Serious Fraud Office (SFO), UK 174
risk management 143-51 Shamil Bank of Bahrain v. Beximco
assessment vs investigation 148 Pharmaceuticals 31
business vs fraud intelligence Sharialaw 29-31
150-1 choice of governing law  30-1
case studies 144-6 role of Sharia principles 30-1
fraud offenders 148 shell companies 102-3
Fraud Triangle 147 Shepherd, Eric  190-1, 195
information handling 150-1 SIM Box fraud 120
intelligence handling 150-1 skills see investigator skills

organisational do list 150 skimming 98-101



case studies 98-9
credit card fraud 99-101
examples 99
investigative goals
meaning of 98
social networking 66
facilitating fraud 136-9
how it works 137
identity fraud 137-9
preventative measures
privacy 137-8
safety culture 138
victims becoming fraudsters 138
social security numbers 138
social/moral/ethical fraud 4, 5-6
sociopaths 71
Somalia 123
South Africa 29
spear phishing 134
speed of investigative response
spin doctoring 10
spoken text, SE3R 197
spontaneity 175-6, 197
starting a case 188-90, 208, 210
state of the mind 10-14
statements of changes in equity 91
statements of financial position 90
Steare, Roger 159
Steele, Claude 159
stereotyping 157, 158-60
stress avoidance 216
subprime crisis, Australia 75
subscription fraud 119
successful outcomes of cases
supply chains 105, 108-12
definition 108
inbound/outbound 109-10
vulnerable points 110
survey stage, SE3R  199-200
suspects, PEACE Model 193-5, 203
Suvorov, Aleksandr V. 185, 229, 241
systemic fraud 73-7

169-70

138-9

184-8

157-8

talent 172,174-7

basic 175

creativity 176

investigators 172, 174-7
specific 175

spontaneity 175-6

team management 216-18
Discretion Line approach 216-17
key tasks 217-18
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team objectives 217
team-building skills 217

telecom fraud 117-21
coreissues 117
interconnect fraud 119-20
prepaid fraud 121

PRS fraud 119

revenue share fraud 118
SIM Box fraud 120
subscription fraud 119

tenders, bidsand 105, 107-8

terminology, business 60-2, 141-2

terrorism funding 121-6

419 advanced fee fraud 123—-4
common types 122
cyberterrorism 125-6
fixating on fraud types 124-5
funding operations. 122-3
ideology and fratd © 123-4

testimony of witness 45-9

theft

P &6=2

offerdc s 81-2

tradcsecrets  88-90

tanking

misguided 155

multi-choice exams 231

see also lateral and cognitive thinking

Three Cs model 14-17
interviewing 203
investigator skills 218
lateral/cognitive thinking 178-9
procurement fraud 112
resourcing 207

Tilton, Lyn 60, 173-4

tone of voice 192

trade secrets theft 88-90

trade-based money laundering
23-5

training 229-39

academic qualifications 230
exam preparation 231-9
in-house 230

investigator skills 172—-4
meaning to student 229-31
memory 181-2

professional accreditations 230-1

Transparency International, CPI 59

trend analysis 212

trust, breach of 9, 205

truth 13-14, 168-70

Twitter 136
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UK see United Kingdom upcoding 114
unbundling 115 urgency 184-5
understanding fraud 1-53 US see United States
corruption 25-7
evidence 37-52 victims of fraud 7-8, 65-8, 138
legislation 27-37 ‘volatile’ data 44
lying 10-14
money laundering 17-25 whaling emails 134
state of the mind 10-14 whistleblowers 25-6, 50, 192
Three Cs model 14-17 white hat hackers 130
what fraudis 2-9 ‘witch hunts’ 168
unfamiliar cases 207-10 witness statement exercise 219, 221,
unique knowledge 202-3 224-5
uniqueness of fraud 65 witness testimony 45-9
United Airlines case study 3, 5-6 example of testimony 46-9
United Arab Emirates 208 eyewitnesses 46
United Kingdom (UK) independent witnesses 45
Bribery Act 34-5 as part of other evidence 45
Fraud Act 10-11, 28, 33-4 reconstructive men.ory 46
legislation 33-5 Wolfsberg AML Frinciples 37
RIPA 38 women 80-1
United States (US) words
definition of fraud 35-6 choite<vhen interviewing 193
Dodd-Frank Act 36-7 proviem with  11-13
False Claims Act 76 work investigations see investigations
Foreign Corrupt Practices Act 36 working memory 72
legislation 35-7 writing reports 226-8
Sarbanes—Oxley Act 36
Zur Institute 66 Zur Institute, US 66
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