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external state contract 190
inserting data into blockchain 192-4
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denial of service (DoS) 88, 91, 101, 102, 116, 121n,
155, 184, 193, 201

deposit insurance 32

deposits 191-2

derivatives 200

deterministic wallets 132

advantages 132-3

hierarchical 135-6

master password 133

Message Authentication Code (MAC) 134-5
type-1 133

type-2 133-4

Devcoin 178

DHT see Distributed Hash Table

Diffie-Hellman key exchange protocol 217-18

digital assets 183-5, 200, 203

blockchain 183-5
creation 184
issuer 185
storage 185
transfer 26

digital notary 100, 194

digital payment system, creating 11-13
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digital signatures (continued)
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discrete logarithm 66, 67n
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nonce 70
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summary 63-4

theory 64-71
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EVM see Ethereum Virtual Machine
Exchange Traded Funds (£513) 38
exchanges 40-3
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37-8
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Finney, Hal 167-8
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FRC see Freicoin
Freicoin (FRC) 177
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generation signature 204
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NP-complete 223
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Gresham’s Law 33
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hash functions 52, 58 and note
cryptographic 96
description 95-9
hash value 95
meat grinder analogy 96n
memory-hard 99
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solution to hash inversion 105-6
hash rate 107
hash tree see Merkle trees
hash type 88 and note
Hash-based Message Authentication Code (HMAC)
135
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date 104
header 104-5
nonce 104
preimage 104
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version 104
hashlocked transactions 215-145
linked 216-17
HD wallets see Hierarchieal Deterministic wallets
HDM wallets see Hierarchical Deterministic
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hosted wallets 131
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Man-in-the-Middle attack (MitM) 53-5
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Meni 236
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root hash/Merkle root 117
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Merkle-Damgéard construction 97-9
Message Authentication Code (MAC) 134-5
meta-coins 185, 194-5
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open-source code 196
types 196-207
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Metcalfe’s law 179
micropayment channel 231
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miners
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blockchains 105, 107-8
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forks 108-9
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hash solution 107
incentive to cheat 152
inserting data into blockchain 192-3
metahashes 152
revenue 24-5
shares 152
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advantages 144-5
business models 46
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equipment 16-17, 46-7
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hosted mining/cloud mining 46
merged 237-8
mining pool operators 46
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selfish 156-8
technology 146-9
transaction fees 154-6
mining pool 150-3
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mining as a service (MaaS) 46
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functions 21
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generation signature 204
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service 242
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Primecoin (X™M1?).175-6
priority block 155
privacy 70%
fully-ar onymous decentralized currencies 221-9
gorcenlisting 213-14
laandry services 212-13
network analysis 20912
privacy-enhancing technologies 214-20
private keys
cold storage 18
encrypted 17
proof of existence 194
proof-of-burn 236
proposed applications 237
proof-of-stake 234
advantages 234-5
disadvantages 235
proposed implementations 235-6
proof-of-work 101-5
alternatives 233-7
Hashcash 104-5
partial hash inversion 103-4
protocols 102-3
protocols 18, 19n, 26
Challenge-Response 102-3
Diffie-Hellman key exchange protocol 217-18
Master 203
mining 153-4
Nxt 204
Payment Protocol (BIP 70) 141-2
Ripple 207
Solution-Verification 103
public asset ledger 8-9
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description 204-5
development 205
gateways 206
ledger 205
ledger chain 205
protocol 207
unique node list 206
ripples (or ripple credits) (XRP) 206
risk score 45
RPOW see Reusable Proof-Of-Work

RSA encryption scheme 59-60, 243
RSA signature 58, 60-2

SAFE network 178
Safecoin 178
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transaction malleability 119-20
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definition/description 77-80
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brain 132
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zero-knowledge 58 and note, 158 and note, 166
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