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examples, 2, 4, 173, 235-236
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Advanced statistical methods:
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239, 240
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analytical, 8—9
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Anomalies versus fraud, 2-6, 12-13
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Automated analytic, 65
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distortion factor model, 70
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Benford, Fiqnk, 68
conditions, 69-70
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Fiaenacci numbers, 68
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practical applications, 70-73
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first two digits, 71-74, 81, 139
second digit, 70, 71
using in IDEA, 73-76
Benfordwiz, 71, 73
Bid rigging, 244
Billing schemes, 133-162
overbilling, 244, 245, 255, 256
underbilling, 244
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BKPF, 19
Block selection, contiguous, 43
Boolean operators, 154, 315
Brainstorming, 18
Bribery, 109, 243-246, 249, 251, 254

Canada Revenue Agency, 264

Canadian Payments Association (CPA), 163
CaseWare IDEA, 19, 26, 317
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Categorical data, 37-38
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Commercial extortion, 246
Commission payment tests, 194-195
Companion website, 121, 306, 308, 314-316
data files, 327-328
IDEAScripts, 314-316, 327
IDEA software download, 327
password access, 327
Comparison based on audit unit, 213
Concatenate using IDEA, 176
Concealment:
check tampering, 166
corruption, 250
noncash misappropriations, 235, 236,
237-238
register disbursement schemes, 222
Conflict of interest, 246247
Contiguous selection, 43
Continuous monitoring, 18, 64, 65
Conversion, assets, 132, 134, 165, 235
Correlation, 101-103, 104, 121, 131, 195, 232
Correlation coefficient, 102,
Corruption, 3, 243-251, 254, 258
Coupon tests, 231
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CSV, 175, 201, 327
Custom functions, 313-314
CVS. See Classical variables sampling

Daily averages tests, 210211
Data analysis cycle, 17-35
audit and investigation, 18-19
evaluation and analysis, 17:-18
software and technolszy, 13
Data:
categorical, 37, 38
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Data analysis software:
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Arbutus, 12, 24-25
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deletions, 13, 14, 77, 219, 262, 290, 299, 302
exploratory data analysis (EDA), 11
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software, 11-12
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Data files:
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organizing, 33-35, 265, 300
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Data mining, 10-11
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dBase, 24, 222, 223. 263, 316, 327
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Delimited, 24, 201,316, 327
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Detective, 5, 18
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standard, 40—41, 59, 65, 81, 82, 83, 240, 249
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Distortion factor model, 70
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157-158
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Egmont Group of Financial Intelligence
Units, 253

Electronic cash registers, 14, 124, 261
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fraud prevention, 164-165
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Electronic suppression of sales. See Zapper fraud

Electronic transfer, 163, 254

Employee address to supplier address match
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ESS. See Zapper fraud
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258, 315
Excel, Microsoft, 11, 12, 20, 24, 286-287,
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Expense reimbursement schemes, 197-220
data analysis, 201-219
fictitious, 199-200
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overstated, 198
Exporting field statistics, 296
Extortion, 243, 245-246
Extraction, direct, 33, 181, 268, 269, 271,
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Extrapolating, 48, 53

False adjustments, 124, 126, 221-222
False refunds, 221-222
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Falsifying inventory records, 238
Falsifying purchase records, 237-238
Falsifying sales records, 237-238
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Features demonstrated, IDEA, 3213522
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Fictitious expense reimbursements, 199-200
Field Statistics, 23, 26-30, 75, §3-84, 86,
135-137, 147, 177173, 202, 295, 296
File format types, 24
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FINCEN, 253, 254
FINTRAC, 253, 254
Forecast, time series analysis, 107-109
Forecast, trend analysis, 104-108
Fraud:
defined, 1-2
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recognizing, 7-10
risk of, assess, 4—6
types, 2-3
Function:
@Age, 151, 192, 202, 249

Index 335
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Gap detection, 161-162,168, 277-280,
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Gestali Zlement Link, 109
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Hawala, 256-257

High number of payments test, 183—185
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Hundi chitti, 256

Hypothesis, 11, 67, 68, 201

IDEA, 12, 18, 19, 20, 22, 24, 26, 27, 327
features demonstrated, 321-323
Ideafunc, 313, 327
IDEAScript, 303-317
companion website, 327, 329
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Illegal gratuities, 243, 245-246
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al-barakat, 256
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hundi chitti, 256
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62, 68,160, 162, 164, 166, 171, 195,
222,233, 235, 240, 250, 325
Invigilation, 290, 295
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Key Value Extraction, 186-187, 269-271,
272,274,275
Kickback, 174, 245-246

Larceny, 124-132, 323
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Luhn algorithm, 196, 316

Macro. See IDEAScript and Visual Script
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155-157
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Mean Absolute Percent Error (MA %), 104, 106
Mean, deviation, 40
Mean per unit, 57-60
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mean, 38
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variability, 40—41
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Merchant category codes (MCC), 218-219
Microsoft Access, 11, 12, 24, 316
Misappropriation, 4, 132, 235-240
Mischaracterization, 198
Mode, 39
Modulus (Mod), 98, 100, 142, 308, 313, 315
Monarch, 24
Monetary unit sampling, 47-52
Money laundering, 253-259

audit areas, 257-258

data analytical tests, 258-259
data files, 257-258
process, 254-256
smurfing, 254
stage:
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layering, 254-255
placement, 254
Money transfer systems, other, 256-257
Multiple reimbursements (expenses), 199
Multistate field type, 215, 316

Nigrini, Mark J., 68, 77, 84, 85, 93, 95
Noncash misappropriations, 235-241
abuse, 235-236
asset transfer, 236-237
concealment, 236, 237-240
information, proprietary, 235, 237, 241
misuse, 235
unconcealed, 227236, 240
Nonstatistical san.pling, 42—-43
methods. 43-47
discovery, 62—63
raadom, 44—45
Sratified random, 45-47
systematic, 45
Ilonresettable total, 297, 302
Normalize data, 35, 135, 166
Number duplication test, 70, 77-81

Object Link Embedding (OLE), 303
Obtaining data files, 19
Occupational fraud, 2—4, 10, 85
ODBC, 24, 25
OECD, 253, 263-264, 301
Off-the-shelf software, 20
OLAP, 11
Online analytical processing (OLAP) tools, 11
Ordinal data, 38
Organisation for Economic Co-operation and
Development (OECD), 253, 263-264, 301
Organizing data, 33-35
Outliers, 8, 13, 38, 39, 59, 65, 67, 82, 83, 85,
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Overbilling schemes, 244, 245, 255, 256, 258
Overstated:
expenses, 198, 257
inventory, 221, 224
reimbursements, 198
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Payee, the, 163, 165-166

Payments on last day of the month test,
185-189



Payments to vendors not in master test, 158—161
Payments without purchase orders test,
146-151
Payroll fraud, 173-196, 324
Payroll master tests 194-195
Payroll register tests, 194
P-cards (procurement cards), 197, 199, 200,
218-219
PDF file importing:
ABBYY PDF, 24
Able2Extract PDF Converter, 24
Adobe, 24
Arbutus, 24, 25
IDEA, 26
Monarch, 24
Performing the audit, 22-23
Perpetual inventory, 14, 232, 238, 240
Phantomware, 262, 301
Phishing, 164
Pivot Table, 26, 31-32, 37, 128, 129, 206
Placement, 254
Planning:
attribute sampling, 52-53
monetary unit sampling, 47
Point-of-sales system, 77, 121, 132, 221,
265-302. See also Zapper fraud
case study, 265-300
file preparation, 266-277
gap detection, 277-280
mark-up ratios, 299-300
missing bills, 297-299
modified bills, 297-299
POS data analysis, 280-294
quantifying, 294-296
Population standard deviationy, 27, 41, 83
POS. See Point-of-sales cystem.
Post office box, search, 152-154
Preparation for data analysis, 24-33
Probability-proportional-to-size, 47-52
Procurement cards (P-Cards), 197, 199, 200,
218-219
Profitek, 264
Project overview, 323-324
Proprietary information, 235, 237, 241
Purchase cards, 197, 199, 200, 218-219

Qualitative, 11, 37
Quantitative, 37, 38, 63

Range:
maximum, 39
minimum, 39
RCMP (Royal Canadian Mounted Police),
70, 264
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RDF, 175
Recognizing fraud, 7-10
Red flag(s), 8, 9, 18, 239, 241, 249, 258
Register disbursement schemes, 221-233,
261
Regression analysis, 104
Regression line, 104, 109
Relative size factor test (RSF), 84-93, 139—
140, 195, 206, 211-213, 239, 258
Rename fields, 91, 92, 114, 115, 118, 126,
127,192, 267, 286
RFID, 123, 261
Risk:
nonsampling, 43
sampling, 43
Risk assessment, 4—6, 77
RSF (relative size factor), 84-93, 139-140,
195, 206, 211213, 239, 258

Same-Same-Differcace test, 94-98, 100,
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258.2.5

Same-Serne-Same test, 93-94, 96, 100,
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207-208, 219, 239, 249, 258, 315

Saraple standard deviation, 41

campling, 28, 41-65, 144, 168, 171, 197,
205, 233

ad hoc, 64

attribute, 52—-56

block selection, 43

classical variables sampling (CVS), 56—-63

confidence level, 42, 47, 53, 57, 64

discovery, 62—63

dollar unit sampling (DUS), 47-52

estimate, monetary unit sampling, 47, 48

evaluate, monetary unit sampling, 50-51

expected error, 47, 48, 53, 56, 57

haphazard, 43

inference, 38, 41, 43

judgmental, 43, 52

methods, choices, 41, 43, 47-62

monetary unit sampling (MUS) , 47-52

nonstatistical, 42—43

nonstatistical methods, 43—-47

not enough, 64-65

probability-proportional-to-size (PPS),
47-52

random, 42, 43, 44—45

statistical, 41-42

statistical methods, 47-62

stratified random, 4547

systematic, 45

tolerable error, 47, 48, 51, 53, 57
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Sampling risk, 42, 43, 57
alpha, 43
beta, 43
nonstatistical, 43
statistical, 43
Typel, 43
Typell, 43
SAP, 19,
Sarbanes-Oxley, 9
Schemes
billing, 133-162
check tampering, 163-171
corruption, 243-251
expense reimbursement, 197-220
financial statement, 319-320
money laundering, 253-259
noncash misappropriations, 235-241
overbilling, 244, 255, 256
payroll, 173-196
register disbursement, 221-233
skimming, 123-132
tender, 244245
underbilling, 244
zapper, 261-302
Scripting. See IDEAScriptScrubbing, data, 303
Seed, random, 44, 59
Skimming, 123-132
SKN, 232
SKU, 232
Smurfing, 254
Social insurance numbers (SIN), 195,216
Social security numbers (SSN). 194, 56
Spear phishing, 164
SRM, 301
SSD. See Same-Same-Ditierence test
SSS. See Same-Same-Same test
Standard deviation, 40—41, 59, 65, 81-83,
240, 249
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Statement on Auditing Standards No. 99, 17-18
Statistic, 37-65
descriptive, 37-38
deviations from the mean, 40
inferential, 38
mean deviation, 40
measures of:
center, 38—39
dispersion, 39-40
variability, 40—-41
standard deviation, 41
variance, 40
Statistical sampling, 41-42
methods, 47-62
attribute, 52-56

classical variables, 56—62

dollar unit, 47-52

monetary unit, 47-52

probability proportional-to-size, 47-52
Stratification, 135
Stratify, 28, 29, 57-58, 151, 183, 188
Substantive, 20, 47, 56
Summarization (Summarized), 26, 28, 30,

31, 88, 89, 206, 277, 303

Tender schemes, 244245

Time series analysis, 104, 107, 232

Top record extraction, 206-207, 315

Transfer of assets, 235, 236-237, 250

Travel and entertainment expenses, 197-220

Travel outside of the country test, 213-217

Trend analysis, 104-109, 121, 131, 232,
239, 240

Unconcealed misappropriations, 236
Underbilling scheiaes, 244

Variabitity; 39, 40—41
Variablz, .02, 103, 104

dencndent, 11, 101

inaependent, 11, 101

sampling, classical variables, 56—62
Variance, 40
VAT, Value added tax, 85, 262
Visual Basic for Applications (VBA), 303
Visual connector, 33-34
Visual script, 304305, 308-311, 316
Void tests, 225-230

Whistleblowing, 236, 250
Wildcard character, 154, 170, 217, 315

XML, 24, 316

Zapper fraud (electronic suppression of sales,
ESS), 261-302
detection, 277-294, 296—-302
backup data, 292-294
gap detection, 277-280
markup ratios, 299-300
missing bills, 297-299
modified bills, 297-299
other files, 296-297
quantifying deletions, 294-296
supplies analysis, 299
tender analysis, 281-292
wage analysis, 300
Z-Score, 41, 81-84, 102, 125-126, 140-141,
205-206, 213, 219, 240, 249,
259, 315



