Summary of Contents

PART 1.

Volume 1

GENERAL PRINCIPLES AND MONEY

LAUNDERING PROHIBITIONS IN THE UNITED STATES
Chapter 1. Introduction to Money Laundering

Appendix 1A. Summary of the Annunzio-Wylie Anti-Money

Laundering Act of 1992

Appendix 1B. OFAC and Anti-Money Laundeéring: Overlaps,

Chapter

Chapter
Chapter

Chapter

Chapter

Chapter

Chapter

2.

3.
4.

8.

Gaps, and the Compliance lasues They Present

The Rule of Law, Terrorism, a:ii Countermeasures
Including the USA PATRIOY Act 2001

The Gatekeeper Initiat:ve

Gatekeeper Initiative hy the SEC—A Breach in the
Dike of the Attorney-Client Relationship?

International Trends in the Detection and Prevention
of Money L.aundering: Organizational
Considerations

Complying with the USA PATRIOT Act when Doing
Buaimness with Jurisdictions that Have Been
esignated as Being of Primary Money Laundering
Concern

E-Commerce and Financial Crime: Threat or Hype,

Self Preservation or Erosion of Constitutional and
Human Rights?

Advance Fee Fraud Scams In-Country and Across
Borders

Appendix 8A. Examples of Letters Received by the Author

Post-December 26, 2004 After Accessing a False
Tsunami Website

Appendix 8B. Advance Fee Fraud and Other E-mail Scams

Appendix 8C. AFF Resources and Information

Appendix 8D. Prosecuting Advance Fee Fraud: Perspectives

and Pitfalls

© 2012 Thomson Reuters/West, 2/2012 iii



MoNEY LAUNDERING

PART II. REGIONAL AND TRANSNATIONAL MONEY
LAUNDERING PROHIBITIONS

Chapter 9. The Law on Money Laundering in the European Union

Appendix 9A. European Commission, DG Justice, Freedom and
Security, List of European Union Instruments
and Decisions, October 2008

Appendix 9B. Directive 2005/60/EC of the European
Parliament and of the Council

Appendix 9C. European Court of Justice Decision in Kadi and
Al Barakaat International Foundation v.
Council and Commission [2008] ECR 16351

Appendix 9D. dJudgment of the General Court (Seventh
Chamber) of 30 September 2010, Yassin
Abdullah Kadi v European Commission [2010]
ECR 00

PART III. MONEY LAUNDERING PROHIBITIONS
THROUGHOUT THE WORLD

Chapter 10. Albania

Chapter 11. Antigua and Barbuda
Chapter 12. Armenia

Chapter 13. Bahrain

Chapter 14. Barbados

Chapter 15. Belarus

Chapter 16. Belize

Chapter 17. Bermuda

Chapter 18. Beasikia and Herzegovina
Chapter 19. Cayman Islands
Chapter 20. The People’s Republic of China
Chapter 21. Cuba

Chapter 22. The Czech Republic
Chapter 23. Egypt

Chapter 24. Estonia

Volume 2

PART III. MONEY LAUNDERING PROHIBITIONS
THROUGHOUT THE WORLD (CONTINUED)

Chapter 25. France

iv



SuMMARY OF CONTENTS

Chapter 26. Georgia
Chapter 27. Gibraltar
Chapter 28. Grenada
Chapter 29. Guernsey
Chapter 30. Iceland
Chapter 31. India
Chapter 32. Indonesia
Chapter 33. Iran
Chapter 34. Iraq
Chapter 35. Ireland
Chapter 36. Jordan
Chapter 37. Kazakhstan
Chapter 38. South Korea
Chapter 39. Macao
Chapter 40. Malta
Chapter 41. Mauritius
Chapter 42. Monaco
Chapter 43. Montenegro
Chapter 44. Nigeria
Chapter 45. The Philippines
Chapter 46. Poland

Volume 3

PART III. MONEY LAUNDERING PROHIBITIONS
THROUGHOUT THE WORLD (CONTINUED)

Chapter 47. Romania

Chapter 48. Russia

Chapter 49. Saint Christopher and Nevis
Chapter 50. Saint Lucia

Chapter 51. Saint Vincent and The Grenadines
Chapter 52. Serbia

Chapter 53. Seychelles

Chapter 54. Singapore

Chapter 55. Switzerland

© 2012 Thomson Reuters/West, 2/2012



MoNEY LAUNDERING

Chapter 56. Syria

Chapter 57. Taiwan

Chapter 58. Thailand

Chapter 59. Trinidad and Tobago
Chapter 60. Ukraine

Chapter 61. United Arab Emirates
Chapter 62. United Kingdom
Chapter 63. Uzbekistan

Chapter 64. Vietnam

Appendices

Appendix A Treaties

Appendix Al.
Appendix A2.
Appendix A3.
Appendix A4.
Appendix A5.

Appendix A6.
Appendix AT7.
Appendix AS8.

Appendix A9.

Appendix A10.
Appendix All.
Appendix A12.

Appendix A13.
Appendix Al4.
Appendix Al5.
Appendix A16.
Appendix A17.

vi

Australia - Spain Mutual Assistarics Treaty
Australia - Austria Mutual Assistance Treaty
Canada - Australia Mutual Agsistance Treaty
Canada - France Mutuel Assistance Treaty

Council of Europe—Criminal Law Convention on
Corruption (1929)

Council of Europ2—Convention on Laundering,
Search, Seizure and Confiscation of the Proceeds
from Crinie (1990)

Unitea Kingdom - Canada Mutual Assistance Treaty

United Kingdom - Malaysia Agreement for Mutual
Assistance in Relation to Drug Trafficking

United Kingdom - Sweden Agreement Concerning
the Restraint and Confiscation of the Proceeds of
Crime

U.S. - Bahamas Extradition Treaty
U.S. - Bahamas Mutual Assistance Treaty

U.S. - Barbados Agreement for the Exchange of
Information With Respect to Taxes

U.S. - Belgium Mutual Assistance Treaty
U.S. - Canada Mutual Assistance Treaty
U.S. - Colombia Mutual Assistance Treaty
U.S. - Italy Mutual Assistance Treaty
U.S. - Mexico Mutual Assistance Treaty



SuMMARY OF CONTENTS

Appendix A18. U.S. - Mexico Agreement for the Exchange of
Information with Respect to Taxes

Appendix A19. U.S. - Morocco Mutual Assistance Treaty

Appendix A20. U.S. - Morocco Agreement Regarding Joint
Cooperation in Fighting Against International
Terrorism, Organized Crime, and the Illicit
Production, Trafficking, and Abuse of Narcotics

Appendix A21. U.S. - Thailand Mutual Assistance Treaty

Appendix A22. U.S. - United Kingdom Agreement Concerning
Obtaining Evidence From Cayman Islands With
Regard to Narcotics Activities (1984)

Appendix A23. U.S. - United Kingdom Mutual Legal Assistance
Treaty Concerning the Cayman Islands Relating to
Mutual Legal Assistance in Criminal Matters
(1986)

Appendix B Model Rules

Appendix B1. Model Provisions on Money liavadering, Terrorist
Financing, Preventive measures and Proceeds of
Crime (for common law/legal systems)

Volurme 4

Appendiices (Continued)
Appendix B Model Rules {(Continued)

Appendix B2. United lTations-IMF Model Legislation on Money
Laundering and Financing of Terrorism

Appendix B3. CiCAD-Model Regulations Concerning Laundering
Offenses Connected to Illicit Drug Trafficking and
Other Serious Offenses

Appendix C U.S. Federal Statutes

Appendix C1. Annunzio-Wylie Anti-Money Laundering Act (Pub. L.
102-550, Title XV)

Appendix C2. The Foreign Corrupt Practices Act (15 U.S.C.A.
§§ 78m et seq.)

Appendix C3. Racketeer Influenced and Corrupt Organizations Act
(18 U.S.C.A. §§ 1961 et seq.)

Appendix C4. Civil Asset Forfeiture Reform Act of 2000 (Pub. L.
106-185)

Appendix C5. Fraud Enforcement and Recovery Act of 2009 (Pub.
L. 111-21)

© 2012 Thomson Reuters/West, 2/2012 vii



MoNEY LAUNDERING

Appendix C6. Alien’s Action for Tort (28 U.S.C.A. § 1350)

Appendix C7. Selected Provisions of the Dodd-Frank Wall Street
Reform and Consumer Protection Act (Pub.L. 111-
203)

Appendix D U.S. Federal Regulations

Appendix D1. Department of the Treasury: Financial Crimes
Enforcement Network; Anti-Money Laundering
Programs

Appendix D2. 28 C.F.R. §§9.1-9.9
Appendix D3. 31 C.F.R. §§ 103.11-103.88
Appendix D4. 31 C.F.R. §§535.101-535.905
Appendix D5. 31 C.F.R. §§ 536.100-536.901
Appendix D6. 31 C.F.R. §§ 537.101-537.901
Appendix D7. 31 C.F.R. §§ 538.101-538.901
Appendix D8. 31 C.F.R. §§ 542.101-542.901
Appendix D9. 31 C.F.R. §§ 545.101-545.901
Appendix D10. 31 C.F.R. §§ 549.101-549.201
Appendix D11. 31 C.F.R. §§ 550.101-5°0.901
Appendix D12. 31 C.F.R. §§560.121-560.901
Appendix D13. 31 C.F.R. §§ 561.101-561.901
Appendix D14. 31 C.F.R. §§575.101-575.901
Appendix D15. 31 C.F.R.'§8 576.101-576.901
Appendix D16. 31 C.F.K. §§ 594.101—594.901

Volume 5

Appendices (Continued)
Appendix D U.S. Federal Regulations (Continued)
Appendix D17. 31 C.F.R. §§595.101—595.901
Appendix D18. 31 C.F.R. §§ 596.101—596.901
Appendix D19. 31 C.F.R. §§597.101—597.901

Appendix D20. FinCEN Final Rule on Definitions and Other
Regulations Relating to Money Services Businesses
(76 Federal Register 43585)

Appendix D21. 31 C.F.R. Part 1010
Appendix D22. 31 C.F.R. Part 1021
Appendix D23. 31 C.F.R. Part 1022

viii



SuMMARY OF CONTENTS

Appendix E U.S. Agency Guides and Government Reports

Appendix E1.

Appendix E2.

Appendix E3.

Appendix E4.

Appendix E5.

Appendix E6.

Appendix E7.

Appendix ES8.

Appendix E9.

Appendix E10.

Appendix E11.

Appendix E12.

Appendix E13.

U.S. State Department: International Narcotics
Control Strategy Report, Money Laundering and
Financial Crimes (2011)

U.S. Treasury Department Office of Public Affairs,
Fact Sheet: Treasury Releases Blueprint for a
Stronger Regulatory Structure

GAO Report: Federal Agencies Should Take Action
to Further Improve Coordination and Information-
Sharing

GAO Report: Anti-Money Laundering: Improved
Communication Could Enhance the Support
FinCEN Provides to Law Enforcement

GAO Report: Anti-Money Laundering: Better
Communication Could Enhance ths Support
FinCEN Provides to Law Enforcement

GAO Report: Interagency Coilzboration:
Implications of a Commson Alignment of World
Regions Among Select Federal Agencies

GAO Report: Dodd-Frank Act: Eleven Agencies’
Estimates of Resources for Implementing
Regulatory Reterm

GAO Report:Combatting Illicit Drugs: DEA and
ICE Interagency Agreement Has Helped to Ensure
BetterCoordination of Drug Investigations

GAC Report: Pakistan Assistance: Relatively Little
sfvhe $3 Billion in Requested Assistance Is Subject
1o State’s Certification of Pakistan’s Progress on
Nonproliferation and Counterterrorism Issues

GAO Report: Organized Retail Crime: Private Sector
and Law Enforcement Collaborate to Deter and
Investigate Theft

GAO Report: Combating Terrorism: U.S.
Government Should Improve Its Reporting on
Terrorist Safe Havens

U.S. Senate: Permanent Subcommittee on
Investigations; Keeping Foreign Corruption Out of
the U.S.

Moving Illegal Proceeds: Opportunities Exist for
Strengthening the Federal Government’s Efforts to
Stem Cross-Border Currency Smuggling

© 2012 Thomson Reuters/West, 2/2012 ix



Appendix E14.

Appendix E15.
Appendix E16.
Appendix E17.

Appendix E18.

Appendix E19.

Appendix E20.

MoNEY LAUNDERING

Congressional Research Service: United States v.
Santos: “Proceeds” in Federal Criminal Money
Laundering Statute, 18 U.S.C. Section 1956, Means
“Profits,” Not “Gross Receipts”

Congressional Research Service: Organized Crime in
the United States: Trends and Issues for Congress

SAR Activity Review: Foreign Corruption Foreign
Corruption

United States Attorneys Manual 9-105.000 (Money
Laundering)

FinCEN Advisory FIN-2011-A011: Guidance to
Financial Institutions Based on the Financial
Action Task Force Publication on Anti-Money
Laundering and Counter-Terrorist #inancing Risks
posed by Angola; Antigua and Barvuda; Argentina;
Bangladesh; Brunei Darussalam: Cambodia;
Ecuador; Ghana; Honduras: 11:donesia; Mongolia;
Morocco; Namibia; Nepal;-Nicaragua; Nigeria;
Pakistan; Paraguay; Philippines; Sdo Tome and
Principe; Sudan; Tajikistan; Tanzania; Thailand,;
Trinidad and Tobag:; Turkmenistan; Ukraine;
Venezuela; Vietirani; Yemen; and Zimbabwe; and
the substantiai AML/CFT improvements in Greece

FinCEN Advisory FIN-2011-A014: Guidance to
Financiai nstitutions Based on the Financial
Actioin'Task Force Publication on Anti-Money
Laundering and Counter-Terrorist Financing Risks
posed by Algeria; Angola; Antigua and Barbuda;
Argentina; Bangladesh; Brunei Darussalam,;
Cambodia; Ecuador; Ghana; Honduras; Kyrgyzstan;
Indonesia; Mongolia; Morocco; Namibia; Nepal,
Nicaragua; Pakistan; Paraguay; Philippines;
Sudan; Tajikistan; Tanzania; Thailand; Trinidad
and Tobago; Turkmenistan Venezuela; Vietnam,;
Yemen; and Zimbabwe; and the substantial AML/
CFT improvements in Ukraine

FinCEN Advisory FIN-2011-A015: Guidance to
Financial Institutions Based on the Financial
Action Task Force Public Statement on Anti-Money
Laundering and Counter-Terrorist Financing Risks

Appendix F U.S. Forms

Appendix F1.

Suspicious Activity Report Form 4789 Currency
Transaction Report



SuMMARY OF CONTENTS

Appendix F2.

Appendix F3.
Appendix F4.

Appendix F5.
Appendix F6.

Appendix F7.
Appendix F8.

Appendix F9.

Appendix F10.

Form 4790 Report of International Transportation of
Currency or Monetary Instruments

Form 8362 Currency Transaction Report by Casinos

Form 8852 Currency Transaction Report for
Casinos—Nevada

Form FinCEN 102 Suspicious Activity Report by
Casinos and Card Clubs

Form TD F 90.22.49 Suspicious Activity Report by
Casinos

Form TD F 90.22.53 Designation of Exempt Person

Form TD F 90.22.55 Registration of Money Services
Business

Form TDF 90.22.56 Suspicious Activity Report by
Money Services Business

FinCEN Form 107: Registration o Money Services
Business

© 2012 Thomson Reuters/West, 2/2012 xi






Table of Contents

Volume 1

PART 1. GENERAL PRINCIPLES AND
MONEY LAUNDERING
PROHIBITIONS IN THE UNITED
STATES

CHAPTER 1. INTRODUCTION TO MONEY

LAUNDERING

§1:1 In general

§ 1:2 Statutory definition; elements—18 U.S . A. § 1956
§1:3 —18 U.S.C.A. § 1957

§1:4 —18 U.S.C.A. §1960

§1:5 Defenses—Constitutionality of tix».statute

§ 1:6 —Funds or property used weve not “proceeds” of crime or otherwise
criminally derived

§ 1.7 —Entrapment

§1:8 Penalties
§1:9 Investigation and en‘orcement
§ 1:10  Future issues

Appendix 1A. Summary of the Annunzio-Wylie Anti-Money Laundering
At 0i 1992

Appendix 1B. OFAC and Anti-Money Laundering: Overlaps, Gaps, and the
Compliance Issues They Present

CHAPTER 2. THE RULE OF LAW,
TERRORISM, AND COUNTERMEASURES
INCLUDING THE USA PATRIOT ACT 2001

I. INTRODUCTION

§2:1 A nation has a right to defend itself from internal and exteranl
threats to its security

II. LEGISLATIVE HISTORY

§2:2 In general
§ 2:3 International Emergency Economic Powers Act (IEEPA)

© 2012 Thomson Reuters/West, 2/2012 xiii



MoNEY LAUNDERING

§ 2:4 Anti Terrorism and Effective Death Penalty Act (ATEDP)
§ 2:5 IEEPA first to be employed
§ 2:6 United Nations Security Council Resolution 1373

III. THE USA PATRIOT ACT 2001 AN ACT TO
PROVIDE THE APPROPRIATHE TOOLS
REQUIRED TO INTERCEPT AND OBSTRUCT
TERRORISM

§2:7 The findings

§2:8 Enter the USA Patriot Act 2001: A response to Security Council
Resolution 1373

§2:9  Foreign Intelligence Surveillance Act of 1978

§2:10 The Foreign Intelligence Surveillance Court

§2:11 The FISC’s May 17, 2002 Opinion—In Re All Matters Submitted To
The Foreign Intelligence Surveillance Court

§ 2:12 The Foreign Intelligence Surveillance Court of Raview, November
18, 2002, Opinion

IV. TITLE III OF THE USA PATRIOY 4ACT

§2:13 In general
§ 2:14 Non-conventional exchanges

§ 2:15 Off-shore banking
§ 2:16  Other provisions

V. SELF PRESERVATICIN

§2:17 In general
§ 2:18  Self preservation ana privacy

VI. ROLE OF THE UNITED STATES FEDERAL
COURTS

§2:19 In general
§ 2:20 FISA, challenged and sustained

§ 2:21 Peoples Mojahedin Organization of Iran v. United States Dept. of
State (hereinafter Mojahedin) and National Council of Resistance
of Iran v. United States Dpt. Of State 261

§ 2:22 National Council of Resistance of Iran v. United States Dept. of
State (hereinafter NCRI)

VII. CONCLUSION
§ 2:23 In general

CHAPTER 3. THE GATEKEEPER INITIATIVE

§3:1 Introduction
§ 3:2 FATF’s Forty Recommendations

Xiv



TaBLE oF CONTENTS

§3:3 The FATF Consulation Paper

§3:4 Implementation of the Gatekeeper Initiative in other countries

§3:5 The Gatekeeper Initiative in the United States

§ 3:6 The ABA response

§ 3:7 Dangers of the application of the Gatekeeper Str and notipping
requirements to lawyers

§3:8 Conflicts with other regulatory systems

§3:9 Proposals of the ABA Task Force on Corporate Responsibility

§3:10 Conclusion

§3:11 Bibliography

CHAPTER 4. GATEKEEPER INITIATIVE BY
THE SEC—A BREACH IN THE DIKE OF THE
ATTORNEY-CLIENT RELATIONSHIP?

§4:1 Introduction
§4:2 Background

CHAPTER 5. INTERNATIONAL TRENDS IN
THE DETECTION AND PREVENTION OF
MONEY LAUNDERING: ORGANIZATIONAL

CONSIDERATIONS

§5:1 Introduction

§5:2 Legislation

§5:3 Your jurisdiction

§5:4 Other jurisdictions

§ 5:5 USA Patriot Act

§5:6 Know all customerz legislation
§ 5:7 Legislation ana 1adustry support in the Cayman Islands
§5:8 Policies and }Frocedures

§5:9 Software

§ 5:10 Databases of names

§5:11 Know your employee

§5:12 Training

§5:13  Syllabus

§5:14 Networking

§5:15 Our purpose

CHAPTER 6. COMPLYING WITH THE USA
PATRIOT ACT WHEN DOING BUSINESS WITH
JURISDICTIONS THAT HAVE BEEN
DESIGNATED AS BEING OF PRIMARY MONEY

LAUNDERING CONCERN

§6:1 Introduction
§6:2 The problem—Freeriders

© 2012 Thomson Reuters/West, 2/2012 XV



MoNEY LAUNDERING

§ 6:3 — —The Ukraine

§6:4 — —Nauru

§6:5 The Solution—311 Special Measures

§6:6 The practical implications of 311 Special Measures for U.S. financial
institutions with respect to Nauru and the Ukraine—Doing usiness
with the Ukraine

§6:7 —Doing business with Nauru

§ 6:8 Conclusions to be drawn from the recent impostition of Special
Measures regarding Nauru and the Ukraine

§6:9 Conclusion

CHAPTER 7. E-COMMERCE AND FINANCIAL
CRIME: THREAT OR HYPE, SELF
PRESERVATION OR EROSION OF
CONSTITUTIONAL AND HUMAN RIGHTS?

I. PREFACE
§7:1 In general

II. INTRODUCTION
§7:2 In general

III. BACKGROUND

§ 7:3 In general
§ 7:4 Encryption’s impact vnor enforcement

IV. ENCRYPTION VERSUS RECOVERY OF
EVIDENCES OF A CRIME

§7:5 In generai

§7:6  Pen Register

§ 7:7 Trap and trace
§7:8 Clipper Chip

V. A PRELUDE TO CONSTITUTIONAL CONCERNS

§7:9 Introduction
§ 7:10 Key escrow and Trusted Third Parties
§ 7:11 Law and enforcement

VI. A CONCEPT OF PRIVACY

§7:12 Introduction

§7:13 Concept of privacy, from an historical perspective
§ 7:14  Constitutional privacy

§ 7:15 Freedom from unwarranted intrusion

Xvi



TaBLE oF CONTENTS

§7:16 Decisional privacy
§ 7:17 Informational privacy
§ 7:18 Search of person or place

VII. SPEECH, PRESS, PRIOR RESTRAINT, AND
NATIONAL SECURITY COLLIDE

§ 7:19 Introduction

§ 7:20 The Supreme Court addresses the Internet: Reno v. ACLU (Reno)

§7:21 Will cyberprivacy find its champion in the First Amendment?
Bernstein v. United States Department of State (Bernstein)

§ 7:22 Round II: A court revisits congressional legislation of cyberspace:
Reno v. ACLU II

§ 7:23 Issues inherent to American cyber privacy

§ 7:24 Key escrow self incrimination

VIII. A NATIONAL POLICY? SKEPTICISM FREVADES
DISCUSSION

§7:25 In general

IX. A BRIEF LOOK AT THE EUR{OPEAN CONCEPT OF
PRIVACY AND THE BIRTPE C¥ CYBERPRIVACY

§ 7:26  Privacy concerns in the European arena
§ 7:27  Article VIII of the Europeari Usnvention on Human Rights
§ 7:28 The European Directive on Lata Protection (Directive)

X. CONCLUSION
§7:29 In general

CHAPTER 8. ADVANCE FEE FRAUD SCAMS

IN-COUNTRY AND ACROSS BORDERS

§ 8:1 Introduction

§ 8:2 A brief and general definition of AFF

§ 8:3 Related fraud: Counterfeit checks

§ 8:4 Estimates of losses due to advance fee fraud from various countries
worldwide

§ 8:5 More recent estimates of losses from AFF—37-Nation estimate
released on March 25, 2006

§ 8:6 —Previous estimates

§ 8:7 Other costs of AFF—Murders

§8:8 —Loss of career and reputation

§8:9 Modus operandi: Basic theme and variations—Basic scenario
§8:10 —Seven main categories

§ 8:11 —Patterns
§ 8:12 Target groups for scam tactics—Relatives of Holocaust victims

© 2012 Thomson Reuters/West, 2/2012 xvii



§8:13

§ 8:14
§ 8:15

§ 8:16
§ 8:17
§8:18

§8:19
§ 8:20
§ 8:21
§ 8:22

§ 8:23

XI.

§ 8:24
§ 8:25
§ 8:26
§ 8:27
§ 8:28
§ 8:29
§ 8:30

§ 8:31
§ 8:32
§ 8:33
§ 8:34

§ 8:35

§ 8:36
§ 8:37

§ 8:38
§ 8:39
§ 8:40

MoNEY LAUNDERING

—Additional cynical schemes related to tragic incidents in the
news—Post-Tsunami

— —Hurricane Katrina

—DMore varieties of consumer fraud—TTY orders for airplane
tickets

— —Hotel bookings and auto purchases

— —Sellers of horses

A sample of countries reported to be or to have been sending
advance fee fraud letters by e-mail within the country or across
borders—Africa

—Eastern Europe

—Hong Kong—Copycats?

—Netherlands

Countries reported to be or to have been receiving advance fee
fraud letters by e-mail

Case study—Florida, U.S.A. businessman seeking investors—Basic
facts of the case

CASE STUDIES

Case study—Brazilian bank—Backgrovr.d of the case

— —Further chronology of the case

— —Other parties involved in the vuse and tactics/techniques

— —Prosecution in Nigeria

— —Prosecution in Switzerlana

—Reshipping

—Post-tsunami false welizite for relatives searching for possible
victims

—Other published case studies with victim documents, etc.

Who is the typical! IVigerian cyber scammer?

Who is the “typical” victim?

A sample of eported investigations, prosecutions: Failed, completed
and in progress

Nigerian cybercrime developments and lack thereof—The current
Nigerian Criminal Code Act—Section 419 provisions

—Pending legislation

Private sector-government collaborating in Nigeria: The Nigeria-
Microsoft Memorandum of Understanding

Nigeria-U.K. collaboration

Conclusions—Nigeria

—What can be done in general to decrease or eliminate this form of
cybercrime?

Appendix 8A. Examples of Letters Received by the Author Post-December

26, 2004 After Accessing a False Tsunami Website

Appendix 8B. Advance Fee Fraud and Other E-mail Scams
Appendix 8C. AFF Resources and Information

Appendix 8D. Prosecuting Advance Fee Fraud: Perspectives and Pitfalls

XViii



TaBLE oF CONTENTS

PART II. REGIONAL AND
TRANSNATIONAL MONEY
LAUNDERING PROHIBITIONS

CHAPTER 9. THE LAW ON MONEY
LAUNDERING IN THE EUROPEAN UNION

§9:1 Introduction

§ 9:2 Institutions and persons subject to the Directive
§9:3 Definition and punishment of money laundering
§9:4 Predicate offences

§9:5 Obligations under the Directive—Identification
§9:6 —Record-keeping

§9:7 —Reporting requirements

§9:8 —Internal procedures

§9:9 Additional obligations on Member States under the Strasbourg
Convention and Decision 01/500

Appendix 9A. European Commission, DG Justice, Freedom and Security,
List of European Union Instraments and Decisions,
October 2008

Appendix 9B. Directive 2005/60/EC of the Luropean Parliament and of the
Council

Appendix 9C. European Court of Juatice Decision in Kadi and Al
Barakaat Internaticnal Foundation v. Council and
Commission [2003] ECR 16351

Appendix 9D. Judgment of thie General Court (Seventh Chamber) of 30
September 2010, Yassin Abdullah Kadi v European
Commussion [2010] ECR 00

PART III.. MONEY LAUNDERING
PROHIBITIONS THROUGHOUT THE
WORLD

CHAPTER 10. ALBANIA

§10:1 Law on the Prevention of Money Laundering

CHAPTER 11. ANTIGUA AND BARBUDA

§ 11:1 Anti-money laundering and prevention of financing of terrorism
guidelines
§ 11:2 CFATF Report on Antigua and Barbuda

CHAPTER 12. ARMENIA

§12:1 Law on Combating Money Laundering and Terrorism Financing

© 2012 Thomson Reuters/West, 2/2012 Xix



MoNEY LAUNDERING

CHAPTER 13. BAHRAIN

§ 13:1 Anti-money laundering guidelines

§ 13:2 The prevention and prohibition of the laundering of money

§ 13:3  Procedures of prohibition of and combating money laundering

§ 13:4 Directives relating to the prevention and prohibition of money
laundering at the Bahrain Stock Exchange

CHAPTER 14. BARBADOS

§ 14:1 Money Laundering and Financing of Terrorism (Prevention and
Control) Act 2001

CHAPTER 15. BELARUS
§15:1 On Combating Organized Crime, Law of the Republic of Belarus

CHAPTER 16. BELIZE
§16:1 Money Laundering (Prevention) Act, 2000

CHAPTER 17. BERMUDA
§17:1 Anti-Terrorism (Financial and Other M=asures) Act 2004

CHAPTER 18. BOSNIA ANIHHERZEGOVINA

§18:1 Law against money laundering and financing of terrorist activities

CHAPTER 19. CAYMAN ISLANDS
§19:1 Money Laundering Regu'ations (2008 Revision)

CHAPTER 20. TRE PEOPLE’S REPUBLIC OF

CHINA
§20:1 Anti-Monej I.aundering Law of the People’s Republic of China

§20:2 Anti-Moneay Laundering Rules for Financial Institutions (March
2003)

CHAPTER 21. CUBA

§21:1 Guidelines for the Struggle Against Financing of Terrorism;
Statement by Cuban Delegate to the United Nations on Money
Laundering and Transnational Crime

CHAPTER 22. THE CZECH REPUBLIC

§ 22:1 National Plan to Combat Terrorism

§22:2  Act on Selected Measures Against Legitimization of Proceeds of
Crime and Financing of Terrorism

§ 22:3 Decree on Certain Requirements for the System of Internal
Principles, Procedures and Control Measures Against the
Legitimization of the Proceeds of Crime and Financing of
Terrorism

XX



TaBLE oF CONTENTS

CHAPTER 23. EGYPT

§23:1 Law No. 80 for 2002, Promulgating the Anti-Money Laundering
Law and its Amendments
§ 23:2 Executive Regulations of the Anti-Money Laundering Law

§ 23:3 Executive measures to implement the Security Council Resolution
1373

§ 23:4 Executive measures for implementing Security Council Resolution
1267

§ 23:5 Presidential Decree No. 164 for 2002 Regarding the Money
Laundering Combating Unit

§ 23:6 Presidential Decree No. 28 for 2003 Regarding the Statutes of the
Money Laundering Combating Unit

§ 23:7 AML/CFT regulations for banks

CHAPTER 24. ESTONIA

§24:1 Money Laundering and Terrorist Financing Prevention Act

Volume 2

CHAPTER 25. FRANCE

§ 25:1 Monetary and Financial Code

CHAPTER 26. GEORGLx

§26:1 The Law of Georgia on Faciiitating the Prevention of Illicit Income
Legalization

CHAPTER 27. GISRALTAR

§27:1 Financial Services Commission, Guidance Notes: Systems of control
to prevent tvhe financial system from being used for money
laundering or terrorist financing activities

CHAPTER 28. GRENADA
§28:1 FinCEN Advisory

CHAPTER 29. GUERNSEY

§29:1 Financial Intelligence Service Bailiwick of Guernsey Annual Report
2007

CHAPTER 30. ICELAND

§30:1 Act on Measures Against Money Laundering and Terrorist
Financing

CHAPTER 31. INDIA
§ 31:1 Prevention of Money Laundering Act—2002
© 2012 Thomson Reuters/West, 2/2012 xxi



MoNEY LAUNDERING

CHAPTER 32. INDONESIA

§32:1 Law of the Republic of Indonesia Number 15 Year 2002 Concerning
the Crime of Money Laundering as amended by Law No. 25 Year
2003

§ 32:2 Money Laundering and Terrorist Financing Report 2007—Bureau
of International Narcotics and Law Enforcement Affairs

CHAPTER 33. IRAN

§33:1 FinCEN Advisory

§ 33:2 FinCEN Notice of Finding that the Islamic Republic of Iran is a
Jurisdiction of Primary Money Laundering Concern

§ 33:3 Anti-Money Laundering Law

CHAPTER 34. TRAQ
§ 34:1 Anti-Money Laundering Act of 2004

CHAPTER 35. IRELAND

§35:1 S.I. No. 242 of 2003, Criminal Justice Act.1294 (Section 32)
Regulations 2003

§35:2 S.I. No. 3 of 2004, Criminal Justice A<t 1994 (Section 32)
(Prescribed Activities) Regulations 2604

§35:3 S.I. No. 52 of 2004, Criminal Justic2 Act 1994 (Section 57A) Order
2004

CHAPTER 36. JORDAN
§36:1 Law No. (46) for the year 2007: Anti-Money Laundering Law

§36:2 Regulations of Anti-lloney Laundering and Terrorist Financing
Circular No. (29/2006)

CHAPTER 3%. KAZAKHSTAN

§37:1 Law on Caunteracting Legalization (laundering) of Ill-gotten
Proceeds and Terrorist Financing (effective from 9 March 2010)

CHAPTER 38. SOUTH KOREA

§ 38:1 Financial Transaction Reports Act
§ 38:2 Prohibition of Financing for Offences of Public Intimidation Act

CHAPTER 39. MACAO

§39:1 Law No. 2/2006, Prevention and Suppression of the Crime of Money
Laundering

§39:2 Administrative Regulation No. 7/2006, Preventative Measures for
the Crimes of Money Laundering and Financing of Terrorism

CHAPTER 40. MALTA
§40:1 Prevention of Money Laundering Regulations, 2003

xxii



TaBLE oF CONTENTS

CHAPTER 41. MAURITIUS
§41:1 Financial Intelligence Unit, Annual Report 2008

CHAPTER 42. MONACO

§42:1 Act 1362 of 3 August 2009 on the Fight against Money Laundering,
Terrorist Financing, and Corruption

CHAPTER 43. MONTENEGRO

§43:1 Law on the Prevention of Money Laundering

CHAPTER 44. NIGERIA

§44:1 Economic and Financial Crimes Commission Act 2004

CHAPTER 45. THE PHILIPPINES

§45:1 Act Defining the Crime of Money Laundering, Providing Penalties
Therefore and for Other Purposes (Republic Act No. 9160),
September 29, 2001

§45:2 Revised Implementing Rules and Regulations, August 6, 2003
CHAPTER 46. POLAND

§46:1 Act on Counteracting Introductiori zato Financial Circulation of
Property Values Derived from(litegal or Undisclosed Sources and
on Counteracting the Finanting of Terrorism, November 16, 2000

Nolume 3

CHAPTER 47. ROMANIA

§47:1 Financial Standards Report: Anti-money laundering/combating
terrorist financing standard

§47:2 Governmental Decision No. 1599/2008 for the approval of the
regulations for the organization and functioning of the National
Office for Prevention and Control of Money Laundering

§47:3 Law No. 21/1999 on the Prevention and Sanctioning of Money
Laundering, January 18, 1999

CHAPTER 48. RUSSIA

§48:1 Russia adopts new law on money laundering

§48:2 Federal Law No. 115-FZ on counteracting the legitimization
(laundering) of proceeds from crime, August 7, 2001

§ 48:3 Decree of the President of the Russian Federation of November 1,
2001 No. 1263, on the authorized agency on combating legalization
(laundering) of criminally gained income and financing of
terrorism

§48:4 Ordinance dated June 23, 2004 No. 307, on approval of Regulations
on the Federal Financial Monitoring Services

© 2012 Thomson Reuters/West, 2/2012 xxiii



MoNEY LAUNDERING

§48:5 Ordinance No. 245, April 17, 2002, on approval of the Regulation
for submitting information to the Federal Financial Monitoring
Service by organizations performing operations in monetary funds
or other assets

CHAPTER 49. SAINT CHRISTOPHER AND

NEVIS
§49:1 Anti-Money Laundering Regulations, 2008

§49:2 Guidance Notes on the prevention of money laundering and
terrorist financing

CHAPTER 50. SAINT LUCIA
§50:1 Money Laundering (Prevention) Act

CHAPTER 51. SAINT VINCENT AND.THE

GRENADINES

§51:1 Proceeds of Crime and Money Laundering (Prevention) Act 2001,
November 13, 2001

CHAPTER 52. SERBIA

§52:1 Law on the Prevention of Money Lz undering and the Financing of
Terrorism 2009

CHAPTER 53. SEYCHYLLES

§53:1 Anti-Money Laundering Act

CHAPTER 54. SINGAPORE

§54:1 Technology Risk Management Guidelines for Financial Institutions,
Monetary Aatnority of Singapore, November 2002

§54:2 Internet. Banking Technology Risk Management Guidelines,
Monetary Authority of Singapore, June 2003, Monetary Authority
of Singapore, June 2003

CHAPTER 55. SWITZERLAND

§55:1 Ordinance of the Swiss Federal Banking Commission concerning
the prevention of money laundering
§ 55:2 Swiss Money Laundering Act (MLA) of October 10, 1997

CHAPTER 56. SYRIA

§56:1 Money laundering and asset forfeiture
§56:2 Law and the judiciary
§56:3 Recent developments

CHAPTER 57. TAIWAN
§57:1 Money Laundering Control Act of 1997, amended 2003

XX1V



TaBLE oF CONTENTS

CHAPTER 58. THAILAND

§58:1 Anti-Money Laundering Act of 1999
§58:2 Anti-Money Laundering Act of 2008

CHAPTER 59. TRINIDAD AND TOBAGO

§59:1 Guideline on combating money laundering and terrorist financing

CHAPTER 60. UKRAINE

§60:1 President of Ukraine Decree on Additional Measures to Enhance
the Struggle Against the Concealment of Untaxed Incomes and
Money Laundering, June 22, 2000

§60:2 Law of Ukraine on Prevention and Counteraction to The
Legalization (Laundering) of the Proceeds from Crime, November
28, 2002

CHAPTER 61. UNITED ARAB EMiRATES

§61:1 Federal Law No. (4) of 2002, Money Laundry ‘Criminalization,
January 22, 2002

§61:2 Circular to all insurance companies ¢z« rating in the State

I

regarding anti-money laundry pracedures
§ 61:3 Financial position and client’s ideutity form

CHAPTER 62. UNITEL KINGDOM

§62:1 Evidence from the United Kingdom in cases of serious or complex
fraud—some quesiicns and answers

§ 62:2 Serious Organized Crime Agency—The Suspicious Activity
Reports Regime Annual Report—2007

§62:3 Money Lauandering Regulations 2003

§62:4 Statutory instrument 2002 No. 111—The Al-Qa’ida and Taliban
(United Nations Measures) Order 2002

§62:5 Terrorism Act 2000
§62:6 Proceeds of Crime Act of 1995
§ 62:7 Drug Trafficking Act of 1994

§ 62:8 Drug Trafficking Act of 1994 (Designated Countries and
Territories) Order 1996

§ 62:9 Criminal Justice Act of 1993

§ 62:10 Criminal Justice (Scotland) Act 1987
§62:11 Powers of Criminal Courts Act of 1973
§62:12 Misuse of Drugs Act of 1971

CHAPTER 63. UZBEKISTAN
§63:1 FinCEN Advisory

© 2012 Thomson Reuters/West, 2/2012 XXv



MoNEY LAUNDERING

CHAPTER 64. VIETNAM

§ 64:1

Decree to Combat Money Laundering

APPENDICES
Appendix A Treaties

Appendix Al.
Appendix A2.
Appendix A3.
Appendix A4.
Appendix A5.

Appendix A6.
Appendix A7.
Appendix AS8.

Appendix A9.

Appendix A10.
Appendix All.
Appendix A12.

Appendix A13.
Appendix Al4.
Appendix A15.
Appendix A16.
Appendix A17.
Appendix A18.

Appendix A19.
Appendix A20.

Appendix A21.
Appendix A22.

Appendix A23.

XXV

Australia - Spain Mutual Assistance Treaty
Australia - Austria Mutual Assistance Treaty
Canada - Australia Mutual Assistance Treaty
Canada - France Mutual Assistance Treaty

Council of Europe—Criminal Law Convention on
Corruption (1999)

Council of Europe—Convention on Laundering, Search,
Seizure and Confiscation of the Proceeds from Crime
(1990)

United Kingdom - Canada Mutual Assiscance Treaty
United Kingdom - Malaysia Agrecms=nt for Mutual

F

Assistance in Relation to Dras Trafficking

United Kingdom - Sweden Agrzement Concerning the
Restraint and Confiscation of the Proceeds of Crime

U.S. - Bahamas Extradition Treaty
U.S. - Bahamas Mutval Assistance Treaty

U.S. - Barbados Agreement for the Exchange of
Informatior. "Vith Respect to Taxes

U.S. - Belgiem Mutual Assistance Treaty
U.S. - Caniada Mutual Assistance Treaty
U.S. - Colombia Mutual Assistance Treaty
U.S. - Italy Mutual Assistance Treaty
U.S. - Mexico Mutual Assistance Treaty

U.S. - Mexico Agreement for the Exchange of Information
with Respect to Taxes

U.S. - Morocco Mutual Assistance Treaty

U.S. - Morocco Agreement Regarding Joint Cooperation in
Fighting Against International Terrorism, Organized
Crime, and the Illicit Production, Trafficking, and Abuse
of Narcotics

U.S. - Thailand Mutual Assistance Treaty

U.S. - United Kingdom Agreement Concerning Obtaining
Evidence From Cayman Islands With Regard to
Narcotics Activities (1984)

U.S. - United Kingdom Mutual Legal Assistance Treaty



TaBLE oF CONTENTS

Concerning the Cayman Islands Relating to Mutual
Legal Assistance in Criminal Matters (1986)

Appendix B Model Rules

Appendix B1. Model Provisions on Money Laundering, Terrorist
Financing, Preventive measures and Proceeds of Crime
(for common law legal systems)

Volume 4

Appendix B2. United Nations-IMF Model Legislation on Money
Laundering and Financing of Terrorism

Appendix B3. CICAD-Model Regulations Concerning Laundering Offenses
Connected to Illicit Drug Trafficking and Other Serious
Offenses

Appendix C U.S. Federal Statutes

Appendix C1l. Annunzio-Wylie Anti-Money Laundering act (Pub. L. 102-
550, Title XV)

Appendix C2. The Foreign Corrupt Practices Act (15 U.S.C.A. §§ 78m et
seq.)

Appendix C3. Racketeer Influenced and Ccrrizpt Organizations Act (18
U.S.C.A. §§ 1961 et seq.)

Appendix C4. Civil Asset Forfeiture R-form Act of 2000 (Pub. L. 106-185)

Appendix C5. Fraud Enforcement and Recovery Act of 2009 (Pub. L.
111-21)

Appendix C6. Alien’s Actior v Tort (28 U.S.C.A. § 1350)

Appendix C7. Selected Pravisions of the Dodd-Frank Wall Street Reform
and Consumer Protection Act (Pub.L. 111-203)

Appendix D U.S. Federal Regulations

Appendix D1. Department of the Treasury: Financial Crimes
Enforcement Network; Anti-Money Laundering
Programs

Appendix D2. 28 C.F.R. §§9.1-9.9
Appendix D3. 31 C.F.R. §§103.11-103.88
Appendix D4. 31 C.F.R. §§ 535.101-535.905
Appendix D5. 31 C.F.R. §§ 536.100-536.901
Appendix D6. 31 C.F.R. §§537.101-537.901
Appendix D7. 31 C.F.R. §§538.101-538.901
Appendix D8. 31 C.F.R. §§ 542.101-542.901
Appendix D9. 31 C.F.R. §§ 545.101-545.901
Appendix D10. 31 C.F.R. §§549.101-549.901
Appendix D11. 31 C.F.R. §§ 550.101-550.901

© 2012 Thomson Reuters/West, 2/2012 Xxvii



Appendix D12.
Appendix D13.
Appendix D14.
Appendix D15.
Appendix D16.

Appendix D17.
Appendix D18.
Appendix D19.
Appendix D20.

Appendix D21.
Appendix D22.
Appendix D23.

MoNEY LAUNDERING

31 C.F.R. §§ 560.101-560.901
31 C.F.R. §§561.101-561.901
31 C.F.R. §§ 575.101-575.901
31 C.F.R. §§576.101-576.901
31 C.F.R. §§594.101—594.901

Volume 5

31 C.F.R. §§ 595.101—595.901
31 C.F.R. §§596.101—596.901
31 C.F.R. §§597.101—597.901

FinCEN Final Rule on Definitions and Other Regulations
Relating to Money Services Businesses (76 Federal
Register 43585)

31 C.F.R. Part 1010
31 C.F.R. Part 1021
31 C.F.R. Part 1022

Appendix E U.S. Agency Guides and Gevérnment Reports

Appendix E1.

Appendix E2.

Appendix E3.

Appendix E4.

Appendix E5.

Appendix EG6.

Appendix E7.

Appendix ES8.

Appendix E9.

XXViii

U.S. State Department: 'niernational Narcotics Control
Strategy Report, Maney Laundering and Financial
Crimes (2011)

U.S. Treasury Depariment Office of Public Affairs, Fact
Sheet: Treasury Releases Blueprint for a Stronger
Regulatory Structure

GAO Report: Federal Agencies Should Take Action to
Further Improve Coordination and Information-Sharing

G2AC 1eport: Anti-Money Laundering: Improved
Communication Could Enhance the Support FinCEN
Provides to Law Enforcement

GAO Report: Anti-Money Laundering: Better
Communication Could Enhance the Support FinCEN
Provides to Law Enforcement

GAO Report: Interagency Collaboration: Implications of a
Common Alignment of World Regions Among Select
Federal Agencies

GAO Report: Dodd-Frank Act: Eleven Agencies’ Estimates
of Resources for Implementing Regulatory Reform

GAO Report: Combatting Illicit Drugs: DEA and ICE
Interagency Agreement Has Helped to Ensure Better
Coordination of Drug Investigations

GAO Report: Pakistan Assistance: Relatively Little of the
$3 Billion in Requested Assistance Is Subject to State’s



TaBLE oF CONTENTS

Appendix E10.

Appendix E11.
Appendix E12.

Appendix E13.

Appendix E14.

Appendix E15.
Appendix E16.
Appendix E17.

Appendix E18.

Appendix E19.

Appendix EZ20.

Certification of Pakistan’s Progress on Nonproliferation
and Counterterrorism Issues

GAO Report: Organized Retail Crime: Private Sector and
Law Enforcement Collaborate to Deter and Investigate
Theft

GAO Report: Combating Terrorism: U.S. Government
Should Improve Its Reporting on Terrorist Safe Havens

U.S. Senate: Permanent Subcommittee on Investigations;
Keeping Foreign Corruption Out of the U.S.

Moving Illegal Proceeds: Opportunities Exist for
Strengthening the Federal Government’s Efforts to Stem
Cross-Border Currency Smuggling

Congressional Research Service: United States v. Santos:
“Proceeds” in Federal Criminal Money Laundering
Statute, 18 U.S.C. Section 1956, Means “Profits,” Not
“Gross Receipts”

Congressional Research Service: Orgaiiized Crime in the
United States: Trends and Issuec tor Congress

SAR Activity Review: Foreign Corraption Foreign
Corruption

United States Attorneys Manual 9-105.000 (Money
Laundering)

FinCEN Advisory Fi1N-2011-A011: Guidance to Financial
Institutions Based on the Financial Action Task Force
Publication ori-Anti-Money Laundering and Counter-
Terrorist Finaicing Risks posed by Angola; Antigua and
Barbuda: Aigentina; Bangladesh; Brunei Darussalam;
Cambhoaia; Ecuador; Ghana; Honduras; Indonesia;
Mongclia; Morocco; Namibia; Nepal; Nicaragua; Nigeria;
Parristan; Paraguay; Philippines; Sdo Tome and Principe;
Sudan; Tajikistan; Tanzania; Thailand; Trinidad and
Tobago; Turkmenistan; Ukraine; Venezuela; Vietnam,;
Yemen; and Zimbabwe; and the substantial AML/CFT
improvements in Greece

FinCEN Advisory FIN-2011-A014: Guidance to Financial
Institutions Based on the Financial Action Task Force
Publication on Anti-Money Laundering and Counter-
Terrorist Financing Risks posed by Algeria; Angola;
Antigua and Barbuda; Argentina; Bangladesh; Brunei
Darussalam; Cambodia; Ecuador; Ghana; Honduras;
Kyrgyzstan; Indonesia; Mongolia; Morocco; Namibia;
Nepal; Nicaragua; Pakistan; Paraguay; Philippines;
Sudan; Tajikistan; Tanzania; Thailand; Trinidad and
Tobago; Turkmenistan Venezuela; Vietnam; Yemen; and
Zimbabwe; and the substantial AML/CFT improvements
in Ukraine

FinCEN Advisory FIN-2011-A015: Guidance to Financial

© 2012 Thomson Reuters/West, 2/2012 Xxix



MoNEY LAUNDERING

Institutions Based on the Financial Action Task Force
Public Statement on Anti-Money Laundering and
Counter-Terrorist Financing Risks

Appendix F U.S. Forms

Appendix F1.
Appendix F2.

Appendix F3.
Appendix F4.

Appendix F5.

Appendix F6.
Appendix F7.
Appendix F8.

Appendix F9.

Appendix F10.

XXX

Suspicious Activity Report Form 4789 Currency
Transaction Report

Form 4790 Report of International Transportation of
Currency or Monetary Instruments

Form 8362 Currency Transaction Report by Casinos

Form 8852 Currency Transaction Report for Casinos—
Nevada

Form FinCEN 102 Suspicious Activity Report by Casinos
and Card Clubs

Form TD F 90.22.49 Suspicious Activity Report by Casinos
Form TD F 90.22.53 Designation of Exempt Person

Form TD F 90.22.55 Registration of ivney Services
Business

Form TDF 90.22.56 Suspicious..\ca1vity Report by Money
Services Business

FinCEN Form 107: Registr«tion of Money Services
Business



